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3LagMnbmyonL 3gads PdMY639MYMBL MJ396L HLoyMmbmadab
0 989JHIMMANL 8T YdsL MJ396L 3MBd3n Lndd3znNL
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,09(MJ9" oMb HgM3nbn, MMBgmoE boymazgmmsme godmnygbgds
mM3sbndsENYM YLoBMNbmgdsdn. doMmbngs MM 300J30m,
99(h™g9900 9MN3b nb BMJdg0 306700 (BOdDNIYMO 30MYdn

36 $39%3900), MHMIMY0nE InbHMaLYdYMN 3MNSb M396L
mM3sabndENdg 899300, 13960 Lddomb BgBgMmbgdom s MJ396L
06x3MMIs (30009 B3MIN:, 36 BnLiN BobogyMdnm: 3ywn dnggdn.
3mhabEnyMmo 89HMJga00L dogommnmadn, 8gbadmms, 3mnEe3aL
R0656LYM N3MEMNNYOL, 3MBIYMIBHIOL, 3gNEMAMNZN Y
9Mm369cm0 oMbBobL YBY9xdg0L MY FMszmMmdmOL 06 nEIMEMMENYMO
0y 3mnhngnMoo dmbngznfMgdym 3839MgolL. 3603369mm3zsbns,
89900306m0 mg3960 8ghHmdgg00L Lo s 3MnHNIYMew goBsbmm
30L 90degd0 byMEaL MJ396L MMZsBNBIENVDY o 39MLMBIMBdY
6939hnYM0 3ogmgbnb Bmbnbo. gafg 8mgdgn 3nMadnb
(89350, Y3bMYMn Fmozmmods 06 3MB3MaByn 3menndniymo
383990) 39(hMJgqdsc BoMBMeggbo daMmbngns, dsgMmsd vbY39
3obbmggm, Mm3 3ghmgg dgndmgds nymb 93960 BoEbMoON,
MmMammMoEss P380YmMBnmm 0s6533MmAgenn, 39MLMBsmNL ymynwmn
693M0 v goyhebgmn mxsbab Byzmn o6 3oMdHBomMn. bbgssbbgo
99hmda bbgoabb3zs LagMmbgl JabnL s Lbzssbbgs MabyMLn
o 39LodgdMMOS v93L MJ3960 LugdNsBMANL BgboggMbadmac
5 MJ396L N6RMMB(300Dg B3oMBNL FMLO3MZ]OMOE 86 dnb
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L3I, BMIbENEMO BoMN 3ohHdeMagndYds MMZsbNdsENNLsNZNL
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390096007 30BMYM 36 BNdBNINM 3aNMdY), gL 30 LOTYSMYOSL oM
90bE93L bb3zadL, NJMBNMB Fomdy B3MBS S S3BNIBMB 86 vyMomMb
0bnbn. gobbmMzgm, MM Y39mOBIMN MVbdMS 360336gmMmM3sbn
330, MY MMZebndENNL DMEngMmn dmMBs(3930 LagoMmo o6
BomMIMaanbb m7g396 3ngM ¥339 399MJ33Yybad NBRMMISENLL, NL
300 LonEYImM, MMIMNL (3393 3gLIFNMMgdsO.

306 9M0N36 0093960 3M633M96HH9d00 0O
Mo 5L dMxdeMMA)d0 O IM@HN33(30d

3oLOBOEYMIOMSC.

09300030, 3003MMOg0L bdnMac 033M0 RPN s ddmozmn
99LOdmMYdMMBJON 37300 NBHYIMBYHNL godMMNZL oy
d30M300Mm0M707m0 LyngsM3smm HggbmenmagngdnL Asnzmno;
9monyM JLmMgdL s NbHMBY(H-3MM30YMIOL, bogoMayme,
3oohbnom B3comas BoMyOnL AsBBYMYODY o OMBYDNB3NL
obHMMNYODY; 339MNRNENYM 3039M70L dgydemnom RdgMMB Logsfm
Wi-Fi §bgm9d30 byLHOE IEYM 3MT6033(309080 96 BNBIBLYM
HMoBd0J309080. Fgbadmms mP3z96L Logymom dghmMmdgwoE 30 0JEgo,
0039Mn0v0, 36033690mmM3560 BoneMydnb dgdmbzggznon Badmom o6
30Ma000 35(hymodnb9d9d0L 3M36036xmMgdnLL3Y0M goadsgzbno.

99(HMJ9900L IMHn3z9dn, LogaMaYEME, gobLbgzozwIds Bomn
99LodmydMMONDL, N6¢HgMLYONL s bhMohgnnb Bnbgw3nom. sMnsb
0bnB0 INBHYMaLYdYMN MJ3960 MMBEBNBSENNL NLIMIGHIENNM?
09690 3300 3obdMabzgss, Assbdmb mgzqbn 85¢hymonbgdqdn? v6 ngbg0
0bnb0 gobnbnmyzgb MJ396L MMZIBNBIENOL 3MBIYMIBHOL o LM
9mn3m3mb y30Matgbmde? 8608369mm3s60s, 3o3namo 8ghmgnb
9mHn30(309, M6 gL BgndYds EdgbTsMML MJ390L MMZsbNd3NL,
93991 89085LML LagMnbggdn, MMIMIdnE o6 dgndmgds BoMIMJIBSL.


https://holistic-security.tacticaltech.org/chapters/explore/2-4-understanding-and-cataloguing-our-information.html
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Mo LORRMNbLY)0N 90 JMgdo 13960
mMm3aa60%3(3030? O MOT)60C0 MyamMan

009 3933600600 NLN6N?

dgbodmmm LoBMMbygx0ab nI6H RN I33NNL 89393, LogsMoymeo,
39969000 gMmdgma bno, MMIgmaE Jgbodems googoMmogoyman
303mMABJL. Jgbodemmy, ngMJIEMm, MMA 6500L3ngM0 domnbbIg3o
9LOg6M 36 3M NE3MEY, LN INBYMO. MJ3960 MM3s6ndOE3NNL
909 399c0aMan 3MmMYJHnymon 65003900L goabaadgmoc
dogmgonb 3m3M9xdsdn obdoMgdnb 3nd6nm LobaMggdmms
360M3IMMO MMy LoBMMNbAL v65mMNdN godMAENbaMg MmMn
RIJHMM0036: deMd3NMOY, MM bogMmmby E3MIMNIMdS o dnbn
393960 65MAIMIMANL dgdcnbzg3980.

LIRMNLAL SENO3NMONL FLIBMBSO (LOZSMIYM ,SOSNN,
LOFYsM 36 Foman” Ndnbos dnbyznom, MM dmMEdmn 8gdmb3zgzs
60309000 LogoMayms, 3MbgL, Bgbodemo, dMbgLb o6 begds
b30My), 8ggndmnom, gedmnygbmo 8ghmdggonb dgbadmydmmogody
093960300 36MANEN NBBMMBSEN, YLOBRMMNbMYONL BaMLYMN
06300096(h300b s63emndN, bbgs BbgszLn MMZsBNdsE3NYdNL
390MENmMgds Y, M MJds P60v, Mmg3960 MMasbnds3nnb dngM
0060809 o69M30mn 890093900b BgMdNgdnL Mandg bhMahggznnb
oMbgomod..

LagMNbOL Bozm9BaL obLdMBSE sBNIMENm, MMamMMn ng6gdM©
093960 bodysmm bogMmnbab MyomyMow BoMB3M3MdnL 8g8mbggzsdn.
©sb3No 30mbzgxdn, MMEMMNESS ,MMEMM 8g39DNVB LoyMmba,
MmammE MMagebndoEns o MmgmmME bagmbo, BodNZYM©

0960 omyMa?”, , M38e9bo 3gMdgmazansbo nym gugjhn?”,
L,05MBIMIMOAL gb bbgs LodNBBM LodYsE3NYOL?” s ,M3BYbs ¥3EFNMYOL
0b AZ9BL PBML, dngzomBomm MMEabNdIENY BndBYOL dbens o
0mM330m3n?" 38 3nmbz90dg 3sLbab 78093 WaBNIMwnm, MmgmMns
393em960: bybH, Ludyom oy dengmo.

093960 LogMNbyxxdNL SENOd3MMONL O ogmgbnb dnbgznm
Mg q0nb 3980093 8930dmNo0), 891900390 IRMmM nbRmM3nMgdymn
LadmM7gdg0M 393dnL 3xaaboL. N8 LagMmbygody 3MBEgBHMIENNM,
MHmMIMgO0E IBMM LOZMOYEMY, MM BaMIMNIZoL s MMIMgdNE3
0gmbngoL 86n08369mmmM356 67gsHNYM gogemgbsl, MmJ396 dndsMmozm
093960 d9dmyYm MabyMLYOL BogdLndseyMa Bgbadmm Jdgwnmn
o 8900930560 dndsMmnymgdno.

093960 83008030 80d3600, BogLNBayMa 8gedEnMmo Mabln, yd3s,
33300, Boo 3mMaL MaLYMLYON BogdLndsenyMa YBOMYBIJMYMBRNEN
0003MMOL 0y 3MB30600Ls3 30, oM 8gydmns MabZgdNL LMY
SM3MxbzMs. s gb BMmBsmyMns: BxzndmNom gooizgomo d93Mmo Msd
LBZYN3MN M30L, MJ3960 3MMg3x00L O MJ3960 MMZsBNdSENNL
©3bLOEOZOW - Y39m1dY N LogMnbyxddg dMY63NO.

10 3009M9LORMNbMYdAL LobymMBdM3s6mMM

M0L3Y00NL FgxsLYdNL bLYBYdYMN 3MMEYLOL BoMm3sdn
sbob3sMgdma, dgobnboemgom nbgmn ENogMsdnL
398myqb900, MmamMnEos Electronic Frontier Foundation-
0b 809 890818039090 gb NV3Mads. gobbmzggm,
MHm3 03 3MMEYLOL ROMZgMYddn !MJ396L BngM gJdbnemn
06xMMIs(30s (MmamMnEss 3g9hmJggdnb s dommsb
053938007010 LOBMMNbYdnL bnv) Bgbadmmms

0ymb babLodNYMN, 98gbs, 3603369emmMz060 dnbN
JLOBMNbMYONL I(339.


https://sec.eff.org/materials/threat-modeling-activity-handout-for-learners

093960 mMgobndo(3000L
3005MbLORRMNbMyonL g9300L

9999003900

90bgo390 0dnbY, MMI MMZo60ds(30500L
7bogMbmydnb g93dgon 3gnMmy gobbbzoz90maoco
38°9m0nyyMmyds godmanboMmy docn Mab3gdanb
99%30b900036 S MMZd60d(30MM0 EN6530300056,
dmgngmoman bo3zs6dm 3Mb(39RENS Mmamjdnb
36035MboeYM0o.

6060909d5M7 ,LLbyMAdM3zsbgEM” gbgds bLYbydYM sMbYdNM
3MB39%33090L 0bY, MM EOgbBsMML MJ396L MMZsBNBSENLL
89097935mL YLaGBMNbMYONL 39agds 3MJHNIPN goobY39HaOnL s
Moy bodyoMmIn godmygbgonL MZamLIBMNLNO.

606090900M7 ,L8byMAdM369MM* PBMYB63xMYMARL g™ V33D7090L
08 MBENJOL, MMBMYONE JROLM 36 BYdHE NeBN.. gobbmzEgm,

MM 98393 aM0 YLogMonbmgdnb g9adnb MysmndsiEnobmb
0339380M507m0 Yy39madg nwn bsMmzn ngbgods coMmm, MmIgemns
3aLogNMMYd0 MJ396 o MJ396L MMZOBNDBS(30L MJ3960 vbon
398080L gobbamznL, gLBS3MNL s MYsMNBEFNNLLMINL. MYT 3V,
398m3nbofMmg Mg3960 MMZabndsEnnL Bnbsdg oMLY LogaMoywm
M0L3YONELH, bLYBgdYN NB39LHNENNL o630 B3NV MNMD.

000mMgye bggnodn 893b3wdsm Nd L 3306dM L gnmbnb
8o68oMmBHds, MMIML MNOMADYE NBRMMBnMYdYMN Y6s nymbL
093960 mMZgoebndsEns s 8oL 39MLMBsMON - 367 M 3MabL Nb s
Mmoo nb 8603369mM3560. MMy boznmbo 3xByznmadymons
3MbYdNO LHMOHYZNIOMVB, BNEzMIJONB s Mg3MBI6EIOHM
06LHMYB6(HY0M6 MJ3960 MNLINL gdMY3NLLMINL, sLY39,
MA9300006 O Esdahgdnm MaLyMLYODY 0FYMgdNB, MMIMgdNE3
890dm900 ©1ggbdsmmo bbybgdymn MY3mMdgbs3ng0nL
M70mNdO30030 MJ396L MMEoBNdOENVTN.

:)boq:;ﬁ)mbmabnb 393000

La6ynbLo 3M33MyJhHo

043960 mMgobndo300L obob3ofmydmac
0003900390 ,,Lobgmddm3zebgemmadn”
8mE98YMN 35339000MYON O

393090 nbNbo MyamyM 39385,
0boMggomMym dM393xen LobyYynbLo
3MA3maqhoo. 3m33magdn 8930densm,
39mMdggomm ob FoymMyma dgo3bmmn
oL ,,LobyddM3069MML” 30RMYM
AaMmMIoH3n MBeNonb Bo3ncmbznbsbL.
AoBoByMxONL 3o30MxdnLLL s MJ3960
JLoGBMNbmMxdabL 3g93dnb gobsbydnb o6
89003960LBL dYENEMYdMSE dnynnmycn
0nnmgym bggnodo dmzgdmon
»LoxyMnbmydnb gnagdnb 8980039690
0mM3900”. ybagMmbmydnb ggads 39M
0796905 bMYymn, by 33nMy, bLybgdYMN
3Mbydnmn gemy896@Hgd0b domnmydnb
3oMy0d9.

398mnygbgom bbgs MabyMLYdN, MMIMYONE sLY39 Bandmnds 8gabdsmmo mJ3z960 39adnL 89a96930 O MYOENBSENSBN. MMEMME
Lsdmgomogdm LudMZaEMYOMNZN MMZBNDS(30VL, IBSLM 830 SOAP (,3MmNbHN3NL v3HMIsHNDYOdYMN 8xF8o3900L MMZsBNdSENgdNL
©3(33%") 890dg0s sgqbdsMmmo mg3960 YLogMmbmgdnb ggadnb 89833s3700L godsmMbn390530 s 33hMTdHhHNdYOd30.

0LY39 398MNY9690 YBSLM HMYBNba-MYLYMLYSN, MmamMaEss Consumer Reports-nb Security Planner, Security First-ob 530
Umbrella, Free Press Unlimited-nb oo Greenhost-ob Totem-ab 3Mmgdho o Global Cyber Alliance-nb .3009M3boxMnbmgdab
30m33mggho 3oboab Hndab MmM3zsb0dsEngdnbom3zanb”, MMBmYdnE dmMnEegLb MLbyMLYOL BnbodYdsMY ,Lobymadmzabymman”
bLYBgOYIN BMOZOMN 3N3MYOYIN 3M3gHn3nb Bxbobgd o 33YmYOL HgBnBanL scMdNm BgomEngsdy, MMAMgdn3

©339b3Mx03m 3M3gMmN L 3306dmM LyYd3mAL MgoNdENSTN.
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dyosfn boxyydzgano:
3MHMBNMYOL s
9mBymMoOngmMoy0nL
©OE3°

JboyMobm
3M39603o30s s
9mbo(399900L 8965bz0

3LORMMNbmgdaL
39BHYM0L ©o69M33S

JLORMOIbMYO3dn 139N bogmbns o 053960
MmM3o60893000 oLOBEV300 YOO PMEIN6LY,
MmmM3a y39emo dmbobnemy LaMoMBYENS 3MNY 3980
3n09M9boMbMYooL. 3yemdyMmnb J9;33emo
Moyemno, 019830, Mo8I608g doMmdngzds 6500330
9 36033690mM30689 LoydsMAs dgndemydo
dynbngMmo 8ngny396mo sHdmbagMmmacy,
MmM3gemnz 008mg8gg0Lb 0193960 39MLMBLeMNL O

MmamM nd39300),
MmEs L8 VWIS

JLoyMonbmyonb
0o33d NbhgMBY(H3n

}0dO3YMN
JLoyMnbmydnb (330

mMmgobndo3nnb 3009MYLRMNbMYINL Bmybnem
bAMOMHYENL YLORMNIbMYONL 6nbTg d5MLYOYeMN
bLoRMbY900b 30bYbo . MMZsa6ndO(3NYeMN
JLORMNbMYONb o MBNIGYCMN 3yemhyfnb
©369M3g30nL 9Mm;-gMmorn ndsfdnzgbn, BogMyd,
»86033690mm30690L0 6300300 AoLBY Loydofn m93960
MmM3ga60nds3nnb goMgemgddn o bgenddmzsbgemmadnb

d9038n300 Lob6N3YIM J3939.

9mMobn6950 YboRMNbM)d0L 06¢hg3Mo(3nd 013960

ym3zgmeemnym BO6MAMM bHMYJhHyMmodon

MmgmmE gb EYHIMYM dMBYMNMAS Tactical Tech-
ob ,.ym3mab3dma 0 3LoRMNbmMydab LobgmAdm3s65cmM3n”,
99(ho 396083690mmM35600, 31IN3d0 3nJMboMmm
7LogMmbm LogzMEg YJLoRMNbMyxdab bb3oEoLb3s
oL3994Hdg LoboydMMCO.

80339M30, 7 3nbnbL 693Mxd0 898RMNEIO030 JLogMmbmydsbmeb
033038007000, 0bNBN 653Mgd3 NMYN39096 MV30L 3oMObMNI©
BomImMAYBNL 86 Lb3zxdnL MMAL oRmMsbB3z30L godm. YboggMmbmydab
d9Lobgod Myagnmomymn LOYOMYONL E39x383s vLY3g obIbL
JL3BMNbMYO3LMD EVZe3dnMYdYM Lo3NMbyddg NbHaModi3nnb

0 obobgnb bobdnMab BMMIsNNBYOSL NbY, MMB oM dMbgL
3MmdmMY3x0nb a306yqds, bmenm gybonb 653M9d0, oo
3Md300MON:, by 33007, JLoBMNbmMgdL 3sbnyM 36MdNgMgdL
8909696 01630060 LOJFNBMOSTN. dMBS BYENEYdgIN, gL
ym3z9mg330Mgymn nymb, 3s3Msd dngEnom 3sb 3gMamymo boboson.
3mB0369mn nbIPLNYON PYbS NYML 3NN 3Mms Bbmenmeo
99603960 YbogMmbmydnb bsgnmbydnbomzgnb, sMsd9 nd
36MmMoOmMY890nbamzgal, MMIMgdn3 3ogzmnbob obgbL 3gMLMBsmNbL
3MAxMMHD] s JLaGMNbmMyxdsdy, MmamMmoEss 3Mbxmngdhn
LOBMBOEMYO8N, MBMING (s MBMINB) g306MMYds 86 3nBMYEN
06LbHMYIYBHYONL 3odmynbgdab s MYsmndsENnb 3MmMomYdgdn.
LayOMYdN, gbadmmmy, 4bgdmeEab Nbgm LognmbgoLLE, MMEMMOEBs
MmBMonb 06xmMM3s3no - A393900L dodneMgds o 8xmmMgdn,
MHMBMmYonmsE 39MLMBsMN N33L 86 8 NEOZL NBRMMI(300L
LaBLObYMNL BBs. dMEML O dmenML, 3603369mMmM3s60s
330bLbM3ZL, MM MMBSBNBSENNL YJLoGMMbmgds demngMmns dnbo
3L3LAHILO MBMENL EMBYdY. gMc-gMmmn 8gomMn Msbs8n8g3Mymn
Asmoyemdnb 8obamMBg350 3MbL JLaGMNbmMgdnL Fghebo
M93nmamyemn 3Mxd500L mnb BabMngdn. vbY39, 8ggndmnso),

JLa@MNbMYdNL 3PeH ML S6gMZ 30

3996060mmMo JLaBMNbMgdNL M3MOIDY ENLZYLNOL MMBsBNBYONL O
BoLOMOHOENNL 38LYbNbAZxdMMAL MMEBNBIENNL Bg3MYOL, MVBoE
99LodemmMs B3MIMBZ0L 8dMN, MM YLIRMNbMYONL B33 3L

3o dbmemme Modn603y 06533MMAMNL o6 IT-3nbENL, sModgw
Y39moL 38 I079mMg0s. YJLOBRMMNbMIOINL MOMOSdY NLIYLNNLYNZNL
MBNENIMYM bsbnsmnb 8nbnggdnb 39098 39MLMBsMON,
LOZOMIYEME, IBRMM 3MIBMMHYMI© N3MIBMOL M13L bLBydYMN
096033690mmM3060 LOZNMbgOdNL LMo BMgdn 8b Bsmgdo
MB0ENMYM 3oMxdman gobbnmznbob.

0b939, 8603369MM3600, AsgMoMm YboyMmbmydnb gmgdgbhgdn
mMgabnds3n0L Azgnem Logdnsbmdsdn, 8sg., sbsmn MeB388MMIMNL
90900LLL 86 LoLHTYOdY 6300MBNL BoYJ8700 MN3B3BBMMAMNL
390030LYBMIONLOL. YJLoGMMNbMYds oM PYBS nYML MomsE
#00883(h900m0" Bybomab Logebn, sM1dgE Ybws nymb Mg3960
bAMOHIgnnb o M39M1(30g0nb 3ob63yMRgemn 6o6nemn.

3°obbM3gm, MM3 YLoRMNbMYdaL Y3gmo 3gagdo
96000 3360b0MYdMEIL 339MYOSP ©EMIYBI6GHIE s
9600 9939000900M90MEgL bgmobmo dgx0bxOL
0o Mygymaomye 306bne3zol, gobbonmMmydom,
M3 MM3gobndoENdL YIMNY0056 sboma
006093MMAmMYd0 56 dmbogmabggdn o6 Mmzs

03330900 943960 JLogMnbmgdab 3mbdgqjLdo.

003938907 bhM(HI3NNL BoPILIVZS S FoBobEYs YM3gEBENYMaE
56 80806, MMEo 8603369mmmM3b6500 nE3emgds bhMoHIgno,
06bHMY3Y6HYON 36 MY396 BnbsBg sMbydYmMn LayMmbggodn.

13


https://holistic-security.tacticaltech.org/chapters/prepare/1-5-communicating-about-threats-in-teams-and-organisations.html
https://holistic-security.tacticaltech.org/chapters/prepare/1-5-communicating-about-threats-in-teams-and-organisations.html

9yoMmn bogyydzgann: SRR

3LOBMMNbmgdaL 3MHMBNMYOL s
3M3796035300
39BHYM0L ©o69M33S amgam;\:g;:dg(mb 0mbs3989060L 8gbsbgzs

JLoyMonbmyonb
0o33d NbhgMBY(H3n

}0dO3YMN
JLoyMnbmydnb (330

MmamM nd39300),
MmEs L8 VWIS

dnoM9or mMmgo60d3(30xM0 0106bAMOS

PboRMNbMydnb 6oMIdHYOYMa 3nmBHnMab Bobomos
dL939 YLoYMNbMYd0aL MJ396L 3938530 3960
mmMmagob0ds3n0b bMymoa AsMmaoyemos.

99ho 8603369mmM35600, MMB 3¢b0d6mMN 3MN33009L MMZsbadsENNL
bgadm3s69mmoOnL bdsdsmoem bsMEaggMmab s 3nmNmYxd9dL,
MmMAmgdnE 0930 898mb3z93080 LodMEMM gosByY39HNMYOL
90009096 MmnL, MaLYMLYONL s 969M3NNL odMYMARVdY
JLa@MNbmydnL 9RgIHIM0 3g300L 3983353900L BndBNO. Y vy
b6, 53sL vME3 bbgo veNg3s8L byMNMdYMB. MMBEBNBIENNL
bLY670YMN AsHNYEMONL BoLOMBY330 FYMESLANM BNIMENMm,
MmME0L s MmamM BoMIMawanbmm mg3960 39gds, gos3gmgm gb
Boonma, YdMYB39mYysznm MM bymddmzgsbymmos dbsmb yggMogL

0173960 89bgY@g0g0L s gooEsbnm Y3gmsb ggadnb yzgams
990360 o Bdngn LY, MMB Mg3960 Bndsb0 3 nYymL Lanydenm

36 01600M3360. PMYNLOIMZNL 3sMOgMNN PMBMMN §dgoL gMsbhgdab
LOBE3ME Fomaen EMBAL YLogMmbmgdnb 8x8JabgmgdL, oLy
MHmI, s¢b603bmMdY 39MLMBMNL NBRMMInMYds, Bgbadmms, sbY39
39030 8900m©0 nymbL MMES60D300L ogdLNBseyMo AsmMYMONL
90LOMBY390. YLOBMNbMYdsdY LuydMnLLL BMgMnyc 8x3nbyonL
Hogdhngob. babobsb bugMmbggodn, MmMIgmms 6nbsdgE md3gbn
mM3abndENS s 39MLMBIN 3L, Bgbadmms, Lodnbgmn

0ymbL, 0939, JEOWLIN, YIMOWMJOS Fos8ob3znmmM Boghodg s
300b3900bom3nbL 3830000 gafMgdmb 3ggdbsdy. bLudndMmgydal gomod
bngomom BoM3Magn6d, 8gLadmms, sndymmb boagmbn, 89aMaEbmb
LYBLOENGONL BMYZsMYMB, 86 YJOMIIME 1670 aL, Bn0hB]3L
Mo, HM3 M303gL 3o39gosL sdMA vfMs vJ3L, Moi3 LMYMNIE 8fM
899L0038900 MYaEMASL.

9909899539500 HM960n630L 3930

89390L 890039600L o BgLMYMYd0L EO6YgdL
0990093 IMmoxg30gdMgm, Mmagmm s65MAMYd dongma
39MLMBaMAL (s AMbomabygd0L) HMg6063L
bL69dMN dboMN dNIMYdYMN 3Maghn3nb
Lo3nNbyddY.

M9gnmsmyenn HMYBnbznL sbabgds o Fobdg PsLBEMYdNLLMZNL
9 39MLMBMdY s3NLMYOYN BMISMgMOd0L BgbMymydal
89930L900LOMZNL OYE3NMYdgN babnsmnb Bnboggds

LabLBMEgOMM Hogddhngs gndmgds dm3MABEIL. dmgMngo nd
39MLbMBamnbmznb 8303M0, 633sMHNYMO 3x93900b 89gabsL,
MmMImYd03 PLaBMNbMxdL 3MBEIBENIL JYMAYONSH. ZobLM3gm,
MM 39MLMBsNL 656N Lb3zxdNLBZEDb obbbgezndyMO

14 3009M9LORMNbMYdAL LobymMBdM3s6mMM

890dmgds IMabnbmb sadhoEns s HgdbmemmgngdnL 8gLBsgms
398m3nboMmg 30xMYmn nbLAHMYIYEHIONL s NBHgMBYDHNL 3MEBNL
bbgoabbgs EMBNELE. BafMmydohgoemmonlb dndn Bbmeme 30H3
18MmM 339bMY%gdL 39MLMBIML 3MMAMYB39ddY NbmMInMydaL
0y ©sb3oMxonb 3nmgdnLb MzombodMabom. MmydEs, 3MdnGHNYMN
3635MNB35eM g0y g00b s 0mMEMyonL sBxLYds HfMYbnbgznL
65M3dHg07ma 3o3enLOMZNL s 3MMNHN3YONL AsBMYsmMNdOY,
99LodemmMy, sggbdoMmo MMEbNdOENsdN bhndymnMyonL
39993md9LYdSTN. bbgo MNMYdYMn BboMsdgms dgandmnom,
9n000mo 303MY0 YLoGMMbmMYdnL bsgnmbyddg HMgbnbznL
30030MOMN30 86 LogMmsdMMnbM JLYYdNLH o HMgBnbgnL
9BoLM MYLYMLYONESB, MMgmMnEyy Security First-ob s3n0 Umbrella
Free Press Unlimited-ob o Greenhost-ob Totem-ob 3Mmggdho Global
Cyber Alliance-nb bobBsgmmm dmM@oma.



https://secfirst.org/umbrella/
https://totem-project.org/
https://edu.globalcyberalliance.org/collections

3LORMMNbmgdaL
39hIM0b ©s69M33d

3LoMbMydab 3ym@yMmob o69M33o

0 (09393990 My3nmoMmymo LOYOIMYdN O HMY6N630 NLOBMMbMYdAL o 3960
7bogMbmydnb ggagdnb dgbobyo.

0 RdM;m Y3z9mo - 3oobobamgm 3obybabAggdmMmMdd J3960 YLoRMMNbMydnL 393dnb
99LMYMY05D gL MMZobado(3ndda.

o0 9My639mys300, MMAB bymddm3zo69mmod JLoRMnbmyxdnb Lo 3nbygddn 3oMan J3330L O
39390aL 39LMYMYdabL dogomnman nymb.

o 3myMngo sdnbgoab BHoghngob 96 EILFIL - Boobomabgo 3MmgMmabn s 399396000 3MABMMEB Yo
Lo3M3g 39MLMBaNL BngM 3MMOMYT)ddg NERMMANMYANDL (s EobIMYdnL dnmgdnbom3zab.

0 3oboobmgo :g3960 YLogMmbmydnb ggagds ymzgmbmoayMmac 56 MM3zobndsEnsdn
09603369mm3060 330MNeNg0900b 3990093

JLa@MNbMYdNL 3PeH ML S6gMZ 30 15



dyoMmo
boggyd3gme:
3Mma3nem)onb O
dmbymongmononb
Qo339

dysMo boxyydzgmon:
JLsgMNbmyonb 3MMxz0mgdnb dmg;‘%?;zg?@o JLagMnbmgdnl ®}0dn3yMo MHmamM 07439300,
39@OYMNL ©aBgMg3s  BmMBYMENEMEgdab g6y 303q00b dgbobgs  ©3B3S N6OIMBINBN  JLogMMbmyonb EsE3s  MMEs bagdg BYLSLsS
033>



9yoMmo bogydzgmn:

JLogMonbmgdnb 3Mmz0mydnb s JLogMonbm
39@HIM0L EBIME3S 3mBymMOnmmdgdaL 3M336035300 ©o
o ©3330 9mbBo398900L dgbobgs

Mmabognbos bognmm 3MB3x6¢HM(300 9633MNBxOLY
0o 3MBYymMonmmodxdd9? Moagob nbnbo Jabob nd

Y39mox3mMab bogydzgmb, Mobo3 ©390090L Y3960
mMzgobnds300 3003MNESC.

09396 0000g30bL yLsYME gogdzom B3Mds bybLbnhnyM
06@MMBdE00dY, 065MAMgd 8ngos s oMy 3MBY603s(300L s
065b030 3omdg 30Mo N6BMMI3305L. MY NLNBN YE3IMNY,

9L yzgmaxgMmo s 3ghnE MoLblNL J398 8gndmgds sMAMABEYL.
0039MNMOQ, 007 3039M700 YONZ3mmM3mgdg6 3emagnobyMsdy
09396L 8935M0L 6 YLBYB9D NJ396L dngMMBMBL, NLNBN bymBn
A303g096 3MY3z9dmsb mgd3z96L 3gMmdm LoydMgdL Bnybgsgom
080bs, M3I6OW OEYMNs MJ3960 ghymanbyxdgdnL v3mn3oEns

JLoyMonbmyonb
0339 0bhgMbBy(H3n

20d03YMo
JLsyMnbmydnb (330

MHmgmM 0J39300,
MmEs L8 VWIS

86, 09 89(hMJ9900 8M03M39096 B3MASL MJ3960 MMBIBAdDIENNL
3635Mn87007 bmEnamyM 83nsdn, s 899dmgdsm, doMbn3oc
©33D036Mb 13960 Mg3yhoEno s bondgEmMmmds s dofMo
3o8mymbsmmb mg396L Bamdohgdyem 3x3sm0OsL. 38cgbsc0,
MmagmmE MMaabndo3nod, 3603369mmz060s, YoMYB3mymon MM
Y390 0009009L doMdng, 3o3Mod 9BIJHM dMBYdL bogymsmn
9mBYymMOnmmMdx0nL s 9635MNB500L LYES33. d0bLYBNB6S30Y,
Mm3 gb MY 3MB39b6s(30900 0139 BMNEO3L 3nMa 8B3zsMNBOLY

s IMBYyMONEMMOOL, M3asb NLNBN bdnMy v3nN LEBNdBY
MY 3obBymodnmn dbsMygdnbmzgnL. 3839M700 LNdBM36700M
J0NZ9MN3oeM9096 3030 LodNdH]L s Habyb 3nfMow s6gzeMNBL
56 bobenb 3M330ydHaML, My MJ3960 gnboon nygbgdL domn
3M316039(300Ls s 8608369tmMM356 NBRMMIS300dg B3MINLLMZNDL.

0303333001 3633MN3xd0 S LOIMJoMIJM LadMZGoEMydd

QoMM godydgdyman SolarWinds-ob 2020 6enob dmenmb
898m3mgboemn gohabo, MMBYmMBSE asdsMamy 250-

B9 mMgoebndsEns, oo dmML, dggMongdymn dhohgdnb
LIBMS3MMOM E33MHddYBHYdN Microsoft-nb o Cisco-b
9Lge3LO HagbMeNMaNNL BNBBMEYdMYdN O 3MILLTMSZMMOM
mM3gobnds30900, 6oBnMOMNZ godmB3zgnmn nym doMmhngn
3oMmMgdnL, MMAMYdn3 godmnygbgdmes 86n8369emmM3sb
3003060LHMSENYM 3MMBNEY03n. 3830, ohgbabmob
0039380090790 aMM393900L 80%-3c9 dmbos byLHN o6
bgmabmys godmygbgdymn 3sMmegdalb godm.

bLY67OYENL ALZEZLN 3oMMEdNL gohabnb ddsfMN
MomgbmdnL s yzgams bsbab dghmdabsmznb Moyemn
33Mmmgdnb gobshgbo nbLAHMYB6HONL doMmbngn
bgdnbeb3MIMONL BMBdY, 3oMmMeNb EsEIONL
30N3MIOYmMN 3Maghngo o MMBIIHMMNSbN 930096(Hn3oE0NS
60MIMO©E96L 833NMYdmMMASL Ladmgamagm
LBMZOEMYOMNZN MMZBNDS3N7ONLBNZNL. LodMJsmagm
LOBDMZIMYONL 3633MNA70DY 8x(H]30L g Bogocnomn
398m3mnboos Facebook-0b dngM 2020 Byemb. Bomn 9635M0Bab

9ysMn boxwydzgmn: 3MMBNMIdNL s IMBYMANTMOYONL (330

0560b350, 0563mM1gdgenn 3539MY00L $39BJO3s ghI3e
900(hs69L v3gNMOMN30 Ladmdamagm LodmaamMydnL
39H030LHIONL, JYMBINLHIONLY s MgmngnyMo
3930M9LMOYONL 3MMPNEYODY.LEBBYbsMME, 3839MxdT0
89demgb Facebook-0b bbyBgdYMN 8635MNBdNL, Bocn
dmMnb, Facebook-80 o0anmmodMmngn $39R0L 339Mwnb
5003060bHMIBHMMNL 8635MNTNL BoMBshgdnm gotgbs.
90009L M 6300M3s ©EINBALAHMIHMMNL 863MNTdY,
3039609000 6533em9L obsMAYHN vANbnLbHMBHMMIdN,
bgendn AsngaL s 3osyddgLb 33aMn, Moms;3 bgmn
89935maL 333530 bLs3396dmM NBRMMBSENNL odnoMydsdn
9 LOZYMM dYENHMMNOLMOD 3MTPBnZse3nodn.Facebook-
0L godmdngds8 odaNby, MMA 3635MNTx0n, LogsMoyme,
839(9bgL bbgoLLb3s LLBYsmgdnm, Bsc dMMAL, 9633MNBNL
303960L BY6300L dmMMEB S 3odMYgbgdnm.s635MNBYd3n
mMBogdhmMsbn 930096030300 MMB ymaxngnoym
399myqbgdymn, smbndbyemn dgha3o 3oENTxdnm Moo
09690ms 3539M300L5M30L 399303650 dxLMYMIdNL
035mbodmnbno.
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https://about.fb.com/news/2020/12/taking-action-against-hackers-in-bangladesh-and-vietnam/

9yoMmo bogydzgmn:

JLa@Mnbmydnb 3MMBnmydnb o mgb%fﬁlm::) N YLsgMnbmgdnb }0dO3YMN MmamM nd39300),
39hIMb sbgMgas 9amBymonemmogdnb 3M0IYD03B0O © (33 n6hgMbghan 3LOBMNbMYONL O3S MmEs L8 VWIS
©oG3 9mbs(399900L 8963bz0

M 39996(o(300L (330 Or CI(3NIMMOS

33MMMM9d0 O 396 mMonbL
mMRdJdmMmmo d99m69900

009356009 LOIYSsMMB0 dMbOMMEBYMNY, 0830370 Lb3sEILL3S ¥63MNTDBY, MMBINYonE Bgodangos 3mbrgm
Mmmad 0’3335'9 mﬁaoﬁnboenob ©o 3oL 335)[)0150@[) 39MLMBINL Bx3MYOL S NENNVBSE MMBIBND(3NVL: gENBMLEHY,

LOLBYOMM 33eMN33(30900, LMENSMYMN dgNs, MBEMBNB-036306380,
3{jm6@3b °0Md00, 09 96 sbmodo, 066‘)6030' 9mMb65(39000 NLAHIBENYMO L3330, dLY39, HbLSEBMNL Bomadngdn,

MMBmYO0s65(3, 3oHgb3nb 398mb3z934380, 30030MdMN30 MILAHMMBION, 3odINJON s BMd35n bb3s 330Ls0M0
8gLodmmmo, bgednbob3zmadn gobagb bybbohoymMmo 07 93035309, MmBgmms Lobhxdd3nE dgEnbsMo. Bsmema EMBAL
06335300 96 65MIMNAZ0L 30MM3690900LdNZNL 2bogMNbMyds EMY3960ge badysMmmdn bagnMmMYob gywwsbdnm
20060l ﬁmb&“ﬁ 30. 0903M3sL M3005LbAYONLES6 Y3gms bLYBYOYMN 3MMBNEAL

©3bOEO30. gL NBYg0s FNYML MMES6NDENTN SsfMmegdnL
3030960Ls s MMB3FHMMN60 830096HN33(3n0L 8ByMa30m.

MM3MMNY 30M3N 33MMX(N?

3oM3, dmmngm 3oMmMb gobo3nMmmogob bodn goghmmMmon: bogMdg, 6500L3NYMMAS S Ybn3omyMmmods.

M3 IBRMM 3gMdgmons 3afMmen, 3no Moo 3ghmgob 8ngM 8nbo godmEbmde.
©0m9nLOM3NL 3sMmMgdab ohgbznb Y3gHabmos bfMYmEIds 3MI3nYH MY

LN3MdI 3MmMaMadgdnm s bbgbyoywm 8s63n9M 3MmMaMa870L NN Mmm 3 LnMpgds
9mg3my 3aMmMenb gobsdgba. s8nhma, 3603369cmm3s60s, MMB Mg3960
3ofMmgon 3MnE3s3009L 8060398 16 bLnddMeML 86 3n6n3YH3 byo Loghyzsb s
339019L00, IBMM gMdgmnE nymb.

3afmena ghdgmnE MmB aymb, of sMab 3oMan, oy sMab Mendy, MoE S3NMA©
d90dm9do godmnEbmb dgthmggd 09396 dgLabgod. BmgMngm mg3zgbn

636NLANIMMY 030300900 AL, B3MAOMNYM0 Joansdab, boyzsMmgmn bsgdab 0y 08 bbgs
B39(H900L gadmynbgosL, MMImYdnE 8gndmgods 306898 gooMzznmb mg306
d9Lobad 06MbyHB3n LEMRN dngdoo.

LOZMIYLEME, 33MMENL dodMYnb700bL ,Y39mod] 3900 FgMENs” JMN O
00539 3sMmenb godmMygbgdo bbzoobbgzs banhnbmznL.3oMMEgdAL godgmmgds
000 3MMOmMYdss, Maasb gb 6n8bsgL, MmB bLybdYN 9630MNTYON6
dbmmme 9oL gohgbobob N8s39 3sMmmnb gedmygbgodnom GmByzmawn bwgds
Lbgo 8639MNTYON3.07 3MOgM LaHDY Y6300 gMLY S NBd39 3MLYM
J60307MMoY BM3dL, 98000 8603369M36500 NBMEIOS JMnN 3x300MANL 0y dMBsEYBMY
JLOBMNbMYdNL OMMZ930L Fog3m96s.85LddMMY, 8 EOMEOMOEI, 0 Mo
39MMEN 3og30 9z0mMMOMNZ 0ndMMNM™MY3a8n, mydi3s 8nbn godhgbab o
3I8Mm LYBLOHNYM 8bgsMNBBn gedmynbgdnb 8gdmbggzsdn, 86n3369mmzabn
063mM3s(300 Jgndemgds dmndsmmb.

18 3009M9LORMNbMYdAL LobymMBdM3s6mMM



9yoMmo bogydzgmn: SR

JLa@Mnbmydnb 3MMBnmydnb o 316029200 ©O JLoyMonbmyonb }0dO3YMN MmamM nd39300),
39HyMab sbgMmaao 9mbBymonmmogonb 3MOJL032600 @ 0339 0bhgMbBy(H3n JLsyMnbmydnb (330 MmEs L8 VWIS
©oG3 9mbBo398900L dgbobgs

LoaMdnL, 6300LANYMMONL O YBNISEYMMANL bLYBYdYMN BndBNAL BnMBY3NL gMmn BoMiHngn gdss, snMAnmo Lsdn o6 mobn
36monn, 803Msd 398mbza3000 LodhY3o. 33goMNMs, MJ3960 SoMmenn 8gndmgds nymb ,y3030em0 bobscn 863069 Com3zn”,
MHMIML EoFsbbMZMIOs 63NMNY, 3gMyd godm3bmdy dbgmn. 8gandmnsm, EssmM3amngfmma Better Buys-nb 390bandn o
39936Mmm 3MmMgbmdL, M6 LEMIGI dgndengds byLHN dsMmmmab gohabgo.

©3b3dMIASGNLIOI3NL 393(MNYI6I0)
30MMEIdNL 3I6I5IMN

80339Mo0, N30, MM3 MMEabndsENNL Y3gems Bg3Mobsmngnb
0603369mmM30609, 3odmnygbmb gMdgmn, 8398mbz930m0 o
396Lb303909mN 3oMMEYON NNMMYHEN 306N S MMZsBNdOENYIN
3680MNBnLMZ0L, FogMad MMaMM PBS Fos3gmm gb MgomyMow?
39630 30MHMMNL 3MONM (07 3MS SLMONM) 8633MNTNLOMZNL
©0s30bbmgMmyds 899dmgdgmno. s80¢hM3, §8853MAL Yzgmo. sMsbBMMNs
380LOM30L 3sMmMEMNL bgemsbms gedmygbgods. bodgbngMm,
63330 380LY, 39330dmNy, 8n38MNMO 3oMmegonL 396939ML,
Mm3 gogndsMmpngmo boEmEbmyg (s IBMYB3gmM3YymMm 3sMmMmmgdnb
A39699m0 3Mogdhngnb aE3s). bLYBYdYM 83MMNZdENYOL,

MM :0396 9M3gMmdg B3comds dgbademgdgmns 3M33nyhaMno o6
9monmyMmn HmaRmbom dg9dmns, g396030L s dmgmn mgd3zgbo
mM3a6nds3N0LOMZ0NL BggdboL, 8xnbobML s BaMML 3sMmegdn.
JLagMmnbm 3sMmmmgdnb 8969359MnL godmygbads gyemnbbdmMoL, MmI
3600 3obbmzgo dbmmme gfMmon dgdho demngmn, gfMdgemn dsfMmenn,
MmM3gembLE 30M33an 3aMmann (NbAHMMOYMSE 30 ,8mnsgzsMn”
39Mmenn) 96MEYds s 88330MMYMS, NLLMZxdMIdm 3oMagn,
360300M0n 3sMmegdom yzgms 93960 s635MndnbognL. bLyBydYMm
30M39Mo00 33MMMD (s, NEJomYM d98mbzg3s80, MMBSIHMMNSO
3300960 3o30sL (2FA), MMBgmnE dobnboegods 8990093 LYJEN30)
398m0ny96900 mg3360 3oMmmmgdnb 896959M0L gobabLBMS O
0g396L yzgmo bbgo 3sfMmmmdg B300MBnb Bnbomgds. 3oMmegdab
9969359M900, gbademms, sbY39 3o3MEIMYOYM0 ngdbaL M3B9Bndg
3MHmMRNMdY MMZob0ds(30030 SEYEN 3oMMEYONL FodnofMgdab
8985MHn3900L Bnd6NO.

9ysMn boxyydzgmn: 3MMEBNEId0L s IMBYMANEMOYONL (330

M0 M3 g330M 00 MOMI3 dbemal
399mYy965069? oM 39330dmMny, YOMammeo
Addm369Mmmo nbN60 Joomedg o6
3Ma3ny@gMym 3bModn?

LOBBYbIMME, 5MLYOMOL B3N Fo3ME3IMYOYMN BnEaMBs
39MmMmgdnb BoMmnznbodn, MMIMYdNE 9Mas YLogmMmbm. Jomomewnb
BYMEZMIddY 30MmMEAdnL 8965bz08 89650358 (1Y o NBsbagzm Bom
LYORTN A 3gHNENL), Bgbodmms, Y399 xdMML NLbNBN BNdNIYM
JufomosL, 36MonLAMY3sMg M3 O YJOMIMME B33ME3L 8B
©0B036908L. 3MMEgOnL 3MB307¢HgMYm M 3INd)bH3n 8gbsbgs

9900 n3sMHn390L B300MANL IM3M3xdoL 3539MIOL - 86 306890, 3063
9mMn3oMa3L mgd396L 3M33nYHgML sfMs bmenme mJ39bn dMBYMdnmmMAnL
©oLIYRMYOM, 3MFg MJ396L Y39ms 3MMPNdY B3MINLLMZNL.
39Mg0 30MmMm9dnb 896939MnL godmygbgods nbY39 vE30MNY, MMZMM3
bLYBIOYEN EM3IYIBHNL, BogMd JRMM YLogMmmbme.

M@ ™M 9600 39600M 3oMMHdnb
99693960L?

33MmMmgdnb baMobbnsb 896959M9030 LoLHYIJONL YLaBMNbMYdnL
©3bOEO30W 3odMnYygHg0s Yh3zxYmm LNagMdnL 3sMmmgdo (o
0780m096 YLoGMNbmgdab Luy3gMgbm gubegdn). SoMmengdabL
90Mm30L 30Mgn 83mMn3s3ng00 (Mdwgbndg Mg3mB9bgdymns
4390m) sbY39 oMY NbY, MM oM goshbns Mmg3960
3MmMBnmgdnb ,gobLbBL” YBsMn. sbndbyemn 6n86s3L, MMA ndghHaL
8900b393080, 3300 gohabnb o6 N6xRMMBSENNL ows3gd0b Bndbnm
MMM 0dYeng0nLLL, oo vfM Jgndmnsc mJ3z960 dsMmmegdnlb
©0539M330 06 goEbowgdy. o139 3603365mmM38b0s, gobbmzwgm, Mm3
3MLYOMOL ZobLOBMIMYMI Tgho dSENO3NMOS NBNnLY, MM3 Bghmg9d
398m0EbmL mgdz960 MMIYeNndg bybhn 86 gobIgMMadoEN 3oMmen
36 303MaANBML 0L LogoMm BMBy(393900b vMBLLEI3NMYdYMN
900m900m, 3nMy IMbgLb 3oMan doMmmegdnb 969359MnL
JLagMnbmgdnb LobHBxd0L gohabs. 8603369mMmM3Z600, nymMmom
L393(HN3MN ., MO MJds Y6V, M3 S Yb gbomm 6xdnLBNyM
3MmaModynm 3dMY639mMYMBOL L 83MN3SENSL, BogMsd 3sMmgdnb
LabM 336939ML dooABNS Yzgmes BaMmmgoymn Lhndymn LEMM
98omanbomzNbL.
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https://haveibeenpwned.com/
https://haveibeenpwned.com/

9yoMmo bogydzgmn:

LogMnbmgdnl 3MMx0mgdab ©o LsgMmnbm
39@HIM0L EoBIMB3S 8mBymdnmmdgdnb 3M336035300 ©o
o ©3330 9mbBo398900L dgbobgs

JLoyMonbmyonb
0339 0bhgMbBy(H3n

}0dO3YMN
JLsyMnbmydnb (330

MmamM nd39300),
MmEs L8 VWIS

653300 Mg3960 dMOYDYMNL ZodmMYygbgdnbes (MmgmMnEss Chrome-n, BohznBgdn BofM3bbng) SoMmengdnL dgbubobac, godmnygbgm
L3gENdMYMN 3oMmMEgdnb NL3gHRYM (Begomnmac, Bitwarden-n, 6sh3z96900 doMz3603). 3oMMmmdnL EnL3gHAMIOL goohbno
3969300, 9330ML MJ3960 MME6NBIENNL YMRS YBRMHM YLsBRMMNbME s 3MIBMMHYMS.

oL n(hy300 3oMMEM9o0L 0MYB)M3n
9960b3099?

30MMgdnL Mg396L dMaydgMB3n 8gbobgs of oML N3N39, M3 W(EIYMN
3aMmmgdnb 8969359MnL godmygbads. gfMmn bohyznm, ©syd3309mns
39Mmmgdnb 8969359Msc Chrome-ab, Firefox-nb, Safari-b y 63d0LANgMN
Lbgo dMYdgMAL godmygbgds. 3nbgszs ndnby, MM gb, MY

g8 16009, 13909L0Y, 3000MY B3NN JoMmMEdY 36 3MB30yHaMym
3bMom3n RsbgMs, mg3960 3900MandgMnL dngfM 3oMmegdnb 8g6sbznb
3969300 YLOBMNbMYSINL NZsELOBMOLNM BnMYdImNY. dBNT6YN
6030mmM30690900 sLY39 goMNTY300 3MIBMMAHL, MMIJNE M6 Lg3L
3903 30MmMgonbL 376939ML. 3MIRMMEBNL E8BsZsMEN dT3MMIOL
3O0MABL, MMB bognbn MJ396L MMZoBDBS3NVT0 obogMmdmdL bybhn
33MmMmgdnb 89003960L s dodnoMyxdaL 3MagdnioL.

0039MNM10, 33bLbzs3900m L3gENdMmMYMA 3sMmmgdnb
0969359M900L1gsb, dMYBYMYONL L ZYMOMN 88 3sMmmenb 3gbsbznb” 86
400 30MMEOL EOdsbbMzMadNL” BYBI30900 oM PBMYB3gYMAPL BoMbng
9monmMYM 0530gd3EMALL, YTomdLL bbgs 0MOYdYMYOTN S JoMzn
3aMmenb g3nbgMaEnsb o 3MBBHMmMENL nBLAHMYIYBHIOL. bLyBydmN
696930900 63MIMI3g96L L3gENsmyMn 3oMmengdnb 8969359MNL
0608369mmmM306 8985003909 BBV, MMBgenn3 obY LabsMagdmmy
093960 mM3gsabnds300L PLoBMNbMYdNLaM3NL. 3oMmmadnb d9bg59Mn

20 3009M9LORMNbMYdAL LobymMBdM3s6mMM

2L939 8MNEe3L MMZEBNdE3NNLOMZNL L3Y30BNINM BYB6J30JOL
(MMagmmOEos 33MHMENL godnsMgds), MmImgdni3 1dMYB633MYMRL vy
9bmmme 060N3000Y0MYM JLORMNbMYBdIL, 0MVBYE dngmn mJ39bn
mM3obndoENNL YLOBMNbMYOLLE. 01 3oMMEMYOL MJ39bL dMsydYMAn
065b53000 (3930067 86 Y650mMNg), 67 NdIMYdM, Badsmmmn
abnbo.

MAmagemn 3oMmmgdnb 89653960 6o
399m30Y56mn?

3MLYOMAL dM3gMMN 3oMgn dsMmmgdnb 8b6g359M0, MMM
0349690533 30 60d9 B3mgd ceMmBn dgndengods. oy 9dgdm Labom
mBmonb-35MN0BHL MJ3960 MMZBNBS3NNLOMZNL, MMBYmdY B3OMBS3
69000b309M EMML Jgadegds bagnblb sMmogMmmn BmBYmMONMMONEY6,
La¥bBamME dbsMmEaggMnmn s MY3MIgbgdYmnys 1Password
(nBygds g dMBbsMYdgmdY 13930 2,99 833 MMMNELB) 86
3BoLM, MNs 3MeEnb dgmby Bitwarden. Bitwarden-ob dbgsegbn MBNoNB-
39M006¢)n, Jgbadenme, 8gLsBnB6s30 NYML MMZMME3 YLaGMNbmgdab,
0bg 3MIBMMAHEMONL 8bMng. Bitwarden, 3ogsmnmo, og3gbdoMgdsm,
89906500 dgmngMn YbngomyMmn 3oMmgdn s ngmbomo B3omado
33MMYddY sMagMomn mBYMOnmmMansb dfMaydgmnom oy


https://1password.com/
https://bitwarden.com/

8yafn baggydzgenn: JLogmMnbm

JLa@Mnbmydnb 3MMBnmydnb o , s
39MHMob sbgMmazs 3amBymonemmogdnL 3m836033300 o
©3335 9mbBo398900L dgbobgs

9mMonyMobL v3eMn3aEnno. Bitwarden-ob gobnsbo 39MLNY (10 538 comem.
69enB6s0030) sbY39 333(HYMONBIOL bgemobms godmygbgodym, byLbch o6
LBZ3MOYOME FoHabne 3oMMENYOdY, M3 NYMO Yzams oMgdmgodnL
LEgB0L 3PMLBN. 30M39mMaN 3sMmmMmNL (sLY39 3BMANMNY, MMagmMM3
9mogzoMn 3sMmenn) 899d60L 8930093 N6 AoMmomo mMBsgdhmMmnsbn
830096(Hh0303053, MM 3ogdLNISEYMS NYML VEYIN MNJ3960
3aMmmmgdnb 896959M0b LoEogn.

9omomn eM60L YLoRMNbMxdaL BoMIdMMZs sLY39
09603369mmm3060s 3oMMengdnb 3g6939Mnb godmygbgdnbob.
0939MN03, Y 0Yy96900 mg3360 3oMmmemagdnb 396959M0L dMaydgMabL
3oB3MNMYdSL 86 gnboMmo Bitwarden-nb (96 6300L3ngMn Lbgo
3oMmegdnb 3969359MnL) LobHY3odn AMBYMONEMONSB, oM
05393064090 LOLAHJINEO6 FodMLIM godmynbgdnb 898093,

0y bbBYOYM d33MIHL NBNOMYOM LbZOLAE 86 BngoRbno),

Mm3, gbodenmy, NEago dMBYMONEMONL BndN3YMn JyMomdnb
9m3ahgonmo Mobgnb Bnbsdy. bLYBYOYMN BMNEO3L MY3960
39Mmmgdnb 8969359M0L LoLHYBNLL godMLZMSL, MY HM3g0M
3M330(HaML 06 AMdNMYML YyMa®YonL goMgdy. oy SoMmMmyoL
909mbL 09396 MMEE6NBIENTN 3BN3MYOM, 3ooJdgm 3oMmMddY
6300M30 (VO 89(E39MgM M350 NbNbN) MMZBNBIEFNNESD bognbnb
6oL3mMNL Fgdnbz93080. FOIMNNB©, MJ396 oM Pb gbyMEgm,
MM ymaxznmds 0106088MMABgmas 3gnbaMmAnbmb B3comds mgd3zgbo
mM3abndsEnnL Facebook-nb 3oMmmmdy.

JLoBMNbMYdnL
0339 0bhgMbBy(H3n

x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

Mo beydo, 01 306995L 33306Yyc0> dnbN
30M39moc0n 3sMma?

093960 3003900 38MMNL a8abbmaMgds 8603369mmM30600.
33MmMgdnb doMmngnb 3oMan bobhdgon, MMEMMNESS BYBmmn
M93M3960907mN, sfM 18obbMzMYdL MJ396L 30M3gmac oMM
33 0L JENBMLAHNM B9xE3NNL LBTYSMYOSL godmg3m nby, MmamM3
390Lo01H0D9.9L YLOBRMNbMYONL Baon EPMBNL BYBJ3NVY, BogMod
3b939 0dYMYdYML gbENo, sndsbbmzMmm mgd3zgbn 3nMzgmascon
3aMmmeo 3aMmmgdnb 8969359M0L ay96900L 398c93. 88 Lo 3nmbdn
©3bOb3MgOMS, 3oMMEYdNL NL3HRIMOL 3aMmMenb 3nMzgmow
8990960LsL, d9andENVm), ssYabmMo ymgameomnymn 3gbbyBgdo
093960 3063900 3sMmHMmMObLIN3NL.

9609369¢0MmmM3060: 30MMMxdnb cenb3g@HARgMmob 3odmygb690o

043960 mM3360d3300bON30L

8930dmnsm, 3ooyndzmdgbmo dogmb mgd3zgbLb MMagsbndoEnsdn
©369Manmn 3sMmMmgdnL 3Mogdhngo s YdMYB39mmymo MmAd
39MLMBINL Y39ms o391 693ML goshbgb B3coMAs
3aMmmgonb 8969359MdY (0 0Y9690009L dsb) Bnbn dmgmb
mM3sbndOEN38N o6xM33N0. By33mB 39MLMBEAL

Y39ms (30399 693Mnb 8ngMm Lagymamab 397dbnLy,
0g0gdMgm ,3n60ynM" 86 ,,00069L” 3933530 N639LHNENODY.
0030mMNm3, Bitwarden-nb ,.39600b mMzo60ds(30mm0”
39308 9Mo 3MBbAsMgdgmdyg 3 $ ML ™3gdn. dab (56
1Password-n0b 3bgsgLbn 3oMmgonb 336939MnL dbEs3LN

Lbgo 3YbYMn 3g3dnL) boMzdg 3nAbIdM YBsMn, dsmomm
909mb MMEsbnddENs8N odnsMgdymn yzgms dsMmmenn.
mM3sbndIENYmMN 3sMmmgdnb nb3ghhgMmob BybJEngdn
306M1639mMymMARL 8Ms dbmenme 3gd YLoBMNbmMgdsL, sMsdg
3MIxummMALSE 39MLMBIMNLMZNL. dgandmnsm, YJLagmMonbmeo

9ysmn Loxwydzgmn: 3MMBNMId0L s IMBYMANEMOYONL (330

399b00Mmmo bb3zssbLbgs LEdMAbsMYdTIM 3633MNBL
3oMmmgonb 8969359Md 63comBnb 3oMsdghmgdn. bmenm
Bitwarden-b, 8535mM0my, 51939 oAb HagLAHNL O BonAL
30MB96¢HMdMMNLN odny3Mnb dmMbobgMbydgmn BybJiEn.,
Mm3gambs3, dnbn 3Y6oyMn 39adnb RoMamgddn Bitwarden
Send 96mg0s. ®74396L MMEIB6NB3NL MMN3g bLyBYOHMN
B969300 8demg3Lb 3ghn 3MBBHMMENL LodYIJOL NFLMO
053938007000, 01y 30L 8gydeny, BsbmbL s FosdndMML
MHMIxenndg 39MMMON S 3033DMOM YRMM 3YHOW O33N
3900061 93HMMNBIENNL AMBOE)3900L FobodnoMgdmac
396009M0 96 $33BYM0 9635MNTJO0LNZNL. 1Y oBoMd3N
33Mmmgdnb MMagabndoEnym 896959ML, L3gENOMYMI
33337 30639L 39MLMBIENNL ¥63MNTJONL BB O
39900M707ymn 3oMMYdnL gE3ms 3Y6NEL6 30639L
BsbL3mMNL 8g8mbzg3580.
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https://bitwarden.com/pricing/business/
https://bitwarden.com/pricing/business/

9yoMmo bogydzgmn:

JbsgMabmydab 3MMx0mgdab ©o JLogMmbe
DAL ©s6ME3 8mBymdnEmmodgdab amgf:sgggg:ggg globso
©333°
MY IMNL MMBITOMMNIGN
930MIABON3IBNY?

909bgs3s00 38MHMmdnL 3nmbIYMaLY, 3839Mxd0LN30L Azgymn
5800300 33MmMEgdnbm3nL 339MENL V3. PMY3560Jm LodysMmadn
093960 3635M03700L030L LaymMzgEMOM LOBRMMbyxONL 3MNEHOS
053300 300093 9o ML LodnMHMYOL.LEMMY oF gMNZ70s
0Mo35MmBOIHMMNsb0 o MMBOJHMMNsbn 33m9bHngsiEns -

3L939 36MONMNY, MMaMME MFA o6 2FA. 3MLYOMOL vMdgMmn
03939609M0 LObyEAdM369MMM s MaLYMLN, LasE sbbbamns
mMBsgHMM0sbn 93096033309, oo dmMnbss Martin Shelton-

0L bhoHhNo MMRIIHMMN60 530096()0 393300 V3EYIdNINZL”
o Center for Democracy &Technology-b 36mooMmo .oMAg36960L
3009MbonMmmnbmgds 101, 8mEgdnmn bydens 8608369mmzbo
99031996908 MMN39 9tbn3Byem MgLMLL, MMy P390 ngdboL

abbbNN, MohMBod 2FA-L bgMZ3s MJ336L MMZsBNdIENTN sbY
0603369mm3zs60. gMmon Lohyzno, JMnn bodhyznm, 2FA s3dsmEmoL
3680MN30L EEYMMOSL, dMnmbmM3L My B3oM3NL nbaMyds©
99mM3 06RMMB300L - MamsE gL, 3nwMg Bbmenme 3oMmenb.
99mMon 06xmMMBs309, A399MmYdMNZ, oMab Momasi nbyoon,
MHMaMMOEss 93tM033(300L 3MEN MJ396L HymgRmB3dn, g3ndagyMo
6038560 96 oLamgdn. bbbydMN FgmMMan NBERMMIdENS SLMYMOL
53300 dgmg 8MaL MMEL. 0y 3039M0 BMN3sMagL ;mJ396L
3oMmbL 86 n0MgdL B3omMAsL Fobdg bbgs 3oMmmydmsb gMmms
9mMb65(399900L 0MLOBIENMYOYMN BnMYdN), 9B9JbhYM 2FA-L Bgydmny,
3 ©oY335L Nb MJ396L 3MHMPNMBY (s ¥8I63, 30MdE s
LYBLOHNYM NBRMMIS(303dY). gowsdBYy3ghn 3603365mMmMdNLLYS NBNL
3dM1639mymo, MM MMZgebndsEnnb Yyzgmes 693Mmas gedmnygbmb 2FA
LOZYMBM 863MNTYODY.

22 3009M9LORMNbMYdAL LobymMBdM3s6mMM

2LegMobmgdnl ®0dOZYMO MMM 0939300,
5339 06(HMBIHT0 2LOBMNbMYONL 33 MHmMEs bagdy BYLLLS
MM3MM ©L339936MO)
MAHBITOMMNI6N
9301960N03560NJ?

3MbYxdMOL 2FA-b 00yg6900b Lodn gogzME3amMgdnMmn dgomeon:

00093930 goLOMYd930, 9301960 39300L 33eMN3O(30900 OO
900 §gMo00n SMS-3000900.

03333930 goboMyd9dn

00033930 goLOMYd930 B3MIMZ96L LOY3gMabm Bgbodmgdmmodsb
39M3399mBomaco ndnhmad, MM nbNBo MN;MJdnb LMY JJY39emNs
3030630LOM30L. 36NFBYMN ,,8oLOMY0500" BoMBMa)bL
333Mothen gobomgdgdL (BomMIMngnbgm 3nbn USB-dmBymdnmmods),
MMIgennE 390dmgds 808050 oLamgdgdnb sbbSL (96 nymMbL MY3z96L
3Ma30yHaMmadn) doMmbngn B30MBnbY s IEYMMONLOZNL. MMES EJOd
3MB3MaBHYMn 9633MNTNL obobLBYMOE oLIMYdNL godmy9bgdnL
MM, JOMIMME 3013LYdM Bob MJ396L dMBYMANEMASTN S
R0D03YM3© o3633000 AL, MME3s gb IMggmbm3zgdsm LnbHhgdsadn
99L3mMNLLL. MLYOMOL BMEYMd0L BoMmomm L3gghfn, MM3gmni3
8930dmNsm, nynEmMo MBnsnb (20-50 $), doon dmMAb, omamn
999030Lbgdnb dmby YubiKeys. ,,60y-0mfMg3 hondLob” Wirecutter-

80 oML LoboMggomm 36mdsMmn sMogMmon Mg3MdgbooEnnm
3obomgdnb BxMAG30L MBMOBY. gobbmgzgm, MMB gMmn s N3gN39
0393030 3obomgdn, gbadmms, godmygbgdymn ngbgb mg3zgbm3znL
LaLYM3gMO MIMEIBMBONL 3MHMBNMYONLMZNL. M3BEYDWSE D (3930
3obomgdgd0 dznMmo LNVAMZBYOss AMOZOTN MMZdBNBSEFNNLLMZNL,
3MmaModgon, MmammnEss Google-0b goxsMmomgdmn s330L
3MmaMods oy Microsoft-nb AccountGuard-n 006036y gobsmgdgob
3833LME 3osbLEYBL asLEHYMIdYMmN MNLINL J398 dymy

3$89890L. 308sMmgo oo, 3063 3odmMg(3em bobgmaddmzsabymm,

MM gosM3z0mm, 39dmnsc oy sfMs mJ3360 ©s3e380M70s 88
3MmMaModxdmsb 86 3mg3bgMmam dnbsdammdy cyberhandbook@ndi.org.



https://www.yubico.com/
https://www.nytimes.com/wirecutter/reviews/best-security-keys/
https://landing.google.com/advancedprotection/
https://landing.google.com/advancedprotection/
https://www.microsoftaccountguard.com/en-us/
mailto:cyberguide%40ndi.org?subject=კიბერუსაფრთხოების%20სახელმძღვანელო

9yoMmo bogydzgmn:

JLogMNnbmyonb 3MmMEB0mydab s gbaghobo
39@HIM0L EoBIMB3S 3mBymMOnmmdgdaL 3M336035300 ©o
o 9mbBo398900L dgbobgs

©3339
99096 nMMAnL 33500

9gmMy LOY3INLM 30MN36(¢HN 2FA-LMZNL 3MNL 33096(H033300L

930 3330900. 3060360 LBTYOEYOLL Bodang30 dnnmMm
LOLHB80 BxLamNL MMYdncn MMBsIHMMNbn 3Mwn

9mMonYMNL 83eMN353000 86 LoNbBMMBsENM ghHYymMonbgyds

073960 LASMBHRMBDY. 3M3MaMYN s bobom 3oMnobhgdn

9m0n3s3L Google Authenticator-b, Authy-b cos Duo Mobile-b.
830096(H030300L 3303530900 3LY3T PNEHOIYMNY, MOasb NbNbN
0780mMOL 8030603, MMES oM gogdzm B3mas Mmg396L BngyM Jugmdy

3 3B3LMS BodZYMN 30MxdNLLMZNL. MYI3., 83096MN3oE0NNL
33en03530900 YBMmM dMBY3macns Bndnbanb ndsMmo, 3nMy
0533030 3oLBMYO700, MZsb MBbIsMYdMYOL, Agbademme,

yomod 390Lanhxddg dmbYngo0m AssBgMNBMB 830056hn3oEnnL
330393000 33930 3M©ION. LoLHYTsBn Fgbzmnb 3MYdn AsByMgm
8bmanme mganhndYM 390339MPIOBY. o 6 ,E3LHYMION”
LOLAHYBB0 BxbamNL LonbBMMBSENM BghYmMonbgdgdL, oy oM

baMo sMB3YBdYmn, MMB dmombmzgo bobHgdsdn Jgbzme.
830096(H030300L 33mN3s(300L godmMYy9b70nLLL sbY39 8608369mMM3Z86NY,
99900 3gMbYm LaMdEIMNZM 3MEIdN (3obboeymns §390Mm) mg3960
H9aBMb0L s3sMa3nL 96 JyMmomonb dgdmbggzedn.

JLoyMonbmyonb
0339 0bhgMbBy(H3n

20d03YMo
JLsyMnbmydnb (330

MHmgmM 0J39300,
MmEs L8 VWIS

3M900 SMS-00

2FA-L y39emodg Y3390, 33gMad LEABYbMmME Yzgmady
393MEIMydY™Mn BMMTdd SMS-000 3MYdNL gogdegho. Mednbowol
SMS, 8gbodamy, ng69L bgmdn Aoggdynmn, bmenm HgmaRMbaL
BmdgMmo - ndohnMgdymn o6 gohgbomo mg3z960 dmdnmyMmo
m39MohmMmnb 89339mdnm, SMS 596 300093 d0ymgdgEny, MMamM3
2FA-L 3MmEYdnL BMmbmzbnb 8900MN.qL Y3309LNY, 30Mg Bbmenme
33Mmenb godmygbgdes, 39gMad Mg3mB96907mMNs 93096hn3s3n0L
33035309000 86 BB IYMN YLOBMNbMIdNL obomgdgdab
3o9myqbgds, Mm3o 30 gL Ggbodmgdgmny. dadgymads 3ghmMJaa,
99Ladmms, 300mL B3MBs SMS-000 3agdogbnen 2FA-L 3MgddY,
A399mM90Mn3, YOMoME 3M333600L HamaRmM6d9 oMy 330m
093960 SIM-05M100b 9(33em001. MmEs 3ds ngbgdom, snbymo

2FA-L 98mg09090s Mm7g3960 MMEIBNBENNL Y3gmo 8bgoMmnddy,
399mnygbgom 3gobonn (https://2fa.directory/), Hm3 LEMsBOE BogEEMN
063mM33308L s B00100xd90L L3gE3RNZYMN LYM3Z0LAdNL (MMEMMNESS
Gmail, Office 365, Facebook, Twitter cos bbgs) 89Lobgd o gosM3znmo,
MmBgmn 8omaabn 2FA-L MMBgm H3L gob3wno.

2FA 09 badmgomagm LOBMZgIMYdd

Amnesty International-ob dmm 56306M080b 565b3oco,
300030360L YRWY0900L PYBOY3 VeB(330MYddY F9Hg3nL
39630bmM309mMYd9m3s 3839Mx08s 3odmnygbgL 13ndnbzynMn
99(h93990 85000 HINBMLAHOL 8633MNTJONL 3oMMEYdNL *o*
mMBRoJHMMnsbn 8301960 39(300L 3MEIdL BmBYyygdom
3od03M700L 30dBnc Gmail-ob bobhgdsdo Fgbzmab yomon
339M©9d0L godmynbgdno. sbgmn 39ha3900 by yBRMM
gobdnfMs MMBsJHMMNobn v3m96¢h03s300LM30L ,339M©NL
sbogmgmo”. 8603369mmMz060s - 2FA-L ©oYyg6900L
890013935803 30 Y9Momgds 30033090, L 373Yo3M
3M©I00. IBMM P3909LNY, 1Y dMIMBbIMmM 83 MNLIL
R0d039M0 JLOBMNbMYdNL Fobomydgdno.

9ysMmn bLoxwydzgmn: 3MMBNMId0L s IMBYMANTMOYONL (330
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https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_US&gl=US
https://authy.com/
https://duo.com/product/multi-factor-authentication-mfa/duo-mobile-app
https://www.amnesty.org/en/latest/research/2020/03/targeted-surveillance-attacks-in-uzbekistan-an-old-threat-with-new-techniques/
https://www.vice.com/en/article/vbqax3/hackers-sim-swapping-steal-phone-numbers-instagram-bitcoin
https://2fa.directory/

9yoMmo bogydzgmn:

JLogmMnbm

3LogMnbmgdnb 3MMxnmyonb o 2360 281308
39@OIML ©6IM3 amﬁgm(;:(?;(:babnb E)f-ﬁ%i>jssgg§:l(j(;7;§ivS\s
03333930 gobomyd9dn
MgomyMm bLodyoMmman
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390960 MMOnL MMGsghmMyemo 893mBEIZdnLsNgnL
R0d039M0 YLOBMNbMgdab oLbamgdgonL
30MY639mymenc 85000-d9 3 bogymomo
056098MMAMLsN3gnL, Google (BdHo smamn
M0L3n, g LobyM3zgen Ldnd69) IBIHMo©
303MRbzMmo 6960L3ngM0 63MAdHYOdM0 N3nbaznMo
89(h93° MMEabnd(3NSdY. bLYBYOYMN Bogsennmn
330h39690L MMamMn gBggHyMn 8gndmagdo

0ymb 0333530 3oLaMYd9gdn domaemn MabINL
mM3ab60d330gd0LOMZNLYE 30.

JLoBMNbMYdnL x0d03Mo MHmgmM 0J39300,
0339 0bhgMbBy(H3n JLOBMNbMYdNL (330 MmEs L8 VWIS

MY b®JdY, 019 301633 LI333M3I3L
2FA-bL 3MBYMAINKMBIL?

009303 3oboMgdL dmgdysmno MmamM3 03960 bebenab o6 dnBab
30LBMYBL. gfMmn LnhYzn, oM 8 ZsMZMm Nb. MMaMME MJ3960 Lobmmnb
30LsMYxdNL 8780b393980 8T 3oMZn dBMNY, NJMBMo Mg396L
8630MN3dY MYznbHMnMIOYN LomssMNgm gobomagdn, MMIYMLLS3
99060b0301 Ad39HNE 3EYM dENMSL (BEIMNMNS, Lubenb o6
LaEI3MBOGHM YncnL LYNBAN) YOMIMME S3OME30L b JyMomMdnL
899mb3z930L3N30L. dSENHIMBIHNZNL babnm, Y6s 8gddbsc LomssMngm
3M0g00 3MMBNEgdnLsmM3NL, MMBMYONE3 NdEY30 98nL Lodysmgds.
bLYBYOYMN 3MEYdN YOS Bxnbabmm Bgho YLOBMMbM saNML,
MHmgmmE 0g3960 3sMHmMmdnb nb3gHhgmMn 86 Bnd M0 bgngn.
50603670 bomssMngm 3MEYdN, Ggbodmmy, Va)bgMnMIL MNmJdnb
y39ms banhnb 2FA-L 38MsdxHMYON (0939, LIS MV3WI3NMZIMNS©
3909hnyMgo 2FA) o, 39badenms, 39aLMYNML LeMBEIMNZM Fobsmgdnb
8969300 3930e90eMmMANL 8g8mb3z93580. 2FA-LMOD V303dNMYdNN
Y39madg 3o3M(39mMgdmn 898mb3zg300, MmEs bagmbo 33emnb o6 3ofMgagLb
HmaBMBL, MMIYMLLE 0Yg6900s 930190HN33(300L 83eMN33(30900LOMZNL.
Google Authenticator-nb d99mbgg303n bedBbsMM, oM gogndsMmmydo,
07 HYMIRMBL dM33sMazgb s ™36 o nbabognm baMmgdgmzm
3Mg0oL, MmMBmd0E 39baMnfgds Google Authenticator-csb v63oMn3nb
0535380M700LL. 886, 0y Google Authenticator-b nygbgdm, MmamM3
2FA-L 530353000, MJ3960 3635MNBZ00L 3MEYONL bafMgdgMaM sbenn
3RO 89063bgm 3P 33NML. 0 ny9bgdm Authy-b o6
Duo-b, mMng9 83eN3o(ENd3n oML A3Y69dN LaMYdYMIM SLENNL
999060L BY6JENS YLOBMNbMYdNL 33s3MN 38MdBYhHMgdnm, MMIMIdn3
8930dmnsm, 538mMJdgomon. oy snMAg3c bLBgdEN B3NN 30305000
MHM3genndgL, 393ndmNom, ooygbmo boMmgdMmzm semMmnEbznb BYbJEN
9mMBYymMONEMANL ohabnb, o30M330L 8B JufMmomdnb 8g8mbgzgznboznb.
0b. 93(HMML BnNMYdY00 oY, bmenm Duo-b - 8. YOMYB3gMYs300), HMI
0733960 MMgsbndoEnsdn yzgms nymb nbxmmdnmMmgdyemn smbndbyemn
653003900L MOMOBDY, MM3S 3NBYY090 2FA-L 83MJFgJOsL Loggmsm
36g0MnT00dY.

2FA-b ©3696330 30xmbL 01396L MMZo60Bd(30030

0y 093960 MM3sbndoEns 37§860L geEBMLEAHNL ©63MNTJOL
Y39ms 006038MmBgmb Google Workspace-nb (BoMbymdn
GSuite) o6 Microsoft 365-0b 89339Md00 o bogymoma
M3960L (Bogomnmo, @ndi.org) gedmygbgdom, dggndmmnsm,
©369Mamo 2FA o JLsBMMbMYONL d3o3M0 38MddxhfMgdn
Y39 9635Mn30L:M30L.oMmB03bYMN ggbdsMgdsm sy
dbmenme bbybgdYMN 3633MNTJONL 338N, MBI NL
3bY39 3o9(36MAL 2FA-L MJ396L 3gMLMBIEL NLY, MMA dnbo
398mynbg0s yxumm dmbgMmbgoymn nymb dsmmznb 3nMac
3630MN3x0mMsb 3ndsMmmydsdnE.Mmgmm Google Workspace-ob
3003060LHMHMML, Bggndmosm, Bgsbmycmo gb domomgdgda

3009M9LORMNbMYdAL LobymMBdM3s6mMM

0J396L MAY6dY 2FA-L 3odmbOYgbgdms.MmamMi3 EmMAx6aL
5003060, 3bgs3LY© 8ggndmnom, Microsoft 365-30(3 o9 3900MM
98 6500359060L 3o3aN0.

3bg39 0BNIMgn MJ3960 MMZsbNB3NNL VBZ3MNTYONL
39703090700 330D ., 3MM3Maddn" (Google) o6
AccountGuard-8a (Microsoft) Aommngodg, MmA obgMmamon
3LOBMNbMYONL BoMNZL Fdhgdnmn 899560D3700 O
9mnombmzmon 30d03YM0 YLagMMbmgdaL gobomgdgon
mMRB3JHMMN360 5301960 30300LMZNL.


https://support.google.com/a/answer/9176657?hl=en
https://docs.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication?view=o365-worldwide
https://support.authy.com/hc/en-us/articles/115001750008-Backups-and-Sync-in-Authy
https://guide.duo.com/duo-restore
https://krebsonsecurity.com/2018/07/google-security-keys-neutralized-employee-phishing/

9yoMmo bogydzgmn:
3MMBnmydnb o
9mbBymonmmogonb
©o339

3MmMma0mM9xdnb IEYMMMINL YBMY639mMymao

o dmoobm3zgo denngmo 3oMmMegdn Yzgmo mMagobndognymn 3Mmanmabom3znb; Bosbomoabym
39MLMBIMON O IMbamNLYgdn goo3900Mb Ngn3g 30Ma 3MMRNEMYONV6 JndoM)dsdn.
0  369Mg9g0 LobM JaMmmeydab aL3gHhRgMo MMZ60D33N380 (0O AMYBEMegm dnbo
399my965060L 396 39MLMBIEML 3nMo (3bM3zMxd330(3).
*« dmoobmgzggo demngMmo 30M350mMa0 3aMmenan s 2FA-0 3oMmegdnb nb3gdhhgia yzgmo
3Mmomabsm3znb.
*  890bLBg yzgmob godmz00696 3oMmydab nb3gdHHgMaL LabLHGINESH godnoMxdym
dmBbymoOnenmModedg 06 MmEs Goomns dmBymdnemmonb JyMmomonb o6 3mBazabIsEnab Mabgo.
99339M90 3odnoMYdYMAa 3oMmMMYdn MMZgabndI(3NNI6 39MLMBamMAL BaL3MALLL.

390900M90 JoMmndn dbmeme yLoBMMNbme, Bogomnmoc, Mg3360 mMazabndo3znabL
3oMm9dab nb3gdHRgMmabL LOTNIMYO00 6 30MBY6HN3AMMNLN EINR3MaL Bmby o3500m.
o Jdmnombm3zgo 2FA-0 Y33mo mM3za60d30YMm 3MMABNMDY o Boobomabyo 3gmbmbBoma
8°80M0ML 2Fa-0 yY3gmo 30Mo 3MmBnmdys.
019 99LOdMYxdIMNY, 3339(3000 FNYML 39MLMBOML R0dNIYMo YLoBMNbMmydaL
3obomgdgdN.
e 019 0533030 gobomgdg00 M1V goMN33eNnbBNBYdYMN MY396L dnYF9®H30n, Bosbognbym
99096 MMONL 33900L godmynbgds SMS-0b 06 Hhgengmbao 2FA-0L 8o(3g90L BaE3zmBC.
0 3odaMmogo Mygymomymn hMgbnbgn, Momo PBdMY639mymo 39MLMBIMNL N6BMMIANMYdS
30MmMd0b o 2FA-0bL snoMydmn 3Moghnznb Jgbobagd, oo MMNL, Y Mo sdemngMmgdbL
3oMmb s MoBMIvs 3603369mmM3060 3oMmMmdnbL bymabmo sMmobMmmbL godmygb6gd.,
2FA-0b 3bmenme cgzndndxMmo dmnbm3zb6900b dnMmgds o 2FA-ab bomoaMmagm 3mgdab
3969M0nMy0..

9ysMn boxyydzgmn: 3MMEBNEId0L s IMBYMANEMOYONL (330 25



9yoMmo bogydzgmn:

JLogMobmgonl 3Mmgnmyonb s mgbgfﬁlm:? .
39AHIMOL BIM33s 3mBymdnmmdgdnb 3MUIYJOOZ2B0S O
©333% 9mbs(399900L 8963bz0

YLsgMnbmgdnb
33335 06(H9MbgHhdn

}0dO3YMN
JLsyMnbmydnb (330

MmamM nd39300),
MmEs L8 VWIS

Imbymdngmmdgdab o330

39M0 3MMxnmMgxdnby, sby39 8603369mM33600
Y39mo ambymodnmmos - 3m33nyhagMmagodn,
Hamgxmb900, USB-900, gofMmy dysMmon conb3ndn oo
Lb3o - NYML 3oMZao I3YMO.

3mBn36YmN oE3s NBYdS YyMowmgdnm ndnb 3ndomo, oy Ms Hndnb
9mBymdNmMMOgoL YnPmmMob s nygb30L md3z960 MMmEEbndsENy

s 39MbMBsmN. 1g39bL dngM sMAgYm BydnLBNgM dMIBMEydgML
86 860MIMY09mL PBY ooABL AMBYMONEMOANL (Bogsmnmyc,
Hamaumb300L s 3M330YHaMa0nL) dndsMm gemmodsmyMo
LAHIBPMHIONL SE30L POILHMIOYMN MY3HDHSENY. MJ396L
9n9M dgLynyn 6300LANgMO IMBYMANEMOS EVIDSYOYN

3608 0ymbL LBBEM 3MB33600L BngM, MMIgLLE oM 3g3L bhndnmo
39000b33L dMBS(339900 O NBRMMI3NS 3MBHgBENYM BghmMgaL.

BLbmBmNmMBn Yzgmodg IBMm 0sbsdgwmmzgg dmangmon
LOBNIBM 3MMEM3Bs 8xnJBs O ozMEIMES badmgamagm
LOBMBOEMYOMNZN MMZIBNDS(30900L O 3dNIBNL
IBMI0900L 883390 D6 s3MLLMYdVE. Nbomgmndn,
9039m0ms, Amnesty International-ob 36mdnm, 2020 6ymb
300080360L YRBMY0900L, by dznMy, 3bMs ELI339MNL
9manmyMn d35M3H)g0n s 3M33nhgmmgdn dgngdbo
LaMZIMMZSM 3MMZMIBNL (LOBNIBM 3MHMgMITYMN
30M639mymARnb Hn3n) BbbgzgM3enn. Langsmmzammm
3MmgMods 169Maxdms vMsgMmmn Bndnbg gen-dghymonbyonb
LOBYIMYONm, MMBMYdNE FJNEO3S OTYMYdL Firefox

26 3009M9LORMNbMYdAL LobymMBdM3s6mMM

9603369mmM39608 00nB036ML, MHMB ANBgNL Fozmmds dmncmbm3zb
AnBYMO 3MB3560900LB3sb FnsbmmB dMBs(399900 396HMayM
bgmabyBmyosL. 889gbac, dnybysgza Huawei-nb 86 ZTE-0b
LASMHBMBYONL Bo3M3IMdNL s LNNVBNLY, dMgMNEIc dso.
90bgs3s0 n3nLY, MHMI N3RN 833MOtYMNL RLN Fgbadmms
900%d039@0 nymb MMZsbadoEnnbomzgnb, IdmsMahnnb,

30030360L YRBMY0500L MY 3633MNTZMEYOYMYdnL BbsMmesddgmn
mM3o6nd3(30900L YJLoGMNbMydnL 3mAHgbi3nYMIAs MNLIYOTS

960005 3ndndagmm bbgs oMAY3360LO 3B, MBEYboYE bbybgdymn
6300m3s 3MbB(3939007g sgbdsms AnbgmnL BMazMMOLL s bbgs
0003MMOxdL 3nd36TN 3BMgMMm 3MB3MIDHYIN 33dN369d0 O
LODMBOEMYdgdN. MJ39680 Bghmgggdds gbadmmms bgmmymb mgzg6n
9mMBYmMdNMMO7g00L - o Y33moxnMab, MboE 98 MBYMONMMOJ0nESb
93909000 - yLayMmbMYds MJ336L v3sMohxddg BdNZYMn B3MBNL 86
L,00bHLbENYMN" B3oMAnL 3nmgdab bodysmgdno.

9m6ymonmmAnbL JLIRMNbMYdS S LITMFomMagm LoBdMZoEMyds

Send-n0 (0MY89 3o99J3909M0 B3NEIONL odNsMYONL
3MmgMmads) 3adnaMmgdym nbxyni3nMgdym gonmgddy. nd
9bbggM3mNb BMBYMONEIMB]0N, MMBMYdT3 gobbbgb
QO0MYON, 330MYLLS 3MMEMTYmn YBMYb3IIMYyMBn;,
MMIgnE 069MES 990ML, 3MMNE3bL3Y 3taznshnMody
9780md0L o 89HYMON67090L s BoJHNYMS 033930
0001 030008Lb3YMYgdL FngM NZoMNZonb MONgIHJdSCO.
89(h93900, MMAMgdn3 bdnMa nLbazLb 3ndBs Ladmgsmagm
LIBMZIEMYONL F3YRBIOL O oo NBNZNEYSYM 693MYOL,
LBBYbIMME BMIMOZIBL 8x3H]3900L AZgY Bgompb
8000mb ,,00bHS6EYMN" B3oMBs IMBYMONMMASDY.


https://www.amnesty.org/en/latest/research/2020/06/india-human-rights-defenders-targeted-by-a-coordinated-spyware-operation/

9yoMmo bogydzgmn:

JLogMonbmgdnb 3Mmz0mydnb s JLogMonbm
39OIMOL ©s6YM3 3mBYmdnmMMdYdNL 3M376035300 O
39@0Y 3 o030 8mbs398900L Jgbobgs

aMBYMNTMBIDI VNBN3IMN
63°MaY ©I330M33NL I6
JIMPMdNL JIPIZIP

10d03YM bgemymaznb 3Mx396300L8NZ0L, 3603369MMmM3360s
R0DNZYMI© IEYM 30gNOL gnbsbmm mg3960 BmMBYMONEIMAgdN.
9Mon bohyznm, 6y doydsmdnggdom dghmgab ;mgdzgbn dmBymdnemMdNL
J9MoM0OsL 96 pMmgdnm 3nmgdsbag 3n. 39nbsbgom dMBymdnmmmdgdn
A 390 5anmsL, 0y HM390m dom bobedn o6 LodLsbyMAn. o6

0y 013, MM3 YBMM YLaBMmnbms, ngmbngm nbNbn Mvb. Mo Mgy
3609, 30608610 603603L, MHME FMBYMAONMONL YLogMmbmydab
6600 dMn3s3L 093960 LFPTom dEENMAL (MmgmME LudLsbyMmadn,
0bg babedn) YLoBMbmygdsL. MJ396 Yb ssYgbmm Londgom
L339(h900, YLaGRMNbMYONL 3839Mgdn 86 bbzs dMBahMmMBZNL
LOLAHJTYON - gobBLLIYNMYON, MY MJ3960 MMZsBNBSENS Boma MALIL
896030000. 890bLYbyc 39MLMBLEML NLYZ9 FnYagL BMBYMONEIMOYOL,
MmammE 3070830M© NN MEIBEMONT BYmUL - 36 E3HM3ML NLNbN
2995900 g0ME 36 ©oYE3IwN.

Mo b0, 01 IM6YMAINMMAJL
9m030Mo396?

0y 30639 IMobyMbyolb AMBYMOnNMONL IM3oM3oL - 96 0y nb BnneydL
6300m30L MMNL 33nMY 39MOMENME 30 - DNOBAL FgbodEnMgdmyco,
30MYb39mys3000 MMA bogomgdYmm nymb denagmo 3sMmmemoab

96 3me0b 3odmygbgos yzgmob 3ma3nydHaMmdyg o6 hamgxnm6dy.
3M3309(haMnb 0y Ma3BHM3nL oMy SsMmMed3 3MEIM©LIOS

03039 M93M376000(30900, MMIMYdnE IME3g9mns BnbsdydsMy
LabgBdM3369MML 3oMMExdnL LY (30980. MOE 8g9bgds Mmg3960
Ho@axmbab demM3nmMgdsb, 3godmnygbgom 3mn, MmMBgmnE 8mnEsgL,
LY 330MY, 993LNELD M3 (30BMLBWY o BMgMNEI g3MsbnL
396bOMM 3300 ,,33LBNNN 3MIBNB307dNL” godMY9xbg0sL. TaHgdnmN
M93M396005(30900 93M1b0L denm3nMgdnb dgbobgod nb. Tactical Tech-

nb Data Detox Kit. 3mBymongmmdnb 3oMman 3oMmemgdnb godmygbgdo
39309000 PMYaoL 3ghmMJab LEMOBI BMN3M3ML B3MT
063MMB330809 19396L dMBYMANEMO33n JyMmMANL 86 3MBRBNLZSENNL
8980b393030. MY 3Mnb oy)bgdnb 8g8mbzgg3odn, b 3domMabny
LabNM 86 MNMNNL 36509NN FoBOMM33NL dFHNIdE3NY, YB3,
©oMB3YBENm, MM godmMmmgm nb (MY 3MEnb godmmngnb
89Mg39) Msndg MabnL dMBE39NL (Bogomnmo, badMmbabhm
39300 96 LIBMZMNL Fo339MN) 8BY038Y, Y 1396 s MJ3960
39MLMbsN0 9BM:MYOYNN baMmo dmMBYmMdnEMOnb MMasbmgdaL
909/ 3MBBNLZS300L godm. My MMBIBNBIENNL BNYM FoEITHE
MHMBmndg IMBYMInEMOsL goshbns ,,03m39 Agdn BmBymdngmMonb”
}96JEno, MMamMaEss iPhone-nb Find My iPhone s Android-nb

Find My Device, gobnbogmgo 39MbmMBsgmnLLgsb 8nbn sghngsinnb
9mmbmgbo. Bosbamnbgm 39MLbMBN godmnygbmb B¥ybJEngon
306300 dMBYMANMOgdd9E3. 98 BY6J(30900L AsMngnb 8gdmbggzadn
338MahnL gL 3YNMYL (96 BnbMdNE 3nML) Bgndamns, VdEENBML
9mMBYMONMMANL M IdENY 6 ENLEHBB(30YMOE BoBomMbL dnbn BngmogLbn
J9MMONL, o30M330L 86 3MBBNLIVENNL B)dmbzg3zsd0. iPhone-

900L 398mbgzg3080n, sbY39 dggndeNdm IMObNBMm dMBYMONMANL
3MBxNaYMs300 nbY, MMAB 83hMAdHYMS Bodommb yzgemsRgmn
LOLHYTB0 BgL3MNL MOBYH6NDY BoMYBohgdgeNn d3YMMANL 8939a.
9mMBYMONMMANL BoMm3nb vMbndbymn BY6J3NYON Fowsdby3ad
0603369mmmosL ndgbL, 0y LbLNGHNYMN NbBMMBs300L 8933390
9mMBYMONMMAS an3afMgs 96 3mbgs yEbm bymadn.

9ysMn boxyydzgmn: 3MMEBNEId0L s IMBYMANEMOYONL (330

JLoyMonbmyonb
0339 0bhgMbBy(H3n

20d03YMo
JLsyMnbmydnb (330

MHmgmM 0J39300,
MmEs L8 VWIS

ML n@y300 IMbYMAIneMMoONbL
0390033M0%9?

9608369mm30600 Yyzgms 8mbymdnmmdsdn, gobLboiymmaonm
3M3309haMg030 s LASMAHRMBYd3n, godmznygbmo dmbsEgdms
©o80x3Ms, b3MYTdMNB3N NLY, MM NL gngdbob sMoznMbzowN S
9LOMZa0MM. oy Bgbadmadgmns, 193960 MMEEBNBSE3NNL Yzgms
9mMBYmMOnMAL P60 smdyMzmon nboMmnoc, MMIgeboE ablob
LAY ETNRZMO JBMYdS. NLINL LMY TG ZM
39obb3MOL, MMB 3mBYymMdnMMANL By ENLZN sTNBMYMNY

0bg, MM3, 0y J9MEMONL LLgbow ngE93s, 9 3g9dmyxdam, S3MNMMH
9mMmBYmMOneMANnL dngmogLin 3oMMENL 06 EILTNBMS godmynbydymn
39LoMYxd0L 3MEBNL goMyd]. NLZNL LMY BNRBIML sMagmMmmn
00658900MM3g LASMHRMBN s 3MB3nYHaMn g3mv30dMOL. Apple-ob
dmBymangmdyon, MmgmmMnEss iPhone-960 s iPad-960, bo3dome
9mbobgMbgdmo MMs3Lb nbINL LMY EI3NRIMIL, MMEs 8Y1bxOM
9mBYymMonmmonb AzgnmgdMng 3mob. Apple-ob 3m33nyMHaMado,
MMImYd0E3 3odmMnygbgdL macOS-b, gvgzsdMOL BY6JENSL,

MmM3gmbo FileVault gbmegds, Mm3gennE dgandmnsom hsmomon
©0b3nLb bMYMS E30R3ZMNLIMZNL. Windows-0b 3mB3nyhgMagon,
MHMIMId0E3 98985390L 3MM-, LobBMIM 86 LogebIsbsgdmm
™M0(396dn1L, 330030dMOL BY6J3NL BitLocker, MMB3gennE 8gandmnom,
RsafMonmo nbgnb LMYMIE 3nRB3MNLOMZNL. Bggndmnsm, AsMomo
BitLocker Microsoft-nb 98 80m0mgd9d0b 3gbMymgdnm, MMIgennE
dgLodenms F9M sLYBMJF7gdgMN nymML MJ3960 MMZBNBIENNL
33060bBHM3HMMAL FngM. 0y 39MLMBSML 893L Bbmenme bobenb
0396000 boggmsmn Windows-0b 3m33nyhHgMmaonbsmzgnb, BitLocker

5 oML bgmBnbebzEmMan. MY (3s, oo 99dmnsc AhsMmb ENLINL
LMYOE Es30R3Ms Windows OS-0b 3oMadghM9ddon ‘Update & Security’ >
‘Device encryption’-0ob.

Android-ob 830MahgdL, 9.0 s YBMM 330360 39MLNYONELH, oAby
3oNI0nL LuyYd3zgmdy sdnG3Mo, AsMmymn y3nMHmome. Android-
0b BoNEYONL LuRYJ3gmdY VTNR3MNL FPdomods obbbgogzwYds
©0b3nLb LMY 30R3MNLIZSD, MYBEY, B3nbE YOMYB63xMYMRL
9omomn MB0L JuRMNbmgdsb. oy nygbgdm Android-nb 8gwoMmgdnm
0bo HIWIBMBL Vs Y6707 B30 IMWN, FOSJHNYMIOYO
960 0ymbL Bonmydnb LoRYd3zgMdY STNRIMIE. MYIEY, JoMan ddMNY
8900mBIM 03960 35M1dxHfMYon YOMaenme MM oMBIYBm,
396LV3YNMYdNM, My MJ3360 HmMgBMba MBY60dy ByemnBady
99(hnLYY. B9LOBMBAYOMOE ZodENM MJ3960 Android-ob s3oMahnb
to Settings > Security-80. JLogMMbMyonL 30M1dgHMYd3n Bobszm
939L9d30sL ,encryption” o6 ,encryption and credentials”, Hm3genng
30A396900), sMnb ™gd3960 HamMaRmMbN BNRMYMN Y 3Ms S 0y oM
ML, 3930denom, RsMMm adny3Ms.

3M8307haMgonb (MmgmmEz Windows-0b, nbg Mac-0b) 898mbgg3090,
3MB3Mghmaco 8603369emm3s60s, JLoBMMNbM 300gnmsL 8gnbabmm
©03033MNL 6300L3NYMN obomgdn (sbY39 3EMONENY, MMFMM3
303960L gobamgdn). bLgbgdYMN ,0MEE960L Fobomadgdn”, Y89hHaL
8900b393980, 63MIMOE)bL FMdgm sMMEMIdL o6 3MEYM RMIDYOL.
017 ©©035306Yys0 mg3960 dmBYMdnMMANL sfMmmenn o6 dmbeos
Mondg myemmebgmn (Bogsmnmas, 8mBymdnenmadnb 86ymomnsb
399mMLZMY), 31EZa960L FoLIMY0900 BMIMIEIBL gMNdEyMM

3%0b sdngMmymn 3mbo3)3900L 3LZIbaE Y, LagnMmgdnb
8900b393090, o0 sbagn IMBYMONEMO330 gooLBYMS. 3996s0,
©0b3nLb LMY 30R3MNL odMMNZNLSL 8YENMYOME Fgnbabym
bLYHxOYMN gobomyxdgdn MY dsMmM9dn JLoGMMbm dEENMSL,
MHmgmMnEss YLogmmbm abHsbENYMO s63oMndn o6 Mg3zg6n
mMaobndsEnnb 3oMmmgdnb 8969396M0.
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https://datadetoxkit.org/en/security/screenlock/
https://support.microsoft.com/en-us/windows/device-encryption-in-windows-10-ad5dcf4b-dbe0-2331-228f-7925c2a3012d

9yoMmo bogydzgmn:

JbsgMabmydab 3MMx0mgdab ©o JLogMmbe
39DHIM0L ©36IM33s 3cBymdnmmdgdab amgf:sgggg:ggg globso
©333°
aMEYMOINT MBI

©NLOJBBNIMN 63PMABY - SLI3I
B6MdNENY, MM3MMEB 39306380

3oMs 3MBYMOnmMmMdnL Bnd03nMa YLagMmmbme dgbsbznbLy,
09603369emmM306009, 033033900 NLNBN LOBNBM 3MMZMOTNLLZLD. Tactical
Tech-ab Security-in-a-Box-8n 8m3939@m0s LobsMgadmm sBYMS
080LY, 0 M 3MAL LOBNOBM 3MMZMAds s MathmBss 8608369mmM3560
90LM3NL M130L dMNEJYOS, MOE BoMANZoE sLobymNs dMEYTYmn
09JE00L EOBMMNAYL BsBNETN.

LOBNO6M 3MMgMadnL NbGHgM3IMgHognd
000 013300036 3(30eM900

3MLYOMOL LdNIBM 3MMZMaTNL (MMTgennE, 3oBLLBdMZMYdNL
035mLBBMNLN, B3MBIMIEZIBL LOdNVBM 3MMEMATY PBMYBIgTYMRLL)
3mab0®N3oEnnL sMagMmmn gds. $ns-30MYLgdn 30MyLAdN, F9873yMn
3MmaMadgon, 0900, HMmnsbgodn, MyhH3nhaon, godmadsenggmn
3MmaMadg00 s 3MN3HM3939Md0 BaMIMoggbL 8o3by 3MmMaModym
30MY639mYymRsL. dMgngMon LadNbM 3MMaMdm YdBMYB3xMYymMRs
3MEIM©gds 06hgMByh3n ge-gmbHNL, hadbhymo Bghymonbydgonl,
LBNVOBM 390339MEJONL s Lbgs LyFYsmMxdgdnm. dDmangMomn
3ME39mME9ds MBYMONEMOdnm, MmgmmnEss USB-nb dgbbngMadnb
An3g00, MMAMdnE3 3odmMnygbgds 8mMbs3gdms godnsMmyonl s JyMmwomanb
09036001, 3 MMEs dBMgngMomn LadNsbm 3MmaMadyemn PYOMYBIJMYMR
LagnmMmgdL dndbModn LyBNdBAL ngM d9(3MBNL Esd3700b, bb3zxdL
999dmnom Ao dmabnbmb dmBygmawn bobHhgdgdnb nbxzniEnMgds
0Jd396 8ngf Mondy sMsbBMMN J8gonb goMgdgs.

39M0 dMZan LdNBM 3MMEMTMmN PYdMYBIJMYMEBNLY, MMIJNE
3ME39mME9ds Y39masb o dndsmmyemns bodmgsmogm Ladmasmgdody,
9006maMngn LLdNVBM 3MMEMaTYMN PYDdMYB3gMYMes, AzgymgdMng,
399mny96900 3Mb3MgMHun 3nMm36900L, MMEaBndI3NNL 86 Jugmnb
99839MbgonL 16 FoLdY NZsMMNZIMNLINZNL. 3®BNB6YN FgmMEn oL
09969096 A399em90Mn30 3MNBnbsmadn, 0nd(3s, oLY39 0393096
LadbgMM o Lsd3zgM3zM LLdLLbYMYdNE, HIMMMALHYON, MBaNsNb
89069bgomyon, BgyEggon 8985306MHM3g09en J39300 ©s Loggam
3mmohngymn dmmzsbggdn.

09939, M3 oM PBs nymbL Bomn bsbgann, o gogMEmYdnb 3dgdn,
LBNVBM 3MMZMITY PYOMYB3YMYMRVL gndmns, doobogyMmb
3M3307hgM9on, 3mMn3oMmML s gosbagyMmML 8mbs393900, doo3MAHMML
mMgabndoEngdn, bgmymb 3mbxnabnsmyMmmads s bagMmmby
999J060b 3mMAbIsMYdmMdL. gfmn Lohyzno, Ludnsbm 3MmgMsdnmn
9¥M639mYMa3s FoMNME babnGsmmos. Y33, SMLYIMOL MEDwYHn3g
9sMHn30 Bodngn, MMAMYONE 3gndenns, 3osgsb mg396L MMEEBNBd308L
bLYBYOYMN Loym3zxMMIM LEBMMbALZSD M3Z30L ILVESZS.

033303930 06¢)n-bIBNI6M
3MmgMmodyman nB9MmY639mMyma3s?

3b6(hn-LOBNVBM 3MMEMITYMN YBMYBIJYMBY, LodbYbsMmME, dMss
LAY ZoIBY39HS. MY EY, BYHO® 39MZN 3BMNS M¥30S6
399mnYygbmo DMangMon LEBGBALM YRILM NBLAHMYIGBAHN. LodNIBM
3MmamMadymn ¥dMYB639mymed N8g6s00 LEMOBVW NE3MYOS S
08096500 b3nMa ndgbL sbsgm MALZYOL MgsemyM LodysMmadn, MMI
MmM3gmndy obg NBLAHMYTBHDY aYMEPDBMOS 39M ngB9ds OE30L
0g3960 gfMmogMmon bodyomgds.
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JLoyMonbmyonb
0339 0bhgMbBy(H3n

20d03YMo
JLsyMnbmydnb (330

MHmgmM 0J39300,
MmEs L8 VWIS

0y 04969000 Windows-b, 360s gs36mdmno Windows-0b As89690em
Defender-b. Mac-900 o Linux-0b 3m3309haMaon s sME Android-ob
00 i0S-0L IMBYMONEIMBJON oM BYBbJ30MBNMYOL As8gbgdmN 8bhn-
LBNIBM 3MMgMadymn PBOMYB3xMYMPNM. 38 IMBYMONMO50DY
(oo Windows-0b 3m8301hgMgdd93) 3930dmnsm, ooYygbmo babeom
05 IRsLM bgmbLBym, MmgmMnEoo Bitdefender 6 Malwarebytes.
01339, 67 9YMELEMONM o0, MMzMME3 E3E30L gMMEIMMN
bLOBYOMYABL, MOEED NLNBN MO MJds PYBs 3oynd33096 dDmgngMm
00gLNBoYMO BNDEMOMNZ O LobnBIcIM vbow 89H9390L.

39Ms 930LY, 8o YPMIMION NYs300), MMA3 RSIMBH3nMM™
9bmmmE snoMxdYmn 36hn-LodNIBM 3MMEMITYMN YBMYB3gMYMAG3S
36 86(hn-3nMyLydN MyanHNdYMn BYoMmgodnwasb (MmMmgmMaEss dgdmm
9m(398yem0n 390339M©00L d3Ygdn). LudBYboMM, SMLYOMOL
3b6(H0-LOBNOBM 3MMEMITYMN PYDMYO63IMYMBOL dMIgMNN Yoedn oY

3o(habnmn 39MLN, MMIMId0E 39M3dY 9 YL ©397096.

0y ®J3960L MMaebndoENodn Bitdefender-b o6 LOBNBBM
3MmgMadgonb LoBnbssMyam bbgs bambsbymbL ny9gbgdm, MMo
0003360 9MNEMMYMOE 3M P60 AoMnmo. sMogMmmn domngobn
30ng398L dgmmMyg 36(N-LOdNVBM 3MMaMedymn YBMYB3xMYMRNL
939390 LLgE3ME s SAYMIOL Db BYJomodL M3 16393L

mM039L goydoMmsmosL. Bitdefender o6 badnsbm 3MMgModgdnL
LOBNBVMBY3M Lb3zs LobM bymbobymMgdn YRSLME dgndmgds
39b3bemaL, bmenm Rod3690mn Windows Defender gobsbgmgdgolb
09396L 3MB3nYHaMMO6 gMcs nmMaoL. 3dMb3gmysznm,

MmO 0939685 96()0-LOBNIBM 3MMEMaTYmMds PBMY63xMYM33
M939M3MYMI 033300 gobssbemmb mogzn (3mMBgMmEnymn
3MmaMadnmn ydMnb3amymanb dmgngMmmn LI 39MLNY,
MmM3gmnE 8n096mMgds 3MA3nyhaMmab gfMmms, godhnznMmwgds
L3I 33000L Zobzmnb 89893, MOE IBRMM LoabnBomms, 3nMy
LsLBMBgOM). sbagmn LEdNVBM 3MMEMITYMN PBMYB63IMYMBS
069000 @ 3MEIMEIOS YM3IMEENYME, s8n(HM3, nJ3zgbn
3MA309haMn LEMogs 37096908 JRMM dMBY3MmN, MY NZsb
5 80000936900 sbog LdNsBM 3MMgMTM YBMYB3gMYMBsL

9 96()0-LOBNVBM 3MMEMITYMN YBMYH3JMYMBNL FgMENIsL.
0y 89LodmMydgMN, MJ3960 3MmMaMadyemn YBMYB3MmYMARNL
3MB®BNgyMoEns nby Pbs dMsbnbmm, MMAB gobobmmgdgdnL
0BLHIBENS NYML B3HMI3HYMN. MY NJ39BL 9B6HN-LDNBM
3MmaMadym 3dM639mYyme3ob goshbns BY6JE0s ,0Ywsd AsMomyman”,
36000 068mM7JdxomMmo nb s SBIMIMMO MNJ396L 3MB30YhHIMBN OEIYMN
R0 g0nb 3gMomeymn b3obnMydes.

0gmbogo ambymodngmmmodgdn
3960beM9dM dcEgmMaIMIMOE330

3960bemydv Y9603369mMM3569LNY. 3odmnygbgc dMBYMANEMOSTN
9m31839 6900L3NgMN M3gMdENYMn LaLHITNL dMM 39MLNY
(Windows, Mac, Android, iOS s bbgs) s ngmbngo bbybgdymn
™39M3309em0 LOLAHYTS obobemgdy BamBsaMgmdsdn. sbY39
070000 gobabmgdym dgmdsmgmodsdn ndmbngom bbgs 3MmMgMadymn
3vM1639mMYyme30, 0MOYDIMN s dnbn 630nLANYMN BogMmgdyemn
9MEYN. 3NBLAHMNMgM gobobmgdgdn 8030639, MM3s NL
89096900 bgemdnLob3zMBn, ngsyM 3xdmbzgzedn, a3hmadsthyfMma
3960bm9ydab 53mgdgg00m. MoE YBMM MsbsdgwpMmmgzggs
9mbBymdnmmodnb M3gMmoEnymn bobhgdnb 3gMbs, 30 Bogmgdac
9mBy3man boMo md396. nx3ngdMgm gobsbemnodgody, MmgmMi3

@00 $MHNEMODY 3eMoLHNMAL 3EIOSDY: ML sIMBb3MNL
9mMBY3maMOsL s 8603369cmmM3bac0 33(30MYOL FgLadmgdMOLL,
Mm3 ng69go nbxynEnMydymN. sbY3g, 96sMIMYc Nd 3MMaMadYmn
3¥M1639mMYymB0L gnbLHsMENY, MMBYMLLE smafM nYygbgdm.
9mdzgmgdyem 3MmMgModym »dMYBb3gmymysb bdnMmaoc nhbgds
JLagMnbmydnL 3MMOMYdgdn, 9396 30 BgLadmms aYygbgdYMN
39mbBgo nbLAHMYAY6HN, MMBYMNE soM obsbmegds 8984965mnb
909 s YBMm IMBY3zmans 3539M700LsMN3NDL.



https://www.nytimes.com/wirecutter/guides/online-security-enable-automatic-updates/
https://www.nytimes.com/wirecutter/guides/online-security-enable-automatic-updates/
https://securityinabox.org/en/phones-and-computers/malware/ 

https://www.bitdefender.com/solutions/free.html
https://www.malwarebytes.com/mwb-download/

9yoMmo bogydzgmn:

2bsgMNbmMgdL 3MMBnmgdnb s dmg;éf;g:?@
39HIM0L obyMaas amﬁgmgg(?;(:babnb BmBs378900L Bgbabgs
bLIBNO6M 3MMZMITYMn

19M1639MYymazs MgomM bodysMmdn:
3960bM 060 18603369MM3369LNS

2017 B6aenb godmadom3zgma 3MmaMsds WannaCry
053D agbbs FngnmbMoOnm nbBnEnMYdYMmM
9mBymdnMMOsLb 8mgemb BbmBmom3n s dmsbnbs
LB330AYMBRMIONL, badmsgmmadm nbygdgdnl,

000 s 330y MM3sbnds30900L o 60B6YLYdNL
0eM3nM9dd 30MONm J39Yo6930. Mohmd nym 3xha3s
3009690 9B9JOYM0? IMd3zgamadymn, ,30930MNs3n”
Windows-0b m3gfmaszngamn bobhgdgdnb gadm,
MMIZ:O356 3M3gMmN 830005639 gohabngmn nym.
3060L NN B3BNMN - 3FNS6YMN s BNBSBLYMN
- 89LsdmMs MV300036 YmBnennym s30e7dYMN
39065bemg00L P3909L0 33HMBdhYM0 BgMENZN

s M930hndyMo Mm3gMs3nymmo bobHgdgdab
398mynbyono.

Working on updates
20% complete
Don't turn off your computer

BMnbomo nys300 USB-500106

0403000 Y3Ms00mq0n0 03 Bsnmgonb gobbbnboL, MMAmydn3
398mada360mns obsMmnm, Asdmbh3nmm3znb 33 mnm o6 6300LANYMN
bbgo babno. vb739, MMM EIRNIMEnc USB-0b Andgdab dbgo3zLn
9mdMa30 or gosoanmgdsn dadhsmMmgdmagdnb, 3gbbngMydnlb
BmY3-05M3mgdnb, DVD-900b s Cd-gdnb ogdzgblb 3ma3nyhomadn
AsMM300009, M3gsb nLnBN Fgbadenms LadNVbM 3MMaMdymn
30M1639mymRnL gooddsbn nymb. USB-9d0, MmM3mgdns
3o000MYOYMN 0YM 3oM 33090 MMM, 3gHoE LogsMsYms

0Ymb 0330M1LdYMN. MJ396L MMEs6NBIENSBN BaneMgdnL
JLa@Mnbm godnsMmmonb senhgMmbsdnyma dgbadmadmmagdn nb.
,LObyEAdM369MmML” BsNYdab godnoMgdab bydEns.

3b939 1403000 YPMSMION dEYNYDNM 8 30380MJdY bbgs
9mBbymdnmMoOgdmsb 8ndoMmngdsdn. 3oMans mJ3960 hgemgBmbnb

36 3m330yhHgMab LNBIMMBNBENS 3BMANM o LoBM deMyomyd-
L3nggMMVb MJ3960 LayzoMgenn FxLngnb dMbLLLAYBS, BogMsd nysgznm
BMnbomas 08 3MBYymMdNMOsLMLL 8xgMmYdnLOL, MMBYELYE 8fM
036mMd0. Y3300 399MNgds dbmenme Labm BMBYMONEIMOJOMSD
9 M 3303064 gm dMYNYdAL FodMMNZo, MMES dMaM ny9gbg0m Fob.

9ysmn boxwydzgmn: 3MMBNMId0L s IMBYMANEMOYONL (330

JLoyMonbmyonb
0o33d NbhgMBY(H3n

}0dO3YMN
JLsyMnbmydnb (330

MmamM nd39300),
MmEs L8 VWIS

0M300630LOL Mo g3n0n gMbozMHMco

3M3LEMML Y350 O goydzsm 3MmMaMadgdn, MMBMYONE

9mnb 390339M7000006, MMIMYOLYE oM NEBMOM Y

9600Md00. 8333, dM3YdIMAL ABMLIBMYMN BobFMNO
890M0300901em0 ,,3060b9d0L” 8839058009 3700MBIN
39b60bemg0900 89LdTNLN B3MNISE30NL MBOENOMYM 390339MWDY.
01060b80 ,LubyEBdMZ6xMML” B08n630b bydnsda gobbomymnby,
9603369mmmM39603 30yMmon BMobama 390339MJ0dg 0MYBN6aNLOL.
90LdY V630396900309 870dMBIY B3YNL FYdsMIMdS (BobdY
907L0L dnh)obnm) S PLbYEI™ 390339MENL BnbLTOMMNL BTHYMdY
39003b3mNL 8983, MM EMBAYBPYM, MMB nb FgbaBgMnbo
398mnyymads bbLaHhNYMN NERMMBIENNL, Bogonma, Mg3960
3oMmMab 3gLbohobs0. 6 ssb303Y6500 dg3MBNL JghymdnbxdxddY
36 gomMmmbng090dY, 1Yo dMsyxdgMaL RobxMIdL, MMAMYoNE
330 MAsHYMao ABYdS s N3nmbgm nbNBN yyMamgdnm YoMommm
JYes"-d9 06 ,0k"-d9 ©ob303396900L BoEzmaco.

oL n(hy3zno LAIMAHRM69399?

MmammE 3M33nyHaMgdnb 398mbzn3030, 390d goubobmgdymn
0gmbngo mg3960 HgmgBmbob Mm3gMsEnymo bobHgds
3303530900 o RdMNY 33HMBdhMn obsbmads. s6sMIMgmn
06LHIMIENS BbMEME MBNENSEYMN 36 Lobm ByoMMYdNEL6,
MmammMnEos Google's Play Store-n o Apple's App Store-n (o6 F-droid-n,
7BoLM, MNS 3MENL dFMBg 83500L Bomodns Android-;zgnb). 35080
9Ladmms AsLAYEN NYML LEBNSBM 3MMEMITYMN YBOMYB3gEYMBS
0 85063 mncgmb godaMoymaco 398smMo9Lb nbnbo, sdn¢hmd
ymzgmm3znb oM 0300 sMnb 0y oMy MMBYemndg Lodnsbm. sbY39
10MY639emys30m, MM AdMBHINMHNM® 33N 3oEN0L Mganhndymo
39MLNY. 39MN0L AsBMBHZNMNZSL. obLsZYNMydnm Android-o30b
3MLYOMAL 3M3PYMaMmYMN 83N 3530700L ,4omodn” 39MLNYON.

dbY, MMB EMBAYBNM, MMAB 330 897dbngn nymbL FgbaggmMmabo
3M335600L 06 Y39mM3gMab BngM, 3oshbgLb 3oMgn godmbdoyMgds
o 3ooABgL Asdmb30M™M3500L BMbLIMMEBYMN MomMmbmdy
(80800, WhatsApp-0b yomo 39Mb0sb dgbsdenms 3gmbogL
dbmanme Modg603y vmsbn AsdMb3nMm3zs, bmemm MgsenyM
39MLNSL byo BognnoMedy BN 89J3L). YMIMads Bnsg309m
6900M0390L, MMBMYdLLE IMoMbmzL MmJ3960 v3500. Oy nbNbN
990089Ho© 3odmnyymgds (8530MMN03, 3o 3gmshmmMa ncbmgzL
6300m35L Mg396L 3o8xMOdY 86 Angry Birds-o ncnbm3zL 63comdsb
09396L M 3o 30007), YoMyozncm dmmbmzbs 96 dMobnbgom 830b
©0906LHOMBENS. N3 33900L YNBLEHVMBENY, MMIMIOLS3 dSMM
0Y9690m, 3gbodenms sbY39 sggbdsmmm mg3960 bLAsMBHBRMBNL 0y
1Ho0ghnb ©(33930. babobsb ©y33cmmM3gMad0 8n3ynnab Lsgymnsm
839099 Lo3YNMgdNL YRMIdSL bbggdl. gb sbomn BgbosgymMmygdn
99Lodmmes 899(390MB6 NBMZMB BY LddNVBM ML AsBsdgdao.
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https://www.techrepublic.com/article/wannacry-the-smart-persons-guide/
https://www.vice.com/en/article/akdqwa/a-spyware-vendor-seemingly-made-a-fake-whatsapp-to-hack-targets
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9yoMmo bogydzgmn:
3MMBnmydnb o
9mbBymonmmogonb
©o339

L3BNI6M 3MMZMaTYMMN NBMY639MMYM3d MxaYM bodysMman:

9mdnmyMab LOBNO6M 33900

3039M700 Bengdnb 3obdnmdy IMsge 39406930 nygbgodwbyb
Yoo 33mMn3s(3090L Google Play store-dn Ladnsbm
3MmaMmodymon ndMYB639mYymenbL gobogzME3gmadmom. JMHm
36 3M9H 3w 393mbzg3580, MMIgmLL3 bnbsomaeng 2020 6.
9myx306s, 0L BndoMmonymn nym 309h6s3gemn dm3b3smgdmab
60605030093. 0133MNZMNL 3 3883560030 godmnygbgdmes
Yo 03N 3530900, MM Y6 obdoMgdms
9m3bdoMyxdgmb sbemmBgdafMg 350900L 36 sgnmmmdMngn

939L0700L dgbsbgd NBBMMIs300L dMJIngdsdn. Android-nb
3M30b6xMMInMydymn dm3b3sMgdmab dngM nbLEHSMSENNL
8900093 LEBNVBM 33N 3330900 33MM370 dMgdNL
J9MHBsmgdL, cmM3s300L IMB(39890L s NBBMMBS300L
3MBHsgha00bL o HadLhyMo FgHymdnby0700L dgbabgo. guss
9M535tmMNsb gMmo dndgdn ndnb, MM3 nymm YyMsmgdom
09396L AMBYMONEMOS3N 83eMn3s(30900L AsdMBH3NMNZNLSL.

039M3g90 3ghn 9NN OO J3T3MMY0 IMbYMdneMInbL

3LoMnbmMyds Tails-0b LodYomMxdnc M396L MMZI60B3(30030

960 890 YJLagMmmnbm mEns, MM3gmnE gebodsMmmac
LagnfMmgob 3gnMy H9d603nM YbsML, oMb Tails-0b
m39Ma309mn boLHYs. sbNdbHMN SmMBHYN
LamM3gMOENM LOLAHITS YRLMS FodMLOYgBxdMB O
d930dmnsm AshznMonmo 3nfModnf USB-ob Windows-ab

36 Mac-0b bam3gmsEnm bobdhgdgonL bagnMmmgdnb gzgMwnlb
3mnon. Tails-0 01939 39M3n 3MAg33600 BogdLbndsenyMoa MoLINL
99mMby0sm30L, M3ad6 nb 870393L 3MBBNIBENSEYMMANL
3903dmngMgdgmn BY6930700L amom b3gdhmL. bLbgbgdymn
23969430900 3Mn393L Tor-0b (g3obbngmyemns §398mm)
06(h93MoEnsL, Mams PdMYB3mymeBnmn ng69Lb mg3z9bn
06(h9MBH)-HMoB03n s dgbLbngMgdnL LMY FoLYBRNV3gdS
ymz9mmzgnb MmEs gedmmmazom bum3gmaznm LobHgIsL.
dmB0867m0 BY6J30x00 SMLYONMS 3odeMg30 LBYsmMgdsL

3009M9LORMNbMYdAL LobymMBdM3s6mMM

0306YmM0o sbsmn BYMEENEsb 390sd, MMEs bymaobams
AsmmMo30 mJ396L 3MA3nyhHgMUL. Tails-b sbY39 ooRbNy
8960b30L Myzg0dn, MMAgemnE, byM3znmnb dg0mbgzgladn,
LFYIMYOSL odeMg30 FgnBsbM B3NEYON S 38M1TYHMYdN
3MogmMonn LYsbLNELG.

IBSLM, YLo@MNbm M3gMs30Ymn bobhgdnb 30wI3

9Monn MBEnds Qubes OS. 3nybgsgam Ndnby, MMA3 sMos
9oMbHN30 MRBENS 3Mohggb03nMmn dmdbdsMmyomnbsmanb,
Qubes-ab 8095605 dgdOPYEML LddNEBM 3MmaModyann
10MY639mYyMRL LuyMmby o BaMIMSam6L 30093 9o
3oL3M33MALBNBYOYI MBENSL FSBM3NENN S FdMSMN
M0L3NL dgmMBg BMBbBSMYOMNLINZNL MYJ396L MMZsBndsENVdN,
396L13YMNMY0Nm, Yy MN(EIEDNMYdNL RBoLN SMMOYTL
60MIMoag60L.


https://tails.boum.org/
https://www.qubes-os.org/
https://www.cyberscoop.com/vietnamese-hackers-google-play-kaspersky-apt32/

8yafn baggydzgenn: JLogmMnbm

JLa@Mnbmydnb 3MMBnmydnb o , s
39MHMob sbgMmazs 3amBymonemmogdnL 3m836033300 o
©3335 9mbBo398900L dgbobgs

Mo bggdv, 01 9M 3g39J3b MmggomyMmo
3MmgMadnmo 19Mm)639myma3nb bodyomydo?

3m3ymomymn 3MmamMadynmo YdMmY639mymenL, Bogemnmoc,
Microsoft Office-ob (Word-n, Powerpoint-n, Excel-n) cno3gbd0fMgonmo
39MLNYdNL Yn3zs dngmn mgd3960 MMZobNBSE3NNLIMZNL gbademms
dznfn nymbL, M3Eo, 39dDMYYN d0x590H0 9 vBsMOMgOL
3MmgMmodymo ndMmYB39mymanb 3nMohyemn 39MLNYdNL
AsBmMBH3nMn3sL 86 8oL 8ydngn gobsbemadnb 3gfM dmbgMmbgosl.

9L sMdd MMM 3MMAMITS - gb YLogMmbmydnb bognmbas.
30Mahymn 3Mmamsdynmon 3dMmn639myma3s bdnMmac LugLgs LadNVbM
3MmMgModgdnm s 39M v3Lg0L bzMamadL YLoGMmbmgdsLbn. oy 39M
Yynmmom 3MmMaMadym ydMyb3gmymesb mg39bn mMmgsbndoznab
LAgNMMOYONLENZNL, 8MLYdMAL 3B39609MN, YBILM 3MMgMITYMN
39M1639mymRnL BoMmom sMAg3s60, MmammnEos LibreOffice-o
(bhobsMbHymn Microsoft Office-nb dg833EgEnn ©3900) 06 GIMP-0
(BMBHMIMBNL 398(33eMgen), MMIMYONE 88330YMBNMIGOL
093960 LagnMmgdgdL. dLY39 NBNIMam Tech Soup-ab bLadysmgdom,
mM3sabndsENnL, MMBgmnE LMogEdMOL vMo3MBgMENY
mM3obndoE090L PYHOMBdDIM RLESIMYOYOL 3M3YmaMmym
3MmaModym »dMYB3gmymxsdy. 3980653 30, 0y 3g30dmNsN
0Ynmo myanhndymo 3MHmaMsdymn 3dMb3gmymes s 83900,
073960 3mMBymongmmos 30063 gobnEwnb MNLIL, ™y mganhndymon
3fMss LYM39MNL M3gMoENYMn LobhBs. ¥8333Md, MYy MJ3360
mM3abndsEns 39M Yynwymmob Windows-0b 039690900, ng3ngMgo
IBMM 00x0 senhgmbohngnb dgbsbgd, MmammoEss Chromebooks-n,
MmIgennE 8339609M0 8 IEYMN MBENSS, 001 073960 MMZsbodsiEns
3990h9L Jeneywno dYJsmMoL. My nygbgdm Google Docs-b o6 Microsoft

JLoBMNbMYdnL
0339 0bhgMbBy(H3n

x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

365-0, bogMoME sM g3nMEIOM B93MN 3MB30YHIMYIN B3ENIOENY -
3933LmM dMMYBYMLBNS EM3INTIBHIONL O 3bMNYONL MYIghHMMn
LAY LB3T3MNLNS NNMYJFNL Y3z9ms 6NABYMYONLAZNL. 303
9M00 dgLodemgdmmMos, 0y MJ39bL 3gMLMBIML gooAbns Hgdbognmn
36560700, sML Linux-dg axydbg0mn yx3sbm M3gMoEnymo
LOLAHIBNL (NS ML 8JMBY denhgMmbBsngs Windows-nb s Mac-

0ob Mm39Ms3nYemn bobH8g0nLLMZNL) NBLEHIM(30S NMMIYE
3M3309HgMdY. 9o 3m3mamymon, 3gh-603tmgdo 8mBb3sMgdgmdy
mmMn9bhnMgdymo Linux-0b My Enss Ubuntu. 80ybgosgom ndnby,
MmM3gen bom3gMmaznm LobHdob vnMAY3M, EOMBEIYBLN, MMD 30639
mM3ab6nd3Nd0 3sLYbLIZYd MmN 39MLMBIMNL NBBMMBnMYOSDY,
Mams PdMY639mymBnmn ngb9Lb, MM nbnbn nyg69096 dMeM
39bobamgo90oL.

sbagmn 06LHMYIYBHNL 36 LALHYBOL MBMOIDY Bosby3zahnmgdaL
90g00bsb ImogngMmgm MmamM dgydmns MmJ39bLb MMBNDBS(3NOL
90Lo HhgdbngnMn s BNBsBLYMN dbsMsdgmMs gMdgmzawnsb
39ML3gJHN3030. 330bgm LB IYNIM M3L BogamNMaE: 393ndENNSM
©s0gn0M3mo 36 nymennmon 39MLMBsN sbomn nbLEHMYIZBEHNL

36 bobHYANL YLoGMmbm §gL3mMYSHIENOLMZNL? ggndmnsm
39M0mEymo gsdmByMgonL obadMyM9da? godzm 63c0mds
¥99mbLyB9gdymn Tech Soup-nb ALEVZLO F3YRBIONL BOLESIMYO9ODY?
3bn3bYM 30:mbzxddY 3oLybn Bgbadmms oggbdsMmmo 3MmamMsdymo
3¥M1639mYymBnbL s Had-LHMOHZNIONL BaMBshgdnTMMdNL
3800emgdnb PBMYB63gMYMBsTn PMmms gobdsgenmosdn.

9mbymdngmmadnb JbsxgMnbme 3960b3d

0 J60MIAMygo 39MLMBaMaL HMY606g0 LOBNIEM 3MMgMadYmn PBMY639mMymMaab MoL3IYd0L o
90L0 0300006 dLBEFNEMYOIMNMN dNdMYOdYMN 3Maghnnb Bgbobyd.
+ 9903185390 3mmadngo goMmg 3mbymdnmmmagdnb o3o380M700b, 031YmYddY 86333Y6900L,
R30M700L s 33900L Ahsdmb30MN3nbL o 3MmaMadymn YdoMY633mMymenbL s 03nL

6900Mn3900L 370mMB3xdNL Bgbobyo.

0 d363LY, MMAB AMBYMONENMOYBN, 3MMagMITYMN PBMY639MYMARS S 33MN3o(30900 3Ydd

0ymb bMymoco gobobegdymn.

* PoMmmyo o3hMBohyMn gobobmgds, bosE dgbodmgdgmne.
0 (MB63Y6NM, MMI Yzgms AMBYMAINMMO3D) godmMnyn690megb tnnE3x6d0MydYma

3MMamModnmn BMY635myme3.

01 Bobo byedg33magmng, oogMmycm IBRMM N0 senhgMmbohnzsdy.
o dmoobmzgom 3aMmmoab o330 MM3za60B5300L Y3gmo IMBYMONMMOSdY, doc dmMab, 3nMaco
9monmyM AMBYmMOnmMmMo9g0dg, MMAmMYdn(3 godmnygbgds LodbobyMmob o 3o330Mydmn

3M096035300LONZNL.

o RoMmogo nbInb bMYMOE EsINWZMO Y39ms AMEYMOINMMASDY.
o bdnMog 890bLybgom 39MLMBIEML 8x1nBobML Lo 3YnaMmn dMbymdnMogdn 3NdNINMo
O3 30030 - O dMEYM390 3960 MBaba gboggMmabn LozghHaxdnm o 3Ma3nyhHxtab

PLOBMNbMYxOAL LOTYoMygdgdno.

0 61 3o3d00Mx00 BoNeMYxdL USB-500bL g3odmygb6gdnm 56 Aommozm USB-50bL n396L

3Mma3nydHogdda.

* LObBOE3MME gdodMnyYg6gm BonAL godNOMYdNL senhgMbBodnymn YLogMmnbm BY6g;3no.

9ysMn boxwydzgmn: 3MMBNEMId0L s IMBYMANTMOYONL (330
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https://www.libreoffice.org/
https://www.gimp.org/
https://www.techsoup.org/
https://ubuntu.com/

9yoMmo bogydzgmn:

JLogMobmgonl 3Mmxz0mydnb s mgbgfﬁ;m:;n .
39AHIMOL BIM33s 3mBymdnmmdgdnb 3MUIYJOOZ2B0S O
©333% 9mbs(399900L 8963bz0

YLsgMnbmgdnb
33335 06(H9MbgHhdn

}0dO3YMN
JLsyMnbmydnb (330

MmamM nd39300),
MmEs L8 VWIS

230306g0: boym3zgmaomom boagMmby

ImbymdngmmdxdnbL o 3IMmManmgdnbs3nbL

2030630 bR om3n 65MIM396L
mMmM3gob60d5(3090%9 0103000LLANL Yz9mody YRMM
393MEIMIOYM s 9BIJHIM 3gMEL. 8gomen
899mM0ny96909, MmgmmE3 Y39modg na3tm godmEpomo
LobyMA60xM LadbgMmm LodbobyMgdaL, nLY
0000l dngM.

©03063L, FoMBHNZo0 MMB 3017300, 93NN 8J3L, MMEs 3ghmdo
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9yoMmn bogyydzgenn:

JbogMobmgdnl 3MMBEYonL s mgb;?ﬁ;m‘t::) |
39HIM0L ©69M33s BmBYmONEMMOO0L 360390035305 ©
©5339 3mbo399900b gbob3zd

YLsgMnbmgdnb
33335 06(H9MbgHhdn

}0dO3YMN
JLsyMnbmydnb (330

MmamM nd39300),
MmEs L8 VWIS

3M3196030300 @3 IM6o(3999000 goBnoMydd

093960 mM3zs60d300L3NZ0L 3MAY6030300L
390Lob70d LOY3)NgLM osbYy3thnmyd50aL
d0LoMydO0, Y3608369mMmM3365LNL ggbAMEN
05(330L bb3zoELLL3S hndn, MMIgMNE
bgmdnbob3zomans Az960 3MIY603o(300LOMNZNL, S
Madmaod bbybgxdymMn o335 36033690MmM3060.

099M3M3HNNL O 3033N3BNL YBRMYO70nLsMZNL gdMmdmenn
300LbMONM 3g(Hn30LHN s MMZsbndsENS gyMEbmMods
JLagMmmbm 3MIY6030300L 3MbgdL YMzgm MM, MM
03033350 3MBRNYHENOMAS 3MBINMIBHNM SMmeadngdym
3oM99mdn. yLogMmnbmgdnb 3gomwngnb gsmMgdg babLbnhnyMmn
89(hymonbg0900 Fgbadmmms bgemymaznemn s gedmyqbgodynmon
0969L 63y90900bL BngM 3gHn3nbHYOdY B9MJdgg00L

o 3MmMHaLAHNL AsbdMONL B0dbM. s®bNBbHENL g
36mMon s LeMOBIPME® EPMIYYBHNMIOYM Bogamomb
300300 3gmbs dgmmMmyLban 2010 oMAY36900L 8g93o.
MmgmME3 IHIMMIYM© smByMagnns Amnesty International-ob

38 3009M9LORMNbMYdAL LobymMBdM3s6mMM

3M336030300L YLIBMNbMYdNL gfMmm-gfMmn Y8BnB369mmmM3369LN
993360 ©o38380M707mNs 30Mon 3MIbngsinnb
3MBx300096(3000MMMONL B33 - MMILL 3 AZ396L PMMBn on
YuM30009ds 903Mos a8nR3ML 3dno. Lumsbam sdnB3MnL
39M989 3ncs 3M3YB03s3no bngnzscn gLsdmms ymengmoym
99(hMJ990nb 6x00LANYMO MNEb3zNLYMZNL. SYE3gBe 3MBYbNIoENSD
99LadmMy 3osdgmagzbmb LybLnhnyMn o6 YbgMbymn nbRMMmIs 3N
9 39(HYyMOnb70900, 3osdFMogzbmb 3uMmmMegdn o6 bbgs 3nMan
9mbs399900 s 39yJbob MabZn MJ39bL 39MLMBSML s
mM3a6ndENL godmMBNbofMg Mmg3960 3MIY6n330NL babLNsMNESB Y
093960 dngM godnoMgdymn 3MBH6HNW6.

3LOg3MbmMm 3M3Y6035(300 O LOAMJaeMagm badmgacomgds

9630008380, LuHIBMObM BaMYON s bb3s oxdnyMagn
3M396030(300 bgenymenema s bobadsmmemman
398mynb690tmn 0g6s bgemnbyBmydnL dngM gedmhgbnemn
m3md0E0MB9M0 3mennthn3mMLgdNL s vgdHn3nLHIONL
606000030093, MMIYMN1306 dMszamds Bengdn goohoms
30bg80. 2020 Bymb dgmamybdo sMARY36900L 8gdaman
La3MMAHILAHM 39(30900L 8NBLMAN BMBBNEYB odMnygbs
9mabdoMydgmdy mMngbhnMgodnmn ybogmmbm dgbnbzgMmgodn,
MmMIMYO0E M 0YM 30303 bgmdnbabzmdn s9M

300093 900 Benom vMg domn byBLnhnyMo 3M3YBngsnnL
03bLOEVZ0.


https://www.amnesty.org/download/Documents/EUR4943062016ENGLISH.PDF

ybogMmmnbm
3M096030300 O
9mb6o(399900L 8g60b30

M dMAOL LIINBV3MI VY
MIOM3JI NL 36N336IM3360N?

0330x3Mo30 3)Hymonb650900

M09 o30x33M0L goM9d3, LahymMOnbxd0L gos(3990L Yzgms
9mBsbnmaL o Y39masl, 30LE 8g9dmNS YNZSMNISEML

9oL AMIMMONLLL, Bgydenns 3ogEdML dnb BnbodMBLL. 6oL
99Ladema 3fM 3gmMbL 3603369mMO, 0y Bbmenme ,Lagnsdb”
30MOm, Y339, YL Fgbadmmmes N Logddg nymb, oy vgdogzbom
303 yBMm 3M3o(hnmbL o6 LYBLOHNYMDL, M3 oM gbyMm, Bobmb
0939680 Hhgmg3ma-3MHmzongMmay, ISP-8s, sMo3gmnnmdmbymby
bgenLYRBMYOLd 86 6700LANYMBS Lb3s BxHMJgo. 83nb godm,
9608369mm30608 0300086 vnENMO Mendg LYBLaHNYMN
89(hymodnbg0nbL (s, Loyzgmabm 8g8mb3zgzedn, bogMomeo
6900L30gM0 FgHhymdN6g00L) aydoRMagzn NBLAHMYTY6HJdNM
898d0360. gobbmzg,, MM 3M3n6ngoEnnb dmgngMmon
3m3ymamymon 89onmen - MmagmMMoEss SMS-0 s LadhgmgBmMbM
B0MYd0 - PJaMoOL 3Moghngymo© Mendy odnxy3Mab goMydg
(Mmamm3 LyMOmdY 88 6oh3g69dN).

MmMmagmME 9900 bMomdY AsBL, LAsMHBMON Padsezbnb 863569,
©03308M33 H9JLHYM ghymonbmdsL (,Loodn”) dgmmMy, dmenm
90M33960 LASMBHBRMBL. 3BT BngyMa 3o380MNL 8bds (86, ML
06hgMbyHnom 3ogdogzbnbob, mdz960 nbhaMmbyh-3MmzongMon,
MM3gmboE ISP 96M©Yds) 3owsbEgdb dghymonbgosb 3ma3sbnnb
LYM39MYO0M. 87936 L Jugab LLdYsmgdnm goanb bbgo
R0gYMmo 30330Mab 96dsdy, MMBgmbsE dg9dmns Esnbabmb
©89303M330 3xhymonbg0s ,Logsdn”, dMEML 30 dndoMoMb
LOOMENMM E3BNIBYMYdNLB39D. B 3MNBNBBML, MM Myndgy
©330933M0L goMady, Yzgmob, 3063 IMBBNgMOL dgthymonbgonbL
3900399980 s Y39msb, 30bOE 3gndmns JNZsMNZoemMb Jsb

JLagMnbm 3MBYBn3oEns o 8MB(3)8700L dgbobgo

©s80933Ms Jomydathngnfo 3MmEgbns, MMM dodmnygbyos
99(hymoOn6900L 86 Bsngnnb ,L3MITOdMNB330" NbY, MM dbmenme
3oLoMgdNL 8JMBg 30ML 86 MMZBNBIENSL ggdemms dnbo ,388n0B3ML”
o Bo3nmbge. Electronic Frontier Foundation-nob .03smm3smabagob

003005(330b bobgmddm3zsbgemm” 3Magdhnidnemo (3o dmMmnb,
3MoxN3ymoE) bLBNL, ML gYENLLAMOL sdnyzMo:

3930LL, g9dmns 3oL nbs3MLAL Bobgs. 38sL Bgbodmms ofM
3gmbgb 8608369mmmds, 0y dbmenme ,LaEOAL” OMOM, MYI3.,
9L 8gLodmmms NN 3MMOMITs NYML, MY v3dd3000 MeNdy JBRMmM
3M6x309BE0myML 86 LYBLNDHNYML, MoE oM gbyMo Babmb
0939600 (Hmg3mB-3Mm30009M3s, ISP-8s, sMo3900mM3MLYMBY
bgmnbyYRBMYdsd 86 67300LANYMBS bbgs BghmJad. v8ab godm,
96033690mM39600 03300036 snEnmmmon Mandg LYBLodhnyMo
89(hymonbgdnL (o, LdY3gmMgbm 898mbzgx3580, bogMmmep
69000b30gM0 gHYymMoOnbxdnL) oYdn@Magn NbLHMYIgbHgdnm
393d930s. 3gobbmawgm, MM 3MIY6n3s3nnL dDMaNgMmn 3M3yemaMmymo
9900Mm0 - HMZMMnEss SMS-0 o Lodhgmaxrmbm doMmgdn - x3smobL
3Maghngymo Mondy odnyamnb gomMgdg (MmammE dgdmm
LyMamdgs 6ohA396900).
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dysmn boxyydzgmo:

JLagMnbmydnb 3MHMBNMYOnL o

39HyMab sbgMmaao 9mBymMoONgMOy00L
©339

ybogMmmnbm
3M096035300 0O
9mb6o(399900L 8960b30

JLoBMNbMYdnL x0d03Mo MHmgmM 0J39300,
0339 0bhgMbBy(H3n JLOBMNbMYdNL (330 MmEs L8 VWIS

2MLgAdMAL BMdMsMANLAL BMBSEgBMY ©BNGB3MOL Mo gds: LO@MOBL3MMAM ML EVINRZMS s 90MBYbHYIN POINR3MY.
096038369mmmM39605 n3MEY0 3MM3ZongMnL FngM BbsModgMomn sdny3mMnb bgM3znLNL HN3n, M3BYBsLE MJ3960 MMZsBNdIENS ©390050L
3MAY306L FnnML YBMM YLoBMobm 3MTYBNZs3n0L 8xoMEYdN s LabHYIYdN. bLYBYOYMN LbZsMOS 38MBOWVS 3MBIMNENY ,, M3 MNZdMNbOZS6

0030053300 bobgmddm3zsabgmmb” 30gfM MMIMNE 33MMs3 d3HNMYdYmMns §393mon:

LIBHMI6LIMMEBHM ML EIINAR3M

bLodMIBL3MMAM ML sdnB3Mo, sLY39 3BMdNNN,

MmagmmE bahMsBLIMMBHM FMAL YJLogmMmnbmyds (TLS-0), 0EO3L
89(hymo0n69090L Fomn md3z960 IMBYMONMMONES6 dgLNBFYMAL
LYM39MYOTY S oMb 3NdMYONL IMBYMONENMOSBY
dmdmomdnbL MmML. gb NE3L oo !mJ396L JLgBn o6

093960 nbhaMby - My Hamg3m3nbnzs3nnb bgMznLNL
3MmM30009M90msb6 Yymxn 3039MId0L 36MOnLAMY3sMY
030enbLe6. MYI3s, Igomgdn, mgzgbn gLbnbzgMnb/gen-
ambhnb byMznLNL 3Mm3Z0gMN, 390339MwN, MMTIMLYE3
Bobyemmom o6 30, MM3gmLOE nYyg69gdm bysgb ;mgzgbn
89(hymo00690900L @MY sLENYOL. MVBEIBILE MJ3960
89(hymon690900 dgbadems boenzgan nymb (s yBmm b8nMa
060bg0s) md396L LyMzgMa0dY, NLNBN Fgbadems dMBY3MoN
0ymbL LOBIMNVIESTEZINS IMNbMZBIdNLOMZNL 86
J9MomMmonLsm3nL, 0y 3M33s600L byMzaMgdn gohgbomne.

9000 byMomn 3znAz9690L LadHMIBLIMMBM 3MNL EIB0R3ML 80655MLN, 3osBY30hHMB Lo Zogdsezbmb nb, bgmaobms sdnRMMB
00g80mnmb. 3sM3bbng bdsMAHRMBN 3gdo3BNL 863067, eydnRMsz 0b o 3ogdogbmb bbgs BodyMn 3038nMNL 86dvd] HNB6YEYdNL
89(hymonbgosL: ,Lognsdn”. bbYbgdYN Bghymdnbgds NdoGMgds 33969Hnbo39b. dmemb bbgs LAsMBHBMBN NMYOL TG MY

00 8900093 390099398 BNYM0 30380M0L 36dsL. 3ysdn 3MB33600L 99(hymdn6905L o god0BM13L AL ,LagMdNL” BabLo3nMbyco.

LYM39MYOL Fgyndennom godnBMmB Bghymdnbgds, Banznmbmb

20mMb696H Mo odnx3zmMo

30mMb696(HM0 OTNRIM ni3s3L gHymdBddL Borgm
3d0dg go83d03600006 dnBMgdsdY. nb YdMYB3gYMRL MmAI
06gmMm3s300 0939L LonYdmm BghymoOnbxds 3adadszbnb
9bMnob (30M39emn ,,0mMM*) o 3ondnyMgxds 3nbo Ludmemm
9n9mydnL 8ngM (Bgmg ,,6mMem“). 3Mo30L, dsc IMMAL, o3L 86
LYM30LL, MMBgMLLE NYy9xBgdm, gndemns ,808YyMomL” o6
9mMmyLBNbML ™MJ396L J97IOL.

9000 LyMacn g30A39690L 8OMBYBHYMO PIBNRIMOL FogammU. 99(hymonb9dsL o godn®yMazgLb dsb ,Lagddnb” Babognmbac.
00M3bbng LAsMEBHBRMBN vgds360L 863569, WoYTNBM3 BxHYymdNBYOSL: 396Lb303900m LodHMmOBLIMMmBHM IMNL EINB3MNLYZSB, Mg396L
LLomVdn". bLYbYdYMN BxHhymdNBgds NBGMYdS Y 89893 ISP-b 86 9LNbEgMNL 3MLAHL oM dgydmns FghymdnbydaL godnyzMo.
3900093999 BodyMo 30330MnL 06dsb, 89893 30 930L/LgM30LNL 3980333M0L gobamMydn 0930 s 3nMbMMO96 ghymdnbydsL
LgM39MYOL, MMIMYOLYE oM Fgdemnam 8nbn nbodMbNL Bognmbgs, abmmmo dmemm 3969Hg00 (odngyMmymn 8ghymdnbgdgdnb

008M1d 3osb39896 LunYImM BxHYmMOnbxdoL BnbN bNABYMYdNL 899390360 o 830300 AMBYMONEMMOJdN).
3969H30. dmenmb bbgo LAsMAHBMBN NMYOL TG MY
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dyomo boyydzgmo:

JLoxMnbmgdnb 3MMBNmgdnb s .Smgll;g?.:z:?@-)
39HyMab sbgMmaao 9mBymMoONgMOy00L 3mBaoddnb 6bgo

©339

mJ ON3NL LIANBV3IMI
3330MPI09?

3900564390 g0nL 3n0gdnbsb bahMsbLIMMEHM BMAL EsdnyzMs
LENMEYds MJ396L MMZ3BNBSENSL MY 3dMBYBHMN PIBNRZMS (36
MamoE 98 MMOL Moms3 3MBONbsENS 3obLbgezxdYMN bnbHYdgdnL
9 bL3g803BMANLOMZNL), NN 3nNb3znL BNBsbN PBS LIS
B50MOsL. BogomNmac, §6mdnm Mg396 ngM godmygbgoym o3L o6
LYM30LL? 9BEMANM 3L HYJBn3nM NbBMSLAHMYIHYMSL? godBRMMNYON
99Ladmadmmdy, MM 3M13gmnmMAMLYMBY bgmnbyBmMadL
899dm0ns 90dxmmb 3m33s60s owabEab mgd3960 Bghymonbgogdn -
s 09 d980bz93930 96EMAN” 3M333600L 3MENDHNIOL, PIZNEZSN
LBOMNIMNEI339(MYd0L BmnbmzbgdaLogeb?

0y 33bybn yzgmo bbgbgdY 3n;Mbzsdg oMb ,8fMs", o806
39LOgNMMYOM 3OMBIBHYMN odaGzMs. 01y Fomdg 3obybns ,ENob”,
090806 ggbagnmMmgosm bgMmzgnbn, MMBgenE 3bsmML YFaML Bbmenme
LaHFOBL3MMBHM IMOL EPIB0RZMOL - FoaM1d, MM gbadmydgmns,
A399m9adMng 339019L0s dnnmo byMznba, MHMBgmoE BbsMb ygML
LOOOMBYBHM EOTNRZMSL.

33989030 39(Hymdnb70900L Zogdogbnbsb gobbmggm, MMB mgzgbn
89(hymodn690900L YLoGMNbmMyds N8Ybd Fomamns, Mdwgbsol
9omamns 3ghymonbgdnb yzgams 3n08madnb yLagMmmbmyods.

39MV (39N 83900b s LOLAHYTYONL YyMowmgdom sMAY3nLY,
09609369tmm30b0s, MM 5339300 yzagms 633M0 nygbgdgL bbgs
300Mx0Y 3900MEN3sb 3MMBNENL o AMBYMONIMONL
JLa@MNbmydnL dgbobgd. bogdoMnbns MmN (30 MV6s3BMMIYMn
36 gm0 0b6RnEnMYdYn dMBYMOnmMAY, MMA3 sanmnb 3gmbogm
3398339600 AL 06 DML dmgmo 3MBHYBHNL ogmb3sL.

JLoBMNbMYdnL
0339 0bhgMbBy(H3n

x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

a3LN6SIMNL d6MBI6OIMN
©HANV3MNL MMIIXN)
N6LOMIBI6GOIN I6Y
309M3NY36MOA) (2022 6"NXV6)?

07 39L3%NMMYOM 3OdMBYBH M PIBRZMS 3B YOMITMME©

3LaMm FnneMMo dN3MYdMN FgoMN3d Bnybgsza Mmg39bn
mM3sabnds3N0L 6065379 0MLYOYMN LaGBMMbNLY, 8g vMNL M1BY6ndg
LaBEM LYM3NLNL dogomnmn, MMIMYdn3, 2022 BeNNE6,
30030dMdm 89LNbFIML O BMgOL 3dMBYBHYMN PIBnR3ZMNON.
LobyMAdM369mML AM399Ym0 LYJENS dobobmmgds Mbonb
MY3YMOMYM, MYV, 3oNN33enbBnbgm, MMB oEYmN
99(hym00690900L LOFYsMMBN Y39mMaRgMn N33 0s LEMIRS,
30009650, 306036y Mg3MB9bsENgdN, Bgbodemmo, smsfM nymb
00688g00MmM3zg dmEgdnmon bygsnnb md3zgbL dngM BoznmbzgnLL.
3obbmggm, MM3 Mg3960 3MTbngsEns dbmeme Ndgbsss
JLogMnbm, M33YH3(3 M3 MJ3960 FMBYMONMO.. 38339M1C,
3oMo 89(hymonbgd9gdnb Ybagmobm 8gomngnL sd33000MYONLY,
9603369cmmM39608 on3Mgdgmo 3Mogdhngs, smbgMnenn Bnbsdgdsmy
LobyEBdMZ6gmML byJEnsdn oYM dmbYmMdnmMMbgda.

3M096035300L 00M696()M0 OINR3MAL MY)3MI)6c09demn n6LHMNT)6H9d0

033LOIVIMN 3ILN6IIMN * Signal
(069N03NPIVIXNIMN I6 .
339BIMN)
JJ©NM ©Y 3NIM .
90MIBN C

¢ Signal
VINIO6NL 33BNIMIdY ‘

WhatsApp (3bmenme §399m0 gdomyMoc smbyMmomo
L3g3ENdEMYM0 30MIBYHMYdNM 3MERNZYMOENNM)

Signal (40-9¢0g 30MM36900)
WhatsApp (32-3¢09 30Mm36900 syenm, M30 - 3009mM)

Keybase / Keybase Teams

*  OnionShare + Signal-ab 3bgog3bo 3gL063xM0 330
20mb696(hnMn sdnxyzmom

JLagMnbm 3MBYBn3oEns o 8MB(3)8700L dgbobgo
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dysmn boxyydzgmo: 9b53HObM

B e N o IR e
MY IMNL 33OIBMB6IBI3IBN
09 J6°d 30YMO) 01J dMI
d33dVM01IdIXN 3NL 3v3M?

300 9LOYOMYdN0 MJ396 o MJ3960 39MLMBMN S MMENL s Lo
9LOYOMgdNM Bom b3nMaco dgbodemms nbg3g LYBLNhHNYMO nymMU,
MmammE Modg gLodMgdnm. 8603369mm3z0600 g3obbmMzwL, MmA3
30MbB96(hH M0 330xR3M N(303L Bbmmme 3960 3MIbngsiEnnL
80600MLL (,M3"). LBMMYE 8 9MNZYds F9HoIMbs;398900. EFF-0b
20330 N33tM0LBZI6 M03005(330L Lobgmddm3za6gmmm” dndmnbnmogL
99(ho0mbs(39890L o 0oL, 0y Mohm3 8g3L dsb 8603369mMMoOS
mM3a60d3(30900LOMZNL (Boc ML, NBL NEYLHMS NS, O MMEMM
398mayymMmgds 8x¢Hedmbo3gdndn):

99(ho0mb6s(398900 b3nMa smbgMnenny, MmamM3 ygzgmasxygmon,

39M©o 7d3960 3m3PB033(300L BnbsMLNALY. Bggndmnom, nBngfMmmon
099(hHo0Mbo33990d7, MmMmamMmE 3Mb3aMMHNL 30@MY 9d3n035mabHdY.
BYLHa MmammMmE 3MB39Mb0 3M0E3L NBRMMB3NSL 3odadegbnb,
9n9my00nL s 39HYymdnb70nL bNIBYMYONL dEENMNL dgbobyd,

0by 3mnEO3L Bom 89HedMboE39900. 39hHedMboEgdg0n BaMIMaagbL
06gmMMBs300L MJ396 BngM ogdezbnmn s dnmadyma 3MBY603oENNL

x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

d9Lobyo.

99(ho0mbs(398900L DMENgMmN dsgonnmn dMnEazL:
. 306 30LO6 SB3MIMYOL 3MTYBNZ(3NOL

. 073960 gm-39hymonbydgdnb Logbnb 3gemn

. 093960 LoydMaL babaMdmngmods

. MM, MMEs 9300 3gmMbo boydomML

. 093960 cnmzoEns 3m3yboglsEnnbalb

09(ho0mMb65(308900L 30606060 B0BY3LOE 30 gndmns B3MIMOANBML MJ3960 MMBEB6NBIENNL LoJdNOBMONL dbeNM bycn. mnm 3bsbmo oy
Mo09bs nb@MMIshnyen dgbodenms nymb 39hedmbs3x8700 3033M700L, LudmozmMmMdM Y6Yxd50nL s 3MI3860700LONZNL, MMAMdNE

33MmM39096 Boo:

domn 03065, MM ayMy39m
J9MBbLAHL s JLOYOMIm AL
9600 LBsMNL gobdsgeMMoOsdn,
LOBLA gL FyMbBsenbHo
398mMa939Y690000 88053L
06mBndn v3hmMab 30dhnMgdno.
01039, 300 oM 03NSb MAdY
LaYOMMOENO.

900 09360 03006

080bL 8gLsbyd, MMI

093960 mMgsebndons
039393800 30BMYWN
JLagMnbmgdnb 36Mdn
50030mMoMng hgbgmb.
030939, 89(hymdnb70700L !Myds
336md00.

42 3009M9LORMNbMYdAL LobymMBdM3s6mMM

domn 0(3006, MHm3d dnnmgm
9-39hymonbgos COVID-nb
HabHNMIONL LEBLOLYMNVH,
89090098 WM 3900 133960
0908V, 89893 96309m
$968M0 mmonb BbmEmom
mMgobndoEnnL 390339ML
08539 LOYMNL gob3dgzeNMOTN.
019939, 800 3 03006 gem-
d9(hymodnbB90nL 0y HhggBMbno
LayOMNL nbasMLN.

domn 0(3006, MM dnnmgom
9-39(hymon690s 9sdnabnb
98@Y0900b 33390
30030eMMAMN3Z0 $39R30LLZ6,
MHMImoL bagebn nym
#89939006900 dnsgmMmmadoL:
9mM9330L 17g396L 9360L".
09939, 9M-39hymonbgdnL
90600MLN Fo™MZNL ybomognes.
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9mBymMoONgMOy00L
©339

ybogMmmnbm
3M096035300 0O
9mb6o(399900L 8960b30

JLagMnbmydnb
39 hyMb ©s69M33s

99(ho3Mb65(399900 3Mdd EIEYMN NG 3Mnm BxbnbxgMgdnb
393(h9LMANL BngM. 530N, MY 33d36NM BghymMmonbgdsL
WhatsApp-n0), gsbbmgwgm, MHm3 0g3960 dgHymonbyonb dnbssmbn
03303MYmMNS 30MBIbHYMN odnB3Mnm, BogMyed donbiE dgbsdemms
3068938 03M©aL 30L YadZbNM BxhymMonbgdgdL, Mdybo bdnMaco
s M6 bobL gboydMgdnm 30637L HymaBMbNo. 709350,

396000 3obLbmzam, My Mo Mo MAbLZN vMLYOMOL (sLgMNL dMLYdMONL
8900b3930380n), 0y 3Mb3MgHhnm d9HmMJgaoLb dgydenom gooMzznmb 3nL
9LOYOMS MMBOBNDBI3NY, MMENL JLOYOMIY Tom s (9e-BgHhymdNBYdNL
8900bg93930) 73360 MMaabndsE3nnLb 3M3y6ngsEnab dmgawn bogsbn
0y 098

gfmm-gMonn 80dgdn, ML godmE sby gnmesbdom gnMAgzm Signal-b
3oL nb, MM oM 30MBYBHMN a8ny3MNL YBMYO639MYMRBNLY, Fob
0369M30 B969(30900 > 0300MS N3 3x¢HodMB(399900L 39330MYdNL
300907 mMYds, MMIMYoLLE dcMNEbOgL o N6abogL. Fogamnmac,
Signal-ob @¥ybgi3ns Sealed Sender sdnBMa3L IghodmboE)390L, 0y
306 30L gbsYOMYdS nbY, MMA Signal-ds n3nb 8ghymonbydnL Bndmydn
9 oM 030L godgdogbn. Azgymadmng, bLBdYMN BYbJ3NS Bydomob
dbmemme sMLYdYM 3MBAHITHIONSD MY 3MMBRNMYdMNS6 (bagbmob)
3M336035300L5L, 30LMOBSE V339 3IMBNBM 3MTBNIdENS 96 3063

3339 9M0b mg3960 3mBhHaghgdnb bnodn. MmYd3s, 8xandmnsm, Asmomm
39MoB9HMn Sealed Sender o 33Y9bM™M ,Y39moLESD 88390, 0y
09396030L 8603369tmmM3560, MMA Signal-dn yzgmo boydMNLb,

0000 dmMob, ?g396030L YEEMd 33N36753M8b LaydMgdnELbsE 3n
godmMoEbmo sbgmn ghedmbsi3gdgdon.

MJIL NOY3NO) IN-BMLOJIBI?

9e-g3mbHNL 3MMIS0gMYd0L YFYHaLbMow, Bogsmoma Gmail-n,
Microsoft Outlook-n s Yahoo Mail-n, 0ygbgdb bahyMabL3MMEHM

9M0L s30R3MOL. 38339M1, MY Y6 vBsMIMMO bLbLohNYM
3MBMH36Mh0L 3M3B603s3nd JEN-mMLAHNL odmygb700m S
8993Mmy0 Mmoo baMmo, MM gem-ambhnb mg3zgbLb 3Mm3zsngmb
89Lsdmms 306mMbNc Mgmbmzmb 8nsbmEML NbYMMBdENS
bgmobLYBRMYOLL b bbgs dghmdab mg3360 3MTBazsiEnnb Jgbobygod,
99Ladmms 3gMAN3bMo s0MBxBHYMN ETNBIMN Jen-BMLEHNL
398my96900. MYdE3o, 3obbMzIm, MM dOMBIBHYMN sdnB3MHNM
9-ambHNL dgodmMmYynbgds3 3n 8onbE oM vMOL bMYmYymBno
3LOBMNbMYONL MZSELIBMNLNM, B3goMNMV, JMM-89hHYmMOnb70900L
©a3303Mo30 Lagbnb 39madn s 89¢hedMbsEIT70NL OY(33IMMMOS.
0y 39L8gNMMYdI 3MB3MgBYTN babLnhyMo NbRMMBs300L
3M3Y6030309, JO-BMLEAHS 3M3s LdYZINILM 3MAG3560. 530L B3z
9ndsMmmgo Signal-ob 8LaE3L YLogMmbme FgHhymdnbByd70nL Fogdogzbnb
99LodmMYOMMMOYOL.

0y 093960 MMZebndoEns 33emags3 0Y9690L ge-BmLHOL,
3986083690mM3569L0Y, gdMmamma MMEsbndsENYn bobHgdo.
3mbB0361mn 3gbdoMgdsm Laymzgmmam MbLZYONL dxdmY3s80,
MmMAmgdnE BoMIMN3390s 39MLMBamNL 8ngM LaBLsbyMgmdMngn
9006000 9-BMLHOL 30M3n BnLOBSMMNYONL goBMYxBIONLLL, M3
B3MIMOE36L YLaBRMMNbMYONL LYLEH BxNMENZSL. oINS,
39MLMBIMNLIMNZNL MMBBNBIENNL BngfM 8gJdbnmn ge-BmLbHNL
3MMBNMgdnb gowsEgdnm 8930dmnsc sbgxMzMm smnsMgdymn
9900M0039, MmMamMmnEss mg3960 mMaabnds3nnb dngMm doMoymn
3MmMRNmMgdnb demngMo 3oMmMegdn o 2FA. 01, msbabds

JLagMnbm 3MBYBn3oEns o 8MB(3)8700L dgbobgo

JLoyMonbmyonb
0339 0bhgMbBy(H3n

x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

¥93mon dmME93nmn 093960 s63gMndAbY, 80MB7BbMHNMN sB0R3M
39(30eM909mMns M93960 gen-gmLbHNLLMZNL, MmgmM3 Protonmail-n,
0bg Tutanota-0 3os3sdmMam bJgdgdb MMEEB6NdENYINLOMZNL.

0 LahMIBLIMMAHM BMAL EPITNR3MS 335 MNd MJ3960
mM3ab6nds3N0L gEN-BMLAHNLLMZNL, BgbodenMy godmMbLgan NYML
Lg93900, MmgmMn3ss Google Workspace-n (Gmail-n) 96 Microsoft 365-0
(Outlook-n).

d333NdXNJ dME MBI 336CM0O)
WHATSAPP-L?

WhatsApp-0 63M3mMogg6L 3m3ymamym sMRg3sbL yLagmmnbm
99LnB5gMNLOMZNL o Fgbadems 30MEN MBENS NYML godmAnbaMy
90L0 LeymMzxEMNBMANEB. BMZNYMYdn xaBMNYdYMBN 8MNsb, MMI
9oL BMMAL o v3MBHMMgdL Facebook-n, MMIgmnE 3xdomos

90bL Lbbgs 39360 LobHg3xd30 NBHYaMOENIBY. BMgngMmn sbY3Y
9993M09d7ens 3ghodmbs(398900L 08 MomEgbmonm (3s3. NbgBMMBoEN
030L 3gLobgd, Y 30LMB s MMENL gdmboom 3MaybngsiEny),
MHM3gembs3 9gMmM3z90L WhatsApp-0. 07 gosby39ho godmnygbmo
WhatsApp-0, HmammE gbogmobm 3gbnbsaMab Mme330s, 97ENMYOMI0
39939600 Bg8Mo IMEg3m LYJENOL 8xHedMbE]TgdNL Bgbebgd. sby3g
3MLYdMOL MOBEY6nTg 3oMadgBHn, MMIgmms bEmMo 3MBRBNZMaENY
9930e709mno. Y8603369mmmM3069L0., OYENEJOME FodmMmMm
»Jamaynb” LysmssmMngm gmgdgbhgdn o6, by dznMmy, AsHomm
WhatsApp-0b sbaemn osdogmyema bohMmabbdmmbpm 3Mmab bamgdgmzm
2bemgonb 116430 64 30x3MNB6N 86 YBMM gMdgemn sdngzMb
39LsMYANL - 980bz93000 O Y6 ZMYMN 3MENL godmynbgdnm,
MHm3gemnE 060b90s YLaBMmbm saNmsL (Bagomnmawm, mg3960
3oMmmmgdnb 3969359M8n). 0LH39 9YENENYOME YAZI69MN YLaBMMNbmydnb
399(hymodnb9d900 s 3908mB37m YLoRMmbmgdnL 3MEgdn. bbgbydymn
30Mad9hM9onL Android-ob hgmgambyonbsm3znb 3MbBNgyMs3NNL
98sMBHnzn bobymaddmzgsebgenm dggndennsom nb. o, iPhone-gdnbamznb

30 - 9. 019 03960 3gMLbMBIMN* > NbNBN, 300653 d65MIMYOM
3M01960353300L* 3M13MNYOYME IMobgbgb bLybgdymn
%96930960L 3M6xNgYMI300L, 3o3N6 3M P6cs dnnABnma WhatsApp-no
LgBLaBNYMN 3M3Y6033(300L N oM LOBYIMYdS, MMBIYJMLS
30mM696(h M0 odnx33Mo gbodnmmgds. Signal-o BonbiE MAYOS bLbgdymn
30Mb696¢hnM0 sdnxy3zMnm ghymonbydgdnb goEamab bayzgoabm
LOTYOMYOO oBMINBIMY YLoGMMbMgdab Bnbn Bagymnbbdgzn
30M389(HMgdnsb s 89hedmbs(399900L ©OE30L6.

ML NOY3NO) OITLOIM
8900YMoaN6J6J309I?

bH9dbhM0 ghymonbgdgdn dnMNMss 3xHOW VY(339MNd
(bLHOBIMBYN SMS-0 SYNBRMOZN3) O N30S0 YO NFBSL
30O Y39mMaRMnbamM3nL, M3 oM Y6 nymML 3BMdNMN
LEBdMBOEMIONLsNZNDL. Apple-nb iPhone-iPhone 8ghymdnbgdgdn
(36MoOngn, MmgmM3 iMessage-9d0) 3n sdngmMYanns sdMBYBhHYMaco,
093M08 0y LoydsMB3n AoMmymns sMo-iPhone-n, 83hymOn6xd900 sSMIMIS
JLogmMmbm. JLoBMNbMYdNLIMZNL Y3gmody 30Mans dMzgMamm
®99JLdyM Ighymodnb3090L BgdHYmMOnbgxdgdL Yzgmoxgmdy, MoE oMnb
bg6LOGHNYMN, 30MON s 3MB6RBNEI6E3NOMYMO.
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https://faq.whatsapp.com/general/chats/how-to-turn-on-and-turn-off-end-to-end-encrypted-backup
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dyomo boyydzgmo:

JLoxMnbmgdnb 3MMBNmgdnb s .Smgll;g?.:z:?@-)
39HyMab sbgMmaao 9mBymMoONgMOy00L 3mBaoddnb 6bgo

©339

MIOMAB IMIY MI3MBI6LIdILN
JLIBMObM RAXONLIM3NL
TELEGRAM, FACEBOOK MESSENGER
Jd6 VIBER?

dmangmon bymanbn, MmamMnEos Facebook Messenger o

Telegram, 330035dMdL 3bmenmMe sdMBxBHYMN TNRBIML, 0y

09396 893690100 (0o Bbmenme gMonn-gMmdg AsHhgdnbsmznL)
Asmmogzm 8sb, sbg MMB, 0LN6N 3fM BoMAMSZ9bL oMz 3MAY36L
LYBLOHNYMN 06 30MoN BxHYMANB670700L FoboE3mgmac,
8906LV3YNMYON), MMB3BNBIENNLIMNZNL. 67 9BMONM bLyBgdYn
06LEHMYB6HIOL, Y gabognMmmMadam sdMBYBHYMO dny3MAL
398myn6900, Maagsb LMYmna doMmBnzns bagymnbbdgan,

603090500 YLaGMNbm 3oModgHMdnL 9E3eMnL o3n0bygds. Viber-n
3(3b0YOL, MM 3300350MOL 3dMBYBHYM EIBNRZMIL, Y3, oM
8390007309 39L83MBAYOMS LsZYMMn MMM YJLaGMmbmydnL
033mMY3000909emn 333tMg30MgdnbLMZnL. Telegram-nb 3MMEMdo sbY39
3 godboMs byemdnbebzmadn bagsmm sywahnbamzgnb. 83939,
9Magamn 99L3gMb0 JndMOL, MMA Viber-ob sdnR3zMs (86 Telegram-nb
L,L3NEYIMM Agmn”) gbodenMo 8 8380YMBNMYdIL LHoboMAL s,
99LV003NLO, 3OAMYLLWIEMN NYML 3MIYBNZSENNLLMZNL, MMBgMNE
30MbB96(H M a8nB3MIL LagnMmmyol.

A3360 3MXJI3360 ©J
3M603I0IdN NYI63036 LL3Y
8930YMdN63630NL d3I3L -
MM3MMm ©333M68I6MO) NLNGN
RYAMO3NMOIMBE dbIRN d30N
A3360106 LO3MAIGN3VBNMP?

b3bsbob 3aNmMN 893L 3MAY356L YLOBMNbMYdSL s 3MIBMMAHL
dmMnb, 0yd3s, 83nMgw 89ho doennbbdgzs mnMb bybLohnyMo
3M3Y6030300L EoLB3830. IMYY3969 3oMan Bogsmamn mg3gbL
3MBHgHaoL. 0y ndyemgdoymo bsMmom godmnygbmm bbgs B 3gds
JLagMmnbm LNLHYIJON, 3oMZ3 FonsdMIM MY ML dIdMAO.
9moMngo bYBLNHNYM Mx8xddg NLIYLNSL. DMgngMon MMEBNdOENS
99Ladmms 0Y9690009L 9M LALHITSL LadMZsME s FgmMgL
bgadm3s69mmOsLMBB Fghow 3MBRBNIBENSMYM ENLIYLNYODY
AgonLom3NL. Mo MJds Y6, Yzgmasdg doMmHnzns, 0y Y39moxrgmn
ym3z9mm30b 93¢hM3HMa0 and0@Mmgos - sMaxzgmns gebablbybydgmo
36 boggngMogmn.

LS0gEBNYMME, s0MBgBHYMN odoB3MAL 83900, MMEMMNEdS

44 3009M9LORMNbMYdAL LobymMBdM3s6mMM

JLoBMNbMYdnL
0339 0bhgMbBy(H3n

x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

Signal-n, by Y@M 3M3YmMmaMmymo s 3m3b3sMgdgmdg dmMmagdymon
bgds - MM 0MaygMmn 301300 nBodYy, MMB NLNBN M ZseNNdYOYMNY
500MdNmM §60dg gemmosyMa dMbBsMgdnbsmznL. My Mgd39gbn
3amHBomMgdn o6 bbzs 3MBHOgHgon LadnMMydgb abdsMmyosl
3M336035300L 30MBYBHYMO odny3Mnb MYznddy, dogsmamoaco Signal-
99 390MM3030, 3odMYs3n0m MM oMb LubOYOIMME s obLYBNM
Mmoo 8608369mmm3960 mg3960 3MBY6035300L LEMBBIOME S(330.
MMEo Y39masb gbdnb 3603369mmds, sbaenn 330L AsBMAH3NMNZOL
Ms8¢9603g Byon y60s, bmenm godmynbgdnbob dghzgaob Medwnbndy
M9 dgLodems EsLENMEIL Mo sMos dbgmn Logdg.

IMLIBdMBL LL3Y 39MIFIOMIABN
J0MB6I60IMN LHNV3IMNL
9336N0LVMN3NL, MMBIT0Y
dJLYIbLIBIB J6H 3NBMXIN?

8380 Signal-n 01939 8608365MM35608 YLoBMNbMYdnL 3MEIdNL
(MMAmgdLLE NLNBN ,xboMcbmMYdnL MnEbzgoL” (Safety Numbers-b)
36m9096) 393mBEIgds. Signal-dn ybogMombmgdnb MoEbzgdnb
LOBBbOZOE s FgLdMBIYOMS FxandmNsm obbbom Mg3960 Agmn
3MBMHJH06, ssdnmo 3nb bobgmb mJ3z960 93Msbnb Mv38n S
As8mbgngom J398mm ,View Safety Number”-dg sbodgMmo. oy
093960 ybogMmnbmgdnb MnEbgn gdmbzgzs mg39bL 3MBHSIMHL,
d930dmnsm dMbndbman nb, Mmgmm3 ,898mMBIgdYMN” Ngn39
93M3607. 3obLLgYNMgdnm 3603369tmmM3360 YnMamads 8nsgdinmo
30B0367em YLoyMmNbmMYdab MNE3xOL o 8xe8MBIM™M 3MBHIIHIoN,
0y 800090 3gHYymOnbyos AgmaBn, MMB ;gd3g60 YLogMmbmgdab
MoEbgn dmEgdnm 3MBMHOIHsb 8g033ms. 0y Mg396 96 39MLMBsENL
bbgs B93Mmo LagnMmmgdm sbdsMmosL bLYBYOdYMN 39M3ByHMYONL
3MBx0gYM(30080, Signal-0 10300 3Ms338Mom bobomzggdmmm
8000090906b. 0y ny9gbgdm Signal-b, MMBJMNE BoMME gobnbnmmgods
9mabdoMgdgemdy IMMggonm Loy 39gbm MBENVE 8ghymMmonbxdgdnL
JLa@Mnbme 3ndME3MNLLMZNL S gMNN-gMNDY BoMYdNLOMZNL,
3RO Y9690 denngfMa 3060. 3odmnygbgm, by d;3nfMY,
993L0 30x8MO O 3O MINTY 33NMOE odMLLEBMN, MMaMMNESS
093960 030500900L MoMNMN. sdohgdncmn MAY3900LLMINL,

0y Mmgmm dmzgsbnbmo Signal-ob o WhatsApp-0b bEmMo
3MBx0aYMoEns, 8930dmnsm gogEdbmo nbbdh™mY3g6¢hgdab
LobgmMAdM3369mMMYdL, MMIZEnE MMNZgLONZNL 8)ndYdsgs EFF-3y
40133 NZ3NNLZOD MOZEVE3NL LubymBdMz6gMML” BaMamgodn.



https://support.signal.org/hc/en-us/articles/360007060632-What-is-a-safety-number-and-why-do-I-see-that-it-changed-
https://support.signal.org/hc/en-us/articles/360007060632-What-is-a-safety-number-and-why-do-I-see-that-it-changed-
https://ssd.eff.org/en/module/how-use-signal-android
https://ssd.eff.org/en/module/how-use-whatsapp-android
https://ssd.eff.org/en/module-categories/tool-guides
https://ssd.eff.org/en/module-categories/tool-guides

dysmn boxyydzgmo:

JLoxMnbmgdnb 3MMRNmYdnbL s mgbg?ﬁ;m::) ‘) JLoBMNbMYdnL x0d03Mo MHmgmM 0J39300,
39HyMab sbgMmaao 9mBymMoONgMOy00L 30090039602 © 0339 0bhgMbBy(H3n JLsyMnbmydnb (330 MmEs L8 VWIS
9mb6o(399900L 8960b30 -

o330

Agcnb 03930aL 3odmygx690s MxomyM badysMmadn

H9manmbob s33Ma30L, JuMomonb 86 3MBBNLISENNL
8900b393030 B0sbnL gdMY3nL dndBNM Ly3gNgLM
9g00mens 08 3xhymonby0gdab nbHMMnnb 8060838y
©8Y3069, MMIMY0nE 063bgds Mmg396L Hhgmgxmb38n. s30L
gm0 daMmHngn gdos Asmomo ,disappearing messages”-0
0J3960 MmM3sb0dE00L 339BIMN AYNgdnLLNZNL
Basbsgmabmm 39MLbmMBsN sLY39 oo39MbL NgN39 Lagymsfmn
3065000 AgmMg0nLsM3NL.

Signal-80 o bbgs 3m3ymasmym d9Hhymdnbyd900L
33035309080 8930deNNdm 83Yygbmon mm 8ghymonbgdgdnb
39LOgMMO - B30Mb3NEOH6 BYMYINL 86 LddMYONL
3mMbB3MaBhnmn Mo3bgn. bLbgbgdyma 3sMmadghn gbsdmmms
9mMggomn 0gbs 3odmanbsmy nbnznysmyMmn o6
3898300 Agmnsb. Agg60 YaMmogmabmonbsmzgnb gsbogdmmon
3063M0LOMZNL gMon 330Mab EsY9g690 YoMz MML
39dm93m yz9gmasx3mab Lagdnb 39MLAEN ymMBbLOMZNL s
509300MMYmMS, M gnbobsgm dghymodnbxd9gdL, MMImMIdn3
3M3LEMML EFNMJOSM, - BogMIB MMAMYdnE Bgbodemmys
399my96901mn 0g6sL MJ396L BnbssmBga dMBszaman.
3obbmM3zYm, Bgydmgdgemns Ndnb BM3oM3s, ME oM gog3o.

Signal-80 gobagMmmodn 3ghymdnb9d900L AsLsMMOZ5 gobLybnm
Agm0, ssgnmgm 30Mnb/FayRnL Lubymb, MMAYMMNOBS3
39930 Ahgon, ssgnmgom gobogdmmo dghymodnbgdgoL, snMhngom
MM s ssgnmMgo ok-L. ALEZLN 3oMadghn sMbLYdMAL
WhatsApp-30(3.

386Mm LyMoMdYM LobYsENYd3N, LusE 8MLYdMAL
39(hHymMoOnb900L Esyymbgdmng B53eab bugnMmmyds, Mogsb
dgLboademmo 30639L HmMgBRMB0 BMN3sMgL b goyadsezdbgm
89(hymonbg0s bbzs 30ML, sMLYB6NBS30s, MmMA Signal-o
39dm930m LEJYIYOSL Badommmm Fghymonb9ds F3BNL
36 303990 30MNLLAN Yzgamob HgmgnmMbnSb

9000 3ogdo360V6 LN LdsMNL ob3sgz3emMMOs3n dnbo
90MM Agmnsb Bodemno. Telegram-n 33ema3s(3
3m3Pemamyenns 3Msgsm J39ysbs8n 3nybgsgs dnbn
©530933M0L 37dMY3700Ls BLES3LO BY6JENOL godm,
MMIgennE LodYsmYdsL 8deg3L IMBbFOMYOYML Bodocmb
d9(hymonbg0900 yzgms s3sMshdn dgdmncgnL goMgady.

JLagMnbm 3MBYB6n3oEns s 8MBs(313700L dgbsbgo

30339M0, 019 MJ3960 MMZsbndOENs gaRMmgdYmns
39MLMBINL YLOYMNbMgdL godm nd 3M3YbngsEnnL
8909390, MM3gmnE 8gbademms AsBL oo HgmanmMbB9ddn,
080906 dm3mg Hondgmom gobogdmmon 8ghymonbgdgdnl
398my96905 LogzaMayME Y3oMHN3xLO S dognsb daMsn
MRBENSS.
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dysmn boxyydzgmo:

3MMRNmYdnbL s

9mBymMoONgMOy00L
©339

ybogMmmnbm
3M096035300 0O
9mb6o(399900L 8960b30

JLagMnbmydnb
39 hIM0b ©o6yMa3o

ML NOY3NO) IVMM VIMOIM
333940L 3NPIM-3IMIOBI?
IMLIOMAL J6MBI6OIMN
©HaNBV3MNL MBBNION?

©0bhsbEnyMo LLdLLbYMAL FohxdoLMOD g 3603369mmmze60s
339MbgL YLoBMNbMYdAL MGENs MJ3360 MMEBNdSENNL NN
3898300 30009M-B3M9xd0LOMZNL. L¥BBYbIMME, PMYNLEMZNL

3 0MLYOMOL N MBE3NYONL NN vMAY3360, MMBgmn3
050385YMBNEMYds Y3gmaygmb: 3mabdafmgdgmdg dmMmggdyman,
©s3LBMgMS PN MNEbaNL FbsMEIFYIMS O 3MMIOMMS300L
396930900, 5L739, 3dMBIBHYMN EITNRZMAL Y3nMHMoOm AsMmngo.

40 5005803658009 33%8900LOM3NL, Signal-0 8sgLNBsmyMaco
M93MB39600907m0 50MB7BHYMO EBNBRIMNL MPENY. F3IBIM 30009M-
BofMgddn Signal-dn dgbodmmmos AsgMmomb Mmagmm3 bBsMHBMBN, nby
3MmA3nyhgMo Signal-ob gLIHM30L 330m, MMTgmoE Nndeng3s 93MobaL
39005M700L FgLadEgOMMOLL. MYI3s, gobbmzgm, MmA Signal-nb
3898390 dgbodenmo dbmenme mgd3960 nbgon 3MBAHSIHIONL sToHYdo,
MmMImgonE 3339 0Y969096 Signal-L.

0 99900 bbzs MBENYOL, gMN 3EoHBMMBs, MMBYEBoE3 sbansbobL
©0083()0 30MBgBHNMN oBNB3MAL 3sMadgHin, sfab Jitsi Meet-n.
Jitsi Meet-0 6aMBmMa0039bL n6haMmByHhno BMBY3s3g 3300M S 30WIM
3MBRgMIBENNL oobyzghob, MMBgmLLE 8g9dmns n8domb
3300HMMNedY (100-8009 300030360) s oM bognMmmdL Mondg 83nL
As3mMBH30M35L 86 L3gENOMYM 3MmMaMadM YOMYDB3gYMRL.
3mbobndbsgzns, MMI 0y 0Yy)69dm 3606 BY6J3NL NN
3$898900L5M30L (15-20 vs3N86DY Fghn), doMnL boMabbn Ggbsdmmms
890(30M7L. Jitsi Meet-8n 89bzgMnb 8mbLbymds 393ndmnsm
3osbgngo meet.jit.si-Bg, AsBYMMO BgbzgMab 3M©n o
3o9d00Mmm bbYBYdYMN 63PN (PLoGMmbm sfbom, MmgmMoEss
Signal-0) 09396030L LobYM3geM IMBIBNENYIdL. 3dMBYBHYMN
0330933M0L 3odmMLoygbgdma nb. Jitsi-ob dngM 398yx3s3909e0

9L 300100190900. 30L3BNTBSZNY, MMB Y39 NBNZNEYSYMB
9mM3b3oM9xdgmMBs 15350 P60 v0dMJ3gEML 30MBYBHYMN TNRB3IMY,
Moo nb 839853007L. Jitsi-ob godmynbgdnLLL Ygd39moE 89sgnbgm
monobnb 899mbz93000 obLLbymMgd9xdn o godmnygbgm denngfn
39Mmmgd0 093960 BoMxONL EoLVE3835¢0.

0 50bn36Ymn MBENS odmMybsgasmns mg3qbn
mM3a60d33N0LOMZNL, gandmNsm gadmnygbmo 3m3ymasmymo
3MIYME0YN MRBENS, MmammMoEss Webex-n 86 Zoom-0 dmgdgcon
30mMB96(HMN odnR3Mno. Webex-8s conn bobno 898mnmm
30mMBy6(H M0 adnxy3My; MY 3o, bLYBIOYMN MBEN sMss AsMayemn
330MMOME s LodnMMYdL dMBsBnmgg0nL dngfM Webex-0b
Asdm@H3nMngob 8gbgzgoMmodn Ashmngnbomzgnb. Webex-ob :gd396L
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JLoyMonbmyonb
0339 0bhgMbBy(H3n

20d03YMo
JLsyMnbmydnb (330

3MmMBnmdY 50MB9BHYM0 3nxB3MNL MBENNL Bobomgds mg396
3600 3obbbom Webex-nb dbofMsdagMmnb 390Lo s 3gsbymmon

9L 30010098900, M0 YBMYB3gMYMm v0MBYBHYMO EsdnB3MAL
3MB3039Mo30s. 30MBIB6MHNMN 380R3M Y6 AsMomL Gbmemeo
89b3900M0L MMZsBNBsHMMBL. SbYm Fgdmnbzgzsdn dmgmn JgbzgwMs
096905 90MBBHYMo odnymMmymn. ;my Webex-n godmnygbgds
JLagMmnbm $3983yM0 d9b3300Mxd0L s 3MBRYMY6(3nxd0LOMINL,
3L939 99339 89733600 denngMn dsMmengdo mg3960
BoMx0nLsN3NL.

3M9Lod0n 6333hNYMN oBmMbIoyMxdNEI6 M39700L 89893 Zoom-

80 890098030 20M696(h1M0 o30x33M0b MR300 LonovMo
BoMYdaLaM3NL. Y., 30BN MAP3NS vMs AsMayemn
3300mMOMe, LugnMMYOL, MM BaMAL NBENOHMMBS BNddL Logymomn
3MmBnmo HgmgBmbob 6M3gML s NL 83To3wds Bbmmmo

00806, 0y y3z9ms IMbobnmyg AsgMmnzgds Zoom-nb aLIHM3NM

36 3MONMYMN 33N 33(3000 B3 BM3MAL v 3MaRNLY.
M3809bos3 dsMmBnzns, 898mbza300 8MLEMMN 3MBBNZYMSENNM
©030Y96mo bLybx0MN 30M1TgHMYdN, N13YBS dMOLOLYMIgMNY,
©39YMbmm Zoom-b, MMagmMME 30MB9BHYMN TNRBIMAL MEPENSL.
09939, 019 90Mb76(HMN adoR3Mo bagnMms o Zoom-0 mJ3z960
9MnvgMon senhgmbohngss, 893ndmnoc dgobMmyemmmo Zoom-nb
9000000906900 80L0 3M6RNZYMIB3NNLOMZNL. YJOMIMME 3YENIMNYIMS
8900mB3g0 6900LANYMN BoMN BYxdsdY, Momo JBMY63xMYmm
90L0 EBVFEZNMYONM dOMBYBHYMO BNB3Ms Zoom-nb g3MsbnL
39000 oMEbgHs 39mbgdn 863569 LOZYHDY OBI3Y6xd0M Y
L,0Mba6HMNL” godmMAnBnc odnx3MNL BY6JENNL gobB3MN3.

0b939 Y60 FY3900306M denngMa dsfMmenn Zoom-3dn 6300LBNgMN
89b390M0LsM3NL.

3oMv B93MbLYBgOYNn NBLAHMYBYBHYONL, Frontline Defenders-nb
909 89018939070 gb nsgMads yh3zgbgdL dBmMangMo 30gm BaMnb
0 3MbxraMyBENNL MBENYOL, MMBMYdNE, d3odMABNbaMg md3zg6nb
M0obL3ZNL 3MBHYJLAHNEOB, Bgbodemms 8603369emmMz060 nymMmL MJ3960
mMaabndsEn0LOMZNL.

019939, 9600 300B0TBEML, MMB B7dMbLYBYOYIN NBLAHMYTZ6HYONL
3MB3MaBHYmn 3m3mamymon 39630900 398omdL dbmenme
L3HFOBL3MMBHM IMOL PIBNRZMILMBD JMN. BOsTMNMI,
50MB96(M M0 adnR3MNL Asmmzs Zoom-3n Mn8o3L F39BIMO
©0b3yLNNL MMBbydL, 396%nLYMAL BgbadmgdMMOgOL . ,Jmaeydy”
AsBaMaL. Jitsi Meet-80 33389M0 ©0nLZYLNNL MMObgdL Bgydmns
3o3mMmML 8dMBYBHMN PIB0RZMNL BYBI 300, MoE NB393L
JLsBMNbMYdnb Ybgdmng gLyLHYOSL.


http://meet.jit.si
https://jitsi.org/e2ee-in-jitsi/
https://help.webex.com/en-us/nwh2wlx/Enable-End-to-End-Encryption-Using-End-to-End-Encryption-Session-Types
https://support.zoom.us/hc/en-us/articles/360048660871-End-to-end-E2EE-encryption-for-meetings
https://support.zoom.us/hc/en-us/articles/360048660871-End-to-end-E2EE-encryption-for-meetings
https://www.frontlinedefenders.org/en/resource-publication/guide-secure-group-chat-and-conferencing-tools
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07 30Mb96(MNM0 aB0R3M 3Mdd bagnMm mgd3zgbo MMmasbnds3nnL
80190 3m3YB6039(300LOMZNL odMANBMY Ng3960 MNLZgdNL
99%39L900LB, g30dmNsc odmMnygbmo badhMmobL3MMBM ML
©330933MN0 EIEYMO 33N 3d30900. dgobbm3zgm, MMB sdnyamMab
9mE93cmn Hndn bagnMmmgob, MM gbmomwgm byMznLNL
9096m9gdgmL, MmMgmMoEss Google-n Gmail-ou3nb, Microsoft-o Outlook/

Jman 5030300 b\)m3n b-? Exchange-;30b o6 Facebook-n Messenger-oy300, Maasb om (s
. y39masL, 30LM30LsE NEBMMASENNL odnoMgds Bgbodemms sndyemb
000) 899dmnsc mJ3960 3M3Y6035300L OBsb38/8MLAYH.. 303
9fMonbgm, boy3gMILM MBENYON PETMZNIOYMN NJBgds MJ396L
606089 9MLYOY LOBMNbYdY (BogONNE, Y 3M gbMdNM Google-b
96 017 983-0L dNnvzMMdL MJ3960 8ghmdge, 80806 Gmail-o0 oMo 3oMgn
MRBENY), MYd3s, M3g60dg 3M3YmaMmymn o dDMZsd Lubom
mgEno dmnEegL:
. Gmail-o (Google Workspace-om)
. Outlook-0 (Office 365-0m)
. 61 09690000 M7g3960 Lo3YymsMma Microsoft Exchange-ob
2N BMLOY 90769 d30 39 g
LYM39M0 MJ3960 MMBBNBSENNL JIN-BMLEAHNLOMZNL. 0Y
dbmo sbMYMYO; 03 MM, Y6 gowabznwgm Office
365-%9.
*  Google Hangouts-n
*  Slack-o
033LOIMN 3ILN6SIMN *  Microsoft Teams-o
(0629N03NPIIIMN I6 *  Mattermost-n
339VIMN) * Line-o
*  KaKao Talk-0
* Telegram-o
e Jitsi Meet-o
Google Meet-0
Hrihalnl Micrg:)soft Teams-0
3M6VIMIBGBNIJdN, YILNM Webex-n
09 30PIM BIMIBN .
GotoMeeting-0
Zoom-0
Google Drive-o
Microsoft Sharepoint-o
VINI6NL 33BNIMIdY Dropbox-0
Slack-0
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https://docs.microsoft.com/en-us/exchange/mailbox-migration/mailbox-migration
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836038369 VINIdNL
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839M©v 89(hymon690900L YhogMmbm godnoMgdnby, Bonmadnb
JLo@Mnbm godnsMgds bugsMoymMe BoMBMsa)bL mgzabn
mM3a60d33n0L YLaGMNbMYOnL 3938nL 3603369MMM336 BB
Ro0mYxdnL godnsMydnb My30900L YB9HaLMdS AsB87690MN
89(hymoO0690900L gogdegzbnb 83enngoEngddn o6 byM3znbydda,
MmM3mgoLby 8gbodemms 1339 0Y96500. o8NS, BONENJONL
3od03M90s Signal-ob badysmgdnm 3833605M0 MABENY, Y
39LagNMMYOM 3OMBIBHYMN odaGzMs. 1Y LahMbLIMMAHM
9M0L sdnxzMo bogdsMabny, Google Drive-nb 86 Microsoft
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SharePoint-0b 8godmygbgds dgbodenmos 3oMmgn sMAg3z960 nymb mg3960
mM3ob6nd33NNLOMZNDL. YOMIMME YIF39Ma IMabnbyo godnoMydnb
39Mod9(hHM9d0L LBEMMS 3MBBNZNME3NS NbY, MM 3MBIMyBYM
©M39396¢hdY 96 Logomamgdg B3omds Fbmemeo dgboygmnb

bagbb goshbgLb o BMY63gmysznm, MM bLbBydma byMznbdn
0530380M707m0 nymL 39MLMBsENL MMBEBNBSEFNYMN (S dMS
30M5000) 9e-BmbHNL SMMBNMYOMSH. 0y 8g30dmMNsm, s3Mdogngm
LYBLOHNYMO BINEJONL FodNMYOS JM-BMLBHOL EOBsMMNYONL

LobN 06 BNdNIYMa USB-900b bLydyomgdno. USB-9dnb dbgsgbn
9mMmBymMdNmMMOg0nL 3odmygbgds md3z960 MMaabndsEN0L BaMamyddn
9603369mM36500 DMAL LBdNBEM 3MMZMIBnb 0y JnMomdnL
3MO3MOSL, bmenm gen-3mbHNL ELBIM™NYODY Y sbsMmab bbgs
QMMIYOdY oyMEBMOS SLYLHYOL MJ3960 MMZsBNBSENNL BNBnbayMn
89(Hh93900L13Ob OE30L bYgdsbL.

200M900L 3oB00MYdnb MMga60d33NYMN dSeMm@gMbo@HN3900

0y 99900 B30eMg00L odNOMYdNL YLsBMMbM MBENSL
073960 mMasbnds3nnbamznb, MM3gmnE oMo YBYsmmo
90038y0m0 39hymOn690900L 3ogdozbnb 3emohBMMmIsdY (o6
d9Ladmms VBILYdYMN FoJ300 BINENL dMANL ndndn
000 M31n396Hhg0nL godnoMadnLLL), eBngMom
OnionShare-%9. OnionShare-0 65M3Ms396L MNs 3MENL
9gmbg nbLHMYIgBHL, MMBgNE LETYSIEYOSL Fodmg3zmn
JLORMNbME s S6MBNBYMIE Bosgdegbmm gosgdsezdbmom
69000b309M0 dBMB0L BangNN. NL FPYJoMOL, MMES 3oBade3dL
AsdmdznMonymn og3b 830 OnionShare-n (bgdnbab3zmadn
Mac-0b, Windows-0b o Linux-0b 3m3309hgMgdnbsmznb),
3H30M33L B30 (BonmgdL), MMIMNL godnsMgosE byML s
890986905 36035cmyMn 33Ym0. sbn36 N d3enn, MMB a3
d9Lsdmms godmygbgdymn ngbob dbmenmeo Tor Browser-dn,
99Ladmms gadNMYOYMN ngboL ghymodNbByd9dnL 670nLBNgMN
JLagMmnbm sMboom (Bogsmome, Signal-n) babyMzgm

000090 mvb. 399093 808mMYdL dgyndens gobLbbsb ddyma Tor
Browser-80 o Addmbh30MH0mb a0 (390eMgdn) bogymom
3M3309(HgM3n. gobbmM3zm, MM RONMJON SEYINS
dbmenme 089650, MY 8g0men, MMBMNNS3
3%03M70m 03Yb. Tor-0 YBRMM gHIMYMI© gobndaMmiHgods
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LabgmMAdM3z69mmML AMAEY36m LYJEnsdn ,8603369mMM3560",
03039, 09396L MMEsBNdEN3BN B3N YdNL BodnamMgdnL
900600;, gobbmzggo OnionShare-n, MmMamM3 USB-900m
mx30b3N ENEO B3nEJOnb JBMM YLoBMonbm godnsmMgdnb
SanH9Mmbohngs, My oM dyo3m bobm Cloud-nb 3MmMzsngMo.

09 09396L MMZebBdsE3NVL P339 8xdgbnemn vg3Lb 3sMmmemgdnl
©0L39MHAgMN, 650653Jd3MY LBbyEBIMZe6gEML 3sMmegdnb
LYJE0380 dMBgMNENNL FgLdddNLL, s nMAY3L Bitwarden-ob
3M90073 96 33989M 3MMBnmU, Bitwarden Send-ob BybJi30s
B5M3IM396L 30093 M MAPENSL B3NEJONL YJLaGBMnbm
39903M700L3NZNL. 3MBNBYMN BYB 300 LOTYSMYOSL ddemg3L
9m3bdoMydgmb 399abob YLogMobm d3xmgdn godnsMydym
JLsBMNbM Banmgddg 6xdnbAngMn BxHymonbydgdaL
JLagMmnbm sMboo (MmgmMoEss Signal-n). @anmab dmds
990my00ymns 100Mb-nm, M3, Bitwarden Send-0 badysegdsb
39dm930m 3n005m 03YMIOL 3obdsMHonmn NbBMMIdENY,
©30(3390 @3odN3MYONM RB3nNYOdg B3MBd SsMMMNM S
9900m0mm mg3960 d3xmab gobbbgodnL MaEbgn.


https://onionshare.org/
https://bitwarden.com/help/article/about-send/

ybogMmmnbm
3M096030300 O
9mb6o(399900L 8960b30

LogMobm 3M3Y60359(300 S 3MB5(399900L goBndMyxdd

o0 3dmocbm3zgom Lobm s0Mb9bh Mo Esdny3Mab 3Jmbg IghHymonbydgdnb bygMmznbob godmygbgodo
0793960 mMmgobndoEnabL bybbodoymn 3M3Y603o300LOM3ZNL (nEEgOMYM Fgdmb3z93080 30 -
9ogmo 3m3y603o3nnbom3zanl).

e OYNdgm Mmm 39MLMBsMAL o JoMmBbommMgdabomzab NBnb gobdoMbgdab, oy
MothmBos yLogyMmmbm 3MT3YbogoEns 98 boc 8603365mmM3060; 9L 8608369mmM3560; gL
39MY639mM3ymALb 93960 3nadnb BoMBohgoob.

0 (30030690 3Mmmnh030L BOMZ)d30, 011 MOBY6 bobb 37060bo3zm IJHYymMdnb69090L oo
Menb/0Y godmnygbgob mmgobadono 3m3Y6030300L ,,309MMONL” BN6J30L.

0  19MY639mys300 JoMNYdYMN 30M13)HMYO0L E3Y96900 JLoxmMmmbm 3M3Y603o3EnnL 0350630,
000 dmMnb:

*«  30Myb3gmysznm, MM 3ongmds 39MLMBoMAs BnogdEnmML YynMmmgds JLogMonbmgdnb
89(hymdnbg090L s, WhatsApp-0b godmygbg00b d98mb3z93080, ofM 365MIMML AgogdnL
obEMydnb d960b3v.

* 008 030bL godmynbg0nbL 3gdmb3z93090, LosE v0MBYBHYMN TNRZMO vMOd AdMmymn
330MmdmM (853. Zoom-n o6 Webex-n), 39My633mysgznm, Mm 8gbagggmab dm3bdoMydgmb
Aomoymo 3gmbegb dgLododnba 3oMadghMmgdn 63dnLANgMN doMNL b JgbzgMnb
006Y9008007.

o0 03960 mM3gob6ndo(300LOMNZNL ZodMNYx690 JMoYdg PORNI65dYMN gm-3mMmbEHL byMznbgodn,
MmgmMmogos Office 365-0 06 Gmail-a.

63930930000 nymo 3mbho ;93960 bLogymamn gen-BmMmLEAHNL byM3zgMmabocznb.

6y 900LE9d;m LOTYIMYOSL 39MLMBIML odmnygbmbL gen-BMLHNL 3nMan 3MMGNYd
LodLobyMaLsMZNL.

o bdnMog JgobLybgc MMmZob0dIENAL $3RYM FJHYMO0690690006 (o FYHOaMb393x0MN6
0003933005090 JboBMNbMxdnb snoMxdymn 3g0mEn3o.

« 03MEI 306 3MNL hoMoyyemo $39RBYM dgbHymonbg0908n, Axcnd30 s JE-BMLHNM
9ndmbyModn.
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MmamM nd39300),
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9mb6o(3999000L nLIRMANbME d960b30

LOIMYoMdgM LOdMZOEMYdMN30 MMZI6NBIENYONL
999(haLbMONLOM3NL, gMn-gMonn Y3603369cM3569L0
8°0006Y39Hnmgds9, Lo 89nbobmL Logymamo
9mb6o(399900.

L,98MM YLOGMNbms” IMBOE)F70nL Fgbsbgzy 39MLMBLMAL
3M3309HgM9d8n, sanmmomng byMzgMmdY, gafg 8gLobab
9mBymdnmMOg0dg 0y Jemaydg? bohysngodnb 99 3MmEgbhdn
395MHn39L0 O BoJLNTIEYMIE YLOGRMNbM MB3n0d FMBOEYBN
8960b30 LabM EALAHIBENYM (Jmsy-) LY (39390380. SENdSM

Y39madg hn3yMmo 89g0mmnmgdn dmnEa3Lb Microsoft 365-b s Google
Drive-b. 0bhobEnymo boEsznb ymzgenbdmaE3gmn 3gadnb goMydy
LagsMOYMY, MMB MJ3960 MMmEIB6NB3NNL BMB(393700 NBsbgds
LbgoELLb3s vEENMYd3n - Fsm BMMNL, 3gMLMBINL 3MB30YHgM9d3n,

Jmayndg 8mdydagg bgmdnbebzoman (bsbwobsb

3933bmM) 3MBS39008 LY(330L odMAYHD osdoMbngs

(00 3BMM JLaGMmnbm gobows) 3bmzMaods sMagMmon
M9LYMLYOTN FgdMYYN bodmJsmagm Ladmgascmyomngn
mM3a60d33N0LYMZNL. L¥BBYbMM, d93M0 FIMIE 3NEIMAOL
890LMYMML 3MLHNL BPYBI3NS Logymomon bgMzgMxdnbomznb
09(-693m90000 370N IT-00759HN0), 39MLMBIMNO S
dbsmodgmoom. 2021 6.83MHI0 smB0B6mMN MMasbnds3n MmN
063MsbHMYIHYMOL bagMmmnby MgsenyMo gobs somdnm
30b0 MMZeBNDBSE3NNLBMZNL FNgEb BbMGNMBn,

MmEo AnbgmnL 8;o3MMOsLMSL s 3o3d0MYdYmMas
omMmMHIMJOgms $39R3s Hafnium-8s mabym 3ohobHMmMAR
3mmoOsMyYMo 3009MYLOBMNbMYONLOMZNL, BIMNBYM Mo
890930 M300-3mb(y Microsoft Exchange-nb byfMggMmgody.
89(Hh930LLL ohabngmn ngbs sEaNEMAMNZN LMm3zxMIoN,
3353 LodPsgds BbES 3039MIOL BngmMm B3mMad

50 3009M9LORMNbMYdAL LobymMBdM3s6mMM

3oM9 8YoM c0nL3ZY0OdY s MBEY60TY daNMMOMNZ LyM39MdIS 30.
Y39 03 IMBYmMANngmmdsdn 8mBs3990s OE3s 30 Fgbodemgdgmne,
0903M18 39(ho MYy 380L BoMBOHYOYMIO 3939001908 VNN
bafmznb o IT-0b 39MLMBINL oJnMO39dnL goMady.

093960 8mbo(399900L FgLubsbo bgMznLAL 6 NBLAHMYTgBHNL
99MA30LLL, YOMYB39MYs300), MMB gbMOMEYc oo 396 Bamad
3M335600L 86 F39RL. 3u3a™Nc dngdLL s FNBMYMN YvoRMNbmdnb
99L39MH0N6 Fg8MBEIYOSL Bgbadmms NN gozmabs 3dmbwgb
093960L d0gM 3mHa630YM0 (Hgd. dMBBM©IOMNL LobommdnL
©00396007. Me3n6037 3nmbzy, MMIgennE Y6 obbmzgm, IMnEegL:
bm3d oM Ynnasb o6 sdnsM9dgb mg396L 3nMso 8mMBsEg390L? goohbnam
900 39Lox3gMOLN YLOYMMbMYdNL MaLYMLYdN 86 39MLMbINN?
38MY639mymB96 nLNbN YLoBMNbMYdnb BY6J(ENYOL (Bsgsmnmsco, 2Fa-
0) 033960 3MMBOMAL 333080 MYJ3906L PLbIdMYOMI?

9mb63(39900 3960b30 S LOIMJoMIJMm LIBDMZOE MBS

9m-gmbHNL MMBIBNBIENYM 3MMGBNENgddY, Bmgbnbam
©0335(hx0000 LodNIBM 3MMaMINL NBLEHSMSENS BLblgM3mNL
LYM39MIODY s AP LOLHYTYOTN S LadmeMm
9m93m390060m LbLOGHNYMN B3M65(393900. 3539MMONL
3oLogaMmMYd0L 8980098, Lobsd Microsoft-no godmag39ybgds
3965bg00L O F30NMYOx0L 3MbBENYMO Bnd(H(390eMgdNL
00096(h0RNENMIONL s BMENmYdnL gLsbyd, dMmogomn
mMgsabndoEnnb IT-8 39M ndMYB39etmym bLybydymo
396bydnb M3gMadhnyma 3odmygbgds, MedsiE nbnbo
00333390 EshM3s bobgMdmnzn Mmmno. sebndbymn
3MOsMyMn 3839MMONL B3MEMd0 O ogzmgbs
330hA39690L LogmMmbgL N3 3sMHNYdNLOMZNL. MMBMdN3
053500 dLMYMYOg6 3MLEHNL MMENL L ZYNsMmn Je-BmbHNL
LYM39M9xdNLY s Lb3s Hn3nb LybLnhnyMo dMBs399900LM30L
3009MLaBMnbmgdab 39MLbMBsBn 8603369mMM3560
0639LMH0ENYONL.


https://www.bleepingcomputer.com/news/security/norway-parliament-data-stolen-in-microsoft-exchange-attack/
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073960 3m3309HaMmab LodNBM 3MMagMadnbLgeb s BndalyMn
J9MoM0OnLLZED L33 MY396L BngM yzgms FoMmgdymn

dm3nb 300g0nL dgdmnbgzg30803 30 8993mM3aMBs BghMJgd dsnb3
d9Lsdmms gohgbmb mgdzgbo 3MB3nydHaMn o6 vanMMOMngn byMzgMoa.
800030L goEnmadncm Moymons dohgbmb Google-ob o6 Microsoft-ob
JLa@MNbMYdNL OE30L LNLHYBYdN. 3oMF JeoYE-LoEYZ 3MI3b6nxdL
8o9hbNY 89900Mxdgmn YLaGMMbmyonb MgbMLYdN s 8YsMn d0BBYL-
LAHNTY PYOMYPYB3gYML LogyMaMmn FMIbISMgOMNL PYLoGBMMbMAd..
9mg3maoo: bubm Jmay-LsEsegznL bHMmohagns goENmgdnm

9oMm“Hngno LOMIINBIENME S YLOBMNbMYONL PLLVEVZ MMNL
bsbgMdmngn 39Mnm©nbL gob3o3cmmdsdn. 99330Ma, Lagymaman
LYM39MOL YLOBRMNbMYONL B300gIMADY BaM3NYMMONL BoEzma©
8930dmnsm 3MBEgbhHMENs msbwnbma Mog yBmm dombng
39ME860%7. m7g3960 n6xMMISEnNL BsbNznL Jmoydy d9bsbgo
39b3sMgdsm Mng baymzgmmom MNbL3YdmMsb 3ndoMmgxdsdn. aMmAy
30689L 3m33nyhgmn MYLHMMOB3N 06 HYMIBMBN v3HMOYLAN?
3900050MY6s 0538380 dnds 63960 MJ396L 3303 H MDY O

399x3yds 733960 IMBYMONMMOS? 3onhbs Msbs33MMAgENL LadNSbM
3MmgMods o bagnmms dnbo 3M33nyhHamMmab Bodmms s BmMmMIshHnMyds?
09 ©M3n396(h0nL s MBs339900L PBgHaLMOS JemoydY NBabydy,
doMmBHngno Bomn bgemobms LnbgMmMBNBSENS 3obdxbne o6 MmN
sbog 3M33nyHoMmdY. vLY3g, MY LadNVBbM dMmMaMyds smBy3L
3M330(HaM3An 86 0y JyMeon 3mobgbL 8ysmMn nb3NLb L3BNMYdLL,
3M3x39M0 096908 dMba3sMn, My M3396Hha0nL PBHLMODY B3OMBS
0MandMno beogde.
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mM0 Yz9modg 3m3ymoMmyemn Jenoyc-bogogns Google Workspace-n
(o007 GSuite-n) o Microsoft 365-0. 7y 3396 o Mg3960 39MLbMBsgn
3339 04969000 Gmail-b, MmJ3960 MMELBNDBLENNL Google Workspace-

0b 30mBgbho MYgnLBHMmOENs o AMbsE)3900L 8gbsbzs Google
Drive-80 80b0 LB 3YNIMN 33N 33(3090n0 Google Docs-0, Sheets-0 o
Slides-0 hggLdhb MYsIHnMgdnL, 3bMnmmgdab o 3MIdIBMHIENYONL
9mMLYBABSYOMS LMYMNIE gMBNZMYMNY. SB3MBNYM, Y
bafMo MM3gabndoEns, MMIgMNE odM3ngdYmns Excel-dg o
Word-dg, 8sfmngn oMAg3s60s gobgo Microsoft 365-0b gedmabgmo,
MmMIgennE :g396L MMEabndIENSL 860350L B3MBsL Outlook-dg
9e-g3mLHNLLNZNL o Microsoft Word-nb, Excel-ob, Powerpoint-ob o
Teams-0 m0396d90Mgdym 39MLNYODY. Fnbgszsa MmJ396L dngMm
3MmM3009M0L 0MARY3360LY, BMBS(399900L PLsGIMMbMe 8xbobzs
Jenoydg LagnmMmgoL godnsMadnL smnoMgdyemn 3sMadghmgdab
M90Nd3ENSL s 39MLMBsNL HFMYBNBZL, Mams Bob gJLdmMEL, 0y
Mmagmm o MMENL 3osdNsMMUL (s oM goodnaMML) bodomamggdn s
©M39396(h900. DM3sas©, MJ396L Jemoyw-LboEe3d0 PBES ov3gmmMo
LAJOMBMEY700, M3 DMYL3L B3MBsL Bbmeme 39MLMBsmn;,
MmM3ganbs3 nb gLognmmgds 3MBIMIHIM BoNMYdd] B3MINLOMZNL.
M93nmoMYmo© 8958mB3gom mg3960 LobHYTS, Macs MBI,
Mm3 090009 o©" 9fM 3BN3MYOM MMIJeNNTg Bonmb (MMEMMNESS
36039MbseM0 03YMOL FodNdMYONL AdMMZs BonegdnLN3ZNL,
MmMImMg0nE 6533 930Ls FgdMYYMN Y6 nymb Bbmenmeo
380096037 30030060m).
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0ymbL om0 8MBs(399900L LoEVZV sMAg3s. bLYBYdYMN MAbZN
99LadmMs YRMM Bamaemn nymb, 0y Mg3960 Bghmdg, BogomMNNs,
899M 5010 3H(Hg00L Nd3MMAVY, MYBEY, FSENION EIOSMNY,
0y 093960 39hmgg o3hmModoMmyma MYgndns. gobbmgzgpgm, MmI
MmgmmE3 Google-b, nbg Microsoft-b goohbns 3mmndngs Mbs(398900L
9bmenmeo 85806 3os(3990L Fgbabgod, MmEs dbY IMJ3930 3obMBom
9390900 8 3MN3MYOL, MM 13960 MMZabNdOENS dgbodenmy
053000 nYymMmb dMBY3zman mgd3q60 Lszymsmn dmozmMmdnb Ngn3g
bsLN3MNL 306MBNgMN BMmbmzbgdnL ndsMmm, 0y vbgbL
9mMb65(300900L 3mbHNBEL vZgNMOMNZ. LodYSENJdTN, MMES
Google-nb o6 Microsoft-ob Jemoyc-bsEegn 0dMLYS IMZmMadymn mg3960
mM3a60d3300LOMZNL, oLOMZamMNLBNBgOgMN seNHgMBOtNZos
Keybase-n. Keybase-ob @969300 ,teams”-0 LodYoeMgosL vdemy3L
093960L MM3abndENL gosdnoMmL Banmgdn s 8xhHymonbyogdnl
30MB96(M M0 a80R3MNL 3odmynbg00m PLaGMMbM Jemoyco-
3oMydm3n gLody dboMab 3MM3ZnYMNL BEMdNL goMady. 3gIzow,
0b 8gbadmms EM3Y3I6HIONL S Bonegdnb MMEBNDBS(30030
JLagMmnbme F96sb30L 3oMan MBENd nymL. MYd3o, Keybase-n
6039000 36MONNs dM3bAsMYdMNL YBMIZ3eMaLMONLLNZNL,
80009690, 1E3MEYM, MMA bLybgdymn nbLAHMYIYBHNL Bnmgds
LagsmMoyme 39 HMB06aL O dogNbbB93sL BmnmbmzL, 3nwMg
bbgo ¥93mbLYBYOYMN FoOBY3gHION. 833 35M3, MY oWSBY3aHN
03mgddgomMo ©3dMY3Z00IOMIE s 3M odMnygbmo Jmoyco-

LsEv30, 8603369mMM35600, MMB EOO3BEM™M MM s MabYMLYdN
093960 3mBYMONMO700L F0RMYEN ©OE30L dodNgMYOsdn
3BM1Y639mMYymMo Yzgmo sanmmdmngn byM3xMnL FoMcgdYm©
3MBB3039Mo309, 880x13M s 30dNIYMO YLogMmbmads. Fgandmosm
93MBM3BNY goo39Mm Ymzamm3znymn godmBymnbL LogsbyMmdy, MY B,
9L 0g396L MMBBNBIENVL 39MLMBIMNL MM s MYLYMLYdSC,
31939, 39h93900L1BN FY() BMBYFWIPMOSE EIYFWVIOS.

9M69B33J6NL LIdYRNMIdY

907b90s3500 0180LY NBObOZL MY vMs MJ3960 MMZBNBOENS FMBYE)TgOL
30d03YM IMBYMONMYd5080 0y Jemoydy, 86n03369mmzsb0s
LEMYBIMZM SLENNL BEMOL. gabbMzm, MMB MY gbmonm dxbsbgzol
80d03YM IMBYMONEMA3n, Logdsme dsfMmbngns mg3zgbLb dMbBsE)3g0dg
6300M3NL s3aMa3s. BgLadmms Yogs 833939 MJ396L 3M33nyhgMmdy
00 gosb3gyMmo 8ysfn nbgn. 39MLMBamMNL 3M33nyhaMgddg
99Lodmmy 3mMbgb 3039MYen 39HI3s © Y39MMNS 30030MMOMNZ BONN
99Lodmms denMnMyoYen 0g6sL godmadomzggamnn 3MmgMadnon.
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99Lodmmy Es30MYLEIL, INIOMEML 86 BMN3sMMB. Macs-b gooAbno
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9Moo; Windows-nb 3mBymonmmodgonbsmgnb, File History-0
8035dMdm 8LZE3L BY6JENMBOU. iPhone-gdL s Android-9dL dgndemny
33hmM3sdhMoco 89986sL P8603369mmM3569LN 3MBHIBHNL SLEMN
Jmondg, 0y 0L AsMoYmNs 193960 HIIRMBNL 30MOBYHMYONWOL.
0y 093960 MM3abndsEns 0YygbgdL Jmaey-bsEszL (MmammoEss

Google Drive-n), Google-ob 638¢n0b 86 mg3960 8mbBs393700L v30MNYmN
39650039M900L ML LOZTIME EIOIMNY, 1YY, 3N3BYMN F3EMIS
(MmammnEss 3603369mmmM3sb60 Banemgdnb 8gdmbzggznm Badmes) 3onb3
99Lodmyogmns. Fgbodmms mnMgodymn nymb Backupify-ob o6 SpinOne
Backup-0b 8bgogbn Jemsy-MxdgM30L gowobyzghgonb dgbbogme. oy
9mbs(390900 nbobgds daNMMAMNg LYM3xMBY /8B sgNEIMOMNZ
9mBYmMOnmMM0O9d30n, yLogMmmbm MgdgMmzn 3093 BMm 3603369mm3z560
b90s. 893ndmnsm dmMobnbmm mgd3zgbn mMazsbndsinab dmbBsE)dgdnlb
LaMYBdYM3M SLENNL Bgg8Bs gofg YoM NLIDY, MYT(3s, VPENIYOMVE
©a30g3Mgon bLybydYMN dYsMmn abgn demngMmn dsMmenno. Time
Machine-b 89dm0ns ©EsdngBMML Mg3960 dYsMn NL3IYON 36 MY396
8930dmNom godmMmnygbmo sdngzmab bobom nbLhHMYB6Hgdn

90y 8ysmo nbZNLbM3NL, MmagmMnEss VeraCrypt-o ob BitLocker-n.
99300 39nbsbgm 6300LBn M LaMgdgM3zm dMBYMAINEIMOYdN
bbgs 3MBymMONEMOYONLSZS6 O B3NEYONLSZSD OBEVM 39390
3003nmdY. 3abbmzwam, MM babdoMmn 3650031MYOL MMamME Mg396L
3M3309h9MgodL, nbg oo LaMgxdgM3m LLdYsMxdg0L, MMAMIdNE
LOYMIME 3fM VaNMYBYM3IONM. PRNIMNM SLENNL BogdLndsmyMo
JLogMmnbm 3anMOL 8g6sbzedyg, MmammnEss LYNEBNL Loydmdatm
yyoo.

336033562 0y 0496900 Jemoy-3Mm3sngMmLb J33Yys6030,
LaYE IMJ890gdL IMBOEYFMS M IsNdSENNL L3gENSMYMN
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0030MMN050, Jeoyn-boEe3nNL vM1gMmn 3Mm3snaMn, oo AMMAL,
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mMgsbnds30900LONZNL. Google-nb ..33935M09LgdYMM0
005(330L 3MM3MOd" o Microsoft’s AccountGuard-o
IBMM 8H3039 JLOBMHNbMYOSL LMVZDMOL Mg3960
mM3gobndoE0NL Jenoyw-3MMBNMIOL s ggbdoMgodom
3030630L s 3MMBNMOL goHhabob deENOd3NMONL
0603369mm3bsc0 39330M70030. 0y 8ngoRbnoo),

Mm3 :gd3960 MM3gsbndIEN YBRMYOsdMLNENS
©0306hgMaLYOYMNs MJ3960 MMEsbNdIENNL gfm-

9Mo bdgdsdn AsMngno, 16309m dxAMbLYBYOY™
300339M70L 06 oy3e38nfMonm cyberhandbook@ndi.
org 899c3mMan sabdsMmgdnbsmznb.

o 89060bgm LybLOHNYMO AMBOE373g00 dbMeME bLabm Jmoy-bogaznb byMmznban.

«  30MYb3gmysgznm, MM 6500L3NgM V33380MJOYM 3MMBNENL, MMIgmnE godmnygbgoo
060867 LyM30LDdY 630MBNLOMZNL, gooRbgb denngMmn 3oMmenn o 2FA-n.

0  3973mMneyo S 3MaLMYMYN 3memadng3s, MM 370DMYEML odBNoMxdabL 3oMadxhMmgdn

Jomonnb goMmamyddo.

«  360M3MYo Bogemo 39MLbMBaENL HMYBnban BoLDY, My MMmamM nbs dmbrogL
M3193896h900L FoMMx0xmMAN godNoMYds (s 3MO BYAghHo godnoMYd).

o 01 93960 MMZa60D300 Zoo6Y39hL I7060bML AMB(399500 dgNMMMOMNZd, goLBNgM
bofMzn 33smaxgnEymo IT-ab 39MbMBsMabsM3ab.

o0 LogMmmnbme F)nbobym 3960 dMbs(393900L MYDYM3Z0 - EIBNRMY boMydgMm3zm BdysMma
©nb3g0n 56 bb3zs boMydgMmzm dMBYmMoONMdYON.
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9mM3bdoMydmnbL Lobgndn s 3sMmmegdn, MMIMYOLYE AsbgMmon
390LonMHBY, M©J3960 3MLEHYON bmENoEYM 9Ns8n 06 3MBIMYBHY
3MbhdLbhgddn 08 390339MIONL LBbYMad9dL Asnzmno,
MmMImgoLoE 9639300 - 36MONLAMYZaMY MNZ3ennL bg30L sMYamb
9nmdo. 3MB3MaBn 330M©Y0DY 0y 8370d9 !MJ3960 B30MBNL

oM 3nMyds o6 89dMY30 9LY39 Loymzgmmasm JxdRMngdnL
Lagebna. bLgbBgdYMn MM 3MMOMYds - NbHMBYHB0 MZoENZan
s 06()9MBYH-(396d9M0 - AdnMmM 30380MTNs, bmenm dsmn gogmgbnb
89930M900L bhMsHgangdn dbgsgLns.
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HTTPS-0L 398MYI6I06

0g3960 8gHmgdab 3ngf 0g3960 MMgobadsEnnb MBEonb 3MBHMmMEAL
365M0L 39dMY30L396 dndaMmmymn n86nd3z69mm365L0 BadngNS NB
06gmM3s300L 3nb0dNdsENY, MMBgmnE bgmdnbebzwmans mgdzgbo
s M33960 3my3900L NbHIMBY(H-0gHn3MOgdNL Bgbobgd. 39sd
©3MB3YB6Nm, MM P30330MEYd0M 390339M©OIOL YLogMmbmeo:
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08 390339M700b s 339M©IdNL MYg330D0HY0N, MMBEYdLLE
96393000. 3060867 603b6s3L, MMAB (1) 6ydnbANgM 3039ML MJ396L
4LamB0, (2) ®93960 JugENbL 8EINBALAHMIBHMMU, (3) ng3906L ISP-L

s 6900L3NgM MMBSBML, MMBYELYE GLademmMs goydnoMmmb Bub
9mbBs(300900 (8380mMNMd, LudmvzmMmom Y6ygdgdn), (4) 0d 3zgMNL
ISP-0, MM3genba3 g396L 9639300 o 6930LBNgMO MMBEBNdIENY,
MMIgenbs3 dgbodemes goyndnaMmmb Gub 8mbBo3g89d0 o, Mo MJds Ybey,
(5) 300 3903839600, MM3gMmLLE 9639300, Y39 FomaabL goshbns
B300M3s LB 3IsME 3MEIM, 3MBHIBENYMa LYBLNHNYM NBERMMBSENSDY.
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3MM33009M70mM3b s bb3s vanMMOMn3 nbhaMb -
063MsbLHMYIHYMLMS6 FNT3MMYdTN, Mams byenn 8gndammmb
(39399 3060mM369090L o badmgomagm bodmaowmgdab
389%390L 06¢hgMbghno NbBMMBSENsdY B300MB3B0. dDmgngMm
8900b3g93080, n6haMBHnL bLYBYOYMN BY39gHho 3ndBS
0bobogLb boggzebdm 3MIYBn3s3nnL s NBEEMMBoENNL
39003M700L 3MHRMMIZOnL, Foo BmMnL, bmEnsmyMn
09900000b o sbon 330700L 339MEIONL gRBgMbadSL.
0030mMN030, bodbgmm owsdHMmnomgdncm gedmbzgymn
3MmbHLHOL 30LYb 3NdH3SL LBBbyMM PBYOSD YOMdsbs
9monym Mm3gMatmMgdL coMmmgdnm gedmgMmom dmonyMn
9mMb6s(399900L g Jugen J3gysbodn. gb dmbeos Facebook-
80, Twitter-8n o Instagram-8n yg3mMm 3g¢Ho 80dBbmoOMngn
0eM3nMadncsb dmzmyg bobdn. goMws nbhgMbyhdg B3comadnlL
00 390339M700L dENMINMYONLY, MV3MMOYON s bbgo
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IBMmM 3gHho 63MIv Lomzgsmmgammm Hgdbmemmansh
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3680MN3NL M3B3bBs, Y3ebwnb FmozmMmMosd 3oMmbbnmMyma
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0030L9BmMxdsdg bLYBYOYMN 39H93900L BdSMEN bnbBnMy
badL bodL YLZLBL, M3BYBs 86n8369mMZsbNd Lodmdsmagm
LIBMZIMYdNL F31993900L3NZNL YLIM©IN NbHgMBYHBN
9780md0nL MOLZN s 89ndYTomb 39adg0n oL, My MmMamM
9mMobnbmb s3e3dnMyds, Mm3s 3038nMn 8gBgMbgdymno.
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3MMEnb, 0Modg, s3], ¥dmg3zL 3MHI630YM BxH™MIIL BYLEH BaMAIMPEIBsL, MOL Bgndmgds 8390190 IM 86 M1dg dgndmgds BngMMOWIO.
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https://learn.totem-project.org/assets/courseware/v1/611bbb851ee6a4ec08cb5d9804db7b05/asset-v1:Totem+TP_IP_001+2018+type%40asset+block/en_howtheinternetworks.pdf
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RS 9mbo(399900L 8965bz0

HTTPS-0b (,5"-0 906086030 003(39tmbL) 388mMyq690s 3nmnbbBmdL, MMB Esd0R3MS 3x8amdL. 3tbndBYMN 3:d30dMOM ZoEnMMgdonm 37 dE3VL.
9meno 360bmo MmMmagmM godmnyynMgds 0ModNban HTTPS-0m (0gn39 8nR3MY) :

3mgdymns Totem Project-0b .Mmame 333smob nbhgMmbadn” (CC-BY-NC-SA)
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dysmn boxyydzgmo:
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9mBymMoONgMOy00L
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JLogmMnbm
3M396030300 O
9mbBo398900L dgbobgs

JLoxMnbmgdnb
39 hyMb ©s69M33s

HTTPS-0b 8385m00LLL, 3mHhabEnyM 8ghmdaL smoM dgydemns

093960 3oMmMennb 0y 08 bbgs LYBLNHNYMN NBBMMBSENNL OBsbZy,
MmM3gennE 3gbodenmo goodnsmmo 390339M©DY. MYFEY, Boc 3snb3
899dmnsm 63bmb MM MIgHL (539N, News.com-n)
96393000. s 807bgo390 Ndnbs, MM HTTPS-0 sLY39 PIB0GRMOZL
06mMM3s(300L 390339MENL BoMagmxddn 3Mb3MIMHMN 339MEIONL
99Lobad (BogomMnms, website.com/protests-n), MMBgmbLOE 9639300,
9obgnmambngm 3ghmdgab o063 8gndmns bLYbYOYMN NbBMMISENNL
©360b30 MJ3960 06hgMbaH-HMoRn3nL gosbggznb gdno. HTTPS-0b
9930m0onLLL, ghmJdgd Bgbodenms nEmEL, MMB3 Mgd396 96393000 news.
com-b, 0yd3s, 3oL oM 8xgdemgds Babmb Mg3960 3oMmmenn s FnbmznL
I8MM MHoYmn 0g690s (1330, oM 3gydengdgmn) Bobmb, MM
335(MNYMYd0 NbRMMBs300L 3MMBaLAHNL BgLobgd (88 3MBIMYBHYM
0039mM0030n). 9b 3603369cMM3960 gobLb33g0ss. 390339MWdY
8900b3mMsdY 06 LYBLNBHNYMO NBBMMBSENNL AsBYMIBY

0990000 8908MB3gm, MM3 HTTPS-0 33omoL. sby3g dggndmns
399mnygbmor HTTPS Everywhere-ab 6609960l gogsMmanmgds,

Momo PdMY639gmymo, MMB 87csd nygBgdo HTTPS-L 86, 7y nygbgdcn

nbogMmnbmgonb
03339 N6hgMByH3n

x0d03Mo
JLOBMNbMYdNL (330

MmamM nd39300),
MmEs L8 VWIS

Firefox-b, AoMogo HTTPS gmagmoma Mgg0da 0Moyd9M30.

01 300090 gogMmbnmgds mg3960 dModIMNESB, MM 390339MwN
dgLadmms oM nymML YLoBMnbm, 6 YgnmgdgmymEm dsL.

M30oE 3Mod LBMMS. gb Bgbodemo nymb BLYOY0 - FogIMNN3©
390839M0b yLagmMmbmadnb byMdHnxnlsdhnb 3oL gobgms - o6
390339Mc0 dgbadems nymb dmMMEAHN gobdMabznm godhgboemn

36 goysmogoynmon. MmgmME3 of 16 nymbL, 8608369mm3zabns
YuMa00mqds 8033930M0 goRMmmnboemgdsh s smsM 8930090
390339Md9. HTTPS-0 38603369mmmM3569LNS O sdnBMYn DNS-0
5MY639YMBL 3oM3ZIYW ©E3THION0 WV(EZOL NFSWNZSNL S
390839M0b demm3nMgdnbLgseb, MmY3Ey, MY MmJ3960 MMZsbNdIENS
99083Mm9dPmMns 0J396L MBEONb LogdnobMOsdY dndsBINTsMMYN
0350MN33MNb 3odm s gobnENL d303M MBsnb 336dyMsb
(HmammMnEss 390339M700L o 33900L deM3nMgds), Bgbadmmy,
3LYMIc Labm 3nMbYsmmIM 3MBRBNEIBENSETYMN Juganab (VPN-0)
8o8mynbgodo.

0330a3Myen DNS-ab godmy9650o

0y 3L goyMnymmo (MR, dMs 3xYdengdgmn dobsmMo)
ISP-030b 08 390339MNL gH3MadnL dghymos, MmMIgmby3
963090, 8930dns0 3odmnygbmo odngmymn DNS-0.

0y 3anbdgMmgbgdm, DNS-0 603613L MIg60L PLLsbgmMgdalL
LOLAHYISL. MgaYM, Juds NbHMBYHNL HymMgBMbNL
6m3My0nL Bngbo3n, MMIgNE 3oMsddbnb vsdnsbnbomznb
9mboObgMbgogm EMBgBNL ELLEbYMYdYOL (Bogsemnmyco, ndi.
org) JLgeobsmznL IMLsbgMbgdgem NbhHgMBYH-3MMBMIMeENL
(IP-0) 80L¥B3MMY050. gL LOBYIMYOSL ddg3L ©ETN67OL
398m0ygbmb dMoydgMgdn nbhgMbBH-MaLMLYdNL BoMbngo
9mdngdnb s 390339M70dg IMbzgMnb dndBnm. Myd3s,
33060M0OMe, DNS-0 3Mdd adngMmymon.

©33093Myemn DNS-0b 3odmMmyg6900b o, 98339 MmML, Mg3z960
06h9MBH-hMoR030L SE30L FodmngMgonb dndbno gMon
9oMBH03n MRBENSs AsdmbznMmomm s Asomo s3n Cloudflare’s
1.1.1.1 0g396L 3M330yhHgM3n 86 dmdngyM BmMBYMONEIMOS30.
03303Myemn DNS-0b bbgs MRBENYdN, Boo BmMbL, Google-nb
8.8.8.8, bgem3nLob30mMBNny, MY3Ed bognmmgdb dgh Hadbosnm
65003590L 3MBRN3gnM3ENL B0dBNM. 1Y nYgHgdc dMdYdYML
Firefox-0, s80gMyen DNS-0 Asmoyamns 330MHmome.
Chrome-nb o6 Edge-0b 3m3bdsfMgdgemb dgndemny, 9931985mb

58 3009M9LORMNbMYdAL LobymMBdM3s6mMM

0330xMy)en DNS-0 0Mond9MnbL YLoBMnbmgdal sdsmemgonlb
30Ma89hMgddn ,use secure DNS” AoMmmnznm o snMmhAg3Lb

Mo ,With: Cloudflare (1.1.1.1)"-L 86 3MmM3309ML Ly gy sMn
LyM30eNNLLTYOM.

Cloudflare’s 1.1.1.1-0 WARP-00 ©0a8093Ma3L :g396L DNS-b

9 0303M13L MJ3960 dMsydbB3znL dMBs(39990L - 3oLBYZL
HMsnEnymn VPN-0b 3bgsgb bgMgnLL. dnybgsgsco NBnby,
MM WARP-0 oM 0303L MM MJ396L MMIs30sL Yzgmo
00 390339M0bLLgsb, MMIYMbLE 9639300, NL sMmbngs
399mboy96909mn BY6J 3NV, MMIYeMbSE dgydenny
©s9bdsmmb mg3960 MMaobnds300L 39MLMBIML NLYMEgdMML
©s303Mymn DNS-00 s dnnmmb 390 o330 03960
ISP-356 03 bodhYoEnsdn, MMES by VPN-0 86 oM 38omob
56 LOgENMMYOL LagMMbAL 3MBHIJLAHNL FOBLSBMZML.
WARP-001 s0d39M300m0 1.1.1.1-0b goyndzmogLgdyen DNS-

0b 30ModghMgddn, 39MLMBsL sbY3g Bgydmns Asmomb
1.1.1.1-0 m33b930LOM30L, Mans PBMYO637MYML sdohgdomn
0333% 06(hgMBgH3n 3FomMonLLL LadNVbM 3MMEMTNLESO
03bLOEOZV.


https://www.eff.org/https-everywhere
https://www.cloudflare.com/learning/dns/what-is-dns/
https://1.1.1.1/
https://1.1.1.1/
https://developers.google.com/speed/public-dns/docs/using
https://developers.google.com/speed/public-dns/docs/using
https://developers.cloudflare.com/1.1.1.1/dns-over-https/web-browser#google-chrome--microsoft-edge--brave
https://developers.cloudflare.com/1.1.1.1/dns-over-https/web-browser#google-chrome--microsoft-edge--brave
https://support.mozilla.org/en-US/kb/https-only-prefs#w_enable-https-only-mode

dyoMmn boxyydzgmon: JLogHenbm

JLagMnbmydnb 3MHMBNMYOL s 316029200 ©O nbogMmnbmgonb }0dO3YMN MmamM nd39300),
39HyMab sbgMmaao 9mBymMoONgMOy00L 3MOJL032600 @ 03339 N6hgMByH3n JLsyMnbmydnb (330 MmEs L8 VWIS
e—— 9mbo(399900L 8965bz0

MY IMNL VPN-N?

VPN-0 fgomyMo BoMIMsggblb 33nmsdl, MmMagmni nEo3b gd396L n6(haMmbadh-bhMmoxrnsdb 0d396L Jugmadn dmddgn 3839Mgdnb, mg396n Jugmnb
3003060LHMBHMMOL s N8 6700L3NgMO 30MNL BNgM MZSMNZIMNL O deNMINMYSNLYZSB, MMBgMLOE Babodmms goydnoMmmb dmbBsi339900
bLY6gOYMdTs. MY 3y, BonbE 8603369mMM3600 HTTPS-0L godmygbgds s 03nb PBMYB63gMYMARY, MM MJ396 96MONM MJ3360 MMEIBNB3NNL
909 godmygbg0nm VPN-b. 50 3sgoenomn ndnbs, oy MmgmM godmnyynMgods VPN-0o 0Moyndnban:

090y Totem Project-0b .MmamMm 3n3smob nbhgMmbgdn” (CC-BY-NC-SA)
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dysmn boxyydzgmo:

3MMRNmYdnbL s

9mBymMoONgMOy00L
©339
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9mbBo398900L dgbobgs

JLagMnbmydnb
39 hIM0b ©o6yMa3o

VPN-900L 3390 s¢BgMab 80d60m, m3981em byJEnsdn

9mME9990ns 800000900 EFF-0L .03t 0135emMmnbogob ms30s330b
LobyMAdM3569mMMdY":

HMsnEnymn VPN-900 8000600 8960000mb 03960 Mgsmymo
JLgeyMo IP-0b dnbsdoMonn s 397616 sdnBMymn g3nModn
06h9Mmb67¢H-hMoB03nLyM30L MJ396L 3MB30YHYML (96 HaMaRMBL

0y JLgm30 RsMonym B69d0LANgM ,LASME” FMBYMONMMMOSL) s VPN-
ab bgM39ML AMMNL. MVZsb HMOBNZN 33NMOTN PITNBRMYMNS S
939936900 19396L VPN-U, ISP-900b 96 Logafmm Wi-Fi-80 RsMoyymo
3939M300b 8LaogLn dgLLdy BboMYxONLIMZNL Fo3NENYON MOYMNY
39bobmM309emmB ;J3960 HMoxn3nb dmbnhmMmnban, dmwognEnfgds
86 demm3nMgos. 17J396306 VPN-nb 3ndsmonymgdnom 33nModnb
393e0L 3390093 33960 HMsR030 3ownb VPN-sb 80Lo badmenmm
03608673 500L 3ndsMNYMgdNm s BMod3L MJ396L LoBYNL IP-0L
90LOFIMNL. dMBNABYMN ggbdoMgdom dgbnmdmm mgdzgbn BodniyMa
MM 3OE0S Y39mabomanb, 3063 03semb 30093690L hMagngLb dnb

9096 VPN-00s6 gobzmnb 898w9g. bLybgdymn 3gmozadmom 99
3Mb®R0I6ENIMYMMOLL s YJLsGBMNbmydsL, ogMod, VPN-ob
398mYyq6900 3 3obnggob by MBMNB sBMBNBYMMASL: ;g3960
HMoxrn3n 38063 boengons VPN-0b m3gMmsdhmmMnbacmzgnb. mg3qbn ISP-
030bL sbY39 36MdNN ngbgdv, MMB nygbgdm VPN-L, ModoE dgbademms
33300mMb mgd396L ngMm gobEnemn Mab3o.

9L 603603L, MM 36033690MM33605 VPN-abL LobM 3MmM3sncgMmnb
d9MmA939. DMZ 3030y 0380, Bogamnma nMabdn, AhMyem
0003MMO7xOL godaMmymn 0330 L 3PN3Mn VPN-500, Mams dggdenmo
0390 8n0)36Mb dmgomogdggonb JogwndgdL. nd VPN-nb
9mLdngOMy, MMB3JMNE nLLMYdNS MJ3960 MMZIBNBS3NNL s Bnbo
39MLMBIMNLLMZNL, FxandeNNOm gaROLMo VPN-500 godmBnbafmy
0000 00d69L-GMEYEYONEL6 s MY3YHoENNESH6, Boc BngM
893MM3905000 0y 8993MM3900000 dMBS(359900006 s, MS MNJds Pby,
0300 06LAHMYBI6HNL YLoGRMNbMYONE6.

nbogMmnbmgonb
03339 N6hgMByH3n

20d03YMo
JLsyMnbmydnb (330

MHmgmM 0J39300,
MmEs L8 VWIS

MohM3 oM P60 odMnYygbma oMM JRoLM
VPN-0? dm3ang 3sb3bo 0bos, HmB 3ggobm VPN-5dab 38ghgbmds,

900 8mMnb, nbNB, MMAMgdNE BnbsLBSMSS NBLEHSMNMYdYMMN
dmgngMo bAsMHBMBIN, 8xN(393L boBeBZL. Yzgms 60dBYL- s bYM3NL-
3MmM350009M0L 8LE3L, VPN-735 M8350 Y6 8xnbabmbL Ma30. 0y
VPN-0 8 yoonb bozgmom bmznbL, MmamM sbgmbgdb nb d0d69LEN
©03MAYBOL? NbmZL NbL dxdMBNMYEMOYOL? vg3L Bowobobsn
3M90073-LyM30LNLENZNL? YFgML Bob dbsML Lagzgmdmgdgom
mM3ab6nd3(30900 96 BMBYON? LHdBYbMME, SMgMmn JRsLM VPN-0
BIMb IMyemOL Mg3960 IMBYE98900L 893MM35000 S FOYNE3NON.

VPN-0b 3MmzongMn, MmM3gemng, 3306M39mmab ymzgmobs,

3 03MM3g0L IMB(31T90L 3MNL LoYZgMgbm sMAg360. 0y
9mMb65(398900 8 gMm3g0s, NLNBN 39M 3onYynYds 86 googEgds
9003MMOsL Imnbmzgbnb 898mbzg3s80. VPN-0bL 3Mmzgenwamnb
3MBR00096(300yMMONL 3MEnhn3nL FoEbMANLLL Bobgom vaMmM3zxdL
0 9Ms VPN-0 MgagmyMmaco dmabdsmgomnb dmbs3gdgoL. oy ob
B30 3fM 93bdEIOL, MM dMAbISMIOMNL s33380M70NL
9mMb6s(309900 o snMnEbyds, oMb dobLn, MM3 nLNBN smoMoEbgydo.
08 8900b3935803 30, MMEs 3MB3360s 88(H3NEIOL, MMB sM sMMoEbogL
©539380M700L IMBs(398900L, gL Bgbadems, BanbE of nymb
39000ebnbnbNgMo J3930L goMsbhno.

9603369mmm30603 VPN-0L 3396 dymxzn 3m333600L 33tm930L BoMIMado.
9mBMB9gOYmNs L YLOYMNbMgdL EIIMYZnEIdgmNn 9Jb3gMBYONL
909M? 0MLYOMOL vbon 880900bL LBBLBbYMydNL BngM VPN-0L
03Md3dY 3BgMNN LHIHNYON? 38bneMaL b MEYLAY dMBbTsMdmNbL
99(30M3030 89Y306080 96 Hyynmdn? oy VPN-0 oyydbydynmns
06x3MMIs(300L YLoGMNbMYdNL LedMEsMIOdNLLMZNL 3BMdNMN
30033056900L 3ngM, 0L, LogaMayEME, 3BMM LabM.. L3g3hn3nMaw
90900990 VPN-L, MmM3gmoE 3onsgsdmdo bymMznbLb, MMINL godmi
8M0306 MNLIOZL Lagygmomn MY3YHoEnncm o6 MMBgeMnE 9393 360L
3MB39603L, MHMBYMLYE 9M3306 NEBMOL.

yomdn VPN-900 MgoemyMm Lodysmaon

2017 6. 0memmb, 39996580 badmmbabdhm BHommab ds¢Hgonb
99380093, 0605690960 303MOAN69L 3M3momymmn VPN-0b

3%8oLM” (333M38 Yomon) 39MLNS, MMIJMdY 063MMBS305(3
39900Mg0mMws HagdLuHMo 9hymo0636900b Lodysmgdaom.
3R0L0 VPN-0, HmMAgmoE MHgomyMom of 838omos,

60 3009M9LORMNbMYdAL LobymMBdM3s6mMM

0dmymEs 08 EMHMOLMZNL SEENMMMOMNZS dENMINMYOY
Telegram-%g 6300m30nbL s30MYOSL. LodBYbsMM, Yomdn
33m0n3oE30o bbgs sMaxgMn nym, oy oMy LEBNVBM 3MMEMLTY,
MmMIgennE LodysmyxdsL sdmyzs MMEIBMYOL MZsmn
900936900600 30L0 ASBMBHZNMN3900L FO3ZNMIONL
3M336030300LONZNDL.


https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://www.vpnmentor.com/blog/report-fake-android-apps-used-monitor-iranian-protesters/
https://www.vpnmentor.com/blog/report-fake-android-apps-used-monitor-iranian-protesters/
https://www.vpnmentor.com/blog/report-fake-android-apps-used-monitor-iranian-protesters/
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nbogMmnbmgonb
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x0d03Mo
JLOBMNbMYdNL (330

MHmgmM 0J39300,
MmEs L8 VWIS

00339MJy¢, MMagemo VPN-0 36000 godm3znygbmm?

0y 093960 MMZsbndoEnnLbmznL 3608365cmmM3sb60s VPN-0L
898myq6900, 390bMZ0L MBY603g LoBM ZoMNSbEHNY, dsm BMMAL,
TunnelBear s ProtonVPN. 300093 9M00 mg3nss 03360 bLognmomo
LyM3zgMOL 3MBBNZYMIENY Jigsaw-0b Outline-ab godmygbgdnm, Loy
093960 3MMBNEL FoMN 3L 3Md 3MB3360s, 3MOTYE MJ396 N33
015350 960 godsMmmmo mgd3zg6n bogymoman bgMzgmn. my Md39bn
3M333605 3Ms JRMM NNy, gbadmms gbyMmogm 60d6JL-VPN-0,
MMIgnE 30o300MOm 3MHMBmab doMmmznb BYBJi3090L, MMamMMnEss
TunnelBear-nb Teams-0b bJgds. Ledmgomogm LadmMoEMYdL s
300330560L Y3MY0500L oE30L LaghMMBn dMBYT39 dMENgMMN
99LoggMNbN MMZSBNDBSENNLOMZNL, TunnelBear-n YBMYBIIEYMRBL
9900350900 Logymoma VPN-0b 3obm godmygbgonbomzgnb (MmBgenng,
A399mMg0M03, 3980 asbmmmgdnm 3 633 M. nML). 0y dngshboom,
MM 93960 MMZabndOENS xLOBIMNLNY s bafMm EsNbHgMaLdYN,
06g8mMM3s(300LZNL V33N38380MENc Jx3wYa FnLOsMMDdY:

cyberhandbook@ndi.org - b.

90bgs3s0 N3nLY, MMI M8bsdgMmzg VPN-900L 389¢Habmds
3o9935M0O9LES BYFomdNL s LNRJsMAL MZsbLLBMNLOM, OFMOgOL
3obbmggm, Mm3 VPN-0b godmygbgdsd 8gbsdmms 83069mmb ;3960
0Mondn63nL LohdoMy, 0y boMmm FgHow PsdsmN BaMIsmMonb Jugman,
3960300 bobgMdmng oym3zbgdsb oy Jugmnb dgxgMmbyogdL

36 06hgMmBHnL By3z9ho BMBMEYOsL. My Mg3960 Jugmn yBMM
LBEMRNY, BxgndeNom, YmM3xmMN3nb 63gYmMNLbIg35 odMNYa6Mm
VPN.

0y 96930 My3M3960030sL, MMB 39MLMBEBS godmnygbmb VPN-n,
sb939 8603369mmmM3s60s, YOMYB3gENYmM™, MMAE bogblL VPN-0 Asmoryenn
39mbegL. 8gLadmms NLYSE Bagmn nymUL, 3o3Msd VPN-0, MM3gmo3
06LHINMYOYNY, BogMad of dPJomob 39M PdMY639MYMARL Mendy
053390

36mM6099)6Mdd Tor-ab LOIYOMYdnm

39Mv VPN-9000s, 8gbademmos gogngmbosm Tor-0b, MmgmM3
06hgMmbBgHnL godmygbg0nLLL Bgdhn YJLoBMmnbmgdab
06LEHMY3I6HNL gLsbyd. 36NTz6gM360s 339LAMMPYL MY
3oL mMngy, Mohmd Bgbodmms ny96909c gMML o6 dgmMgb
s MmagmM dgbadmmms ndMJagmb mg3zgbLb MMasbndoENsdY
mMng9d.

Tor-b 6oMIMS396bL NBHMBYHBN BMBSEgIMS S6MBNIYMacO
89000(3900L 3MHMBMIMmL MMIgenE dndsMmogL
89(hym0n69090L 86 IMB39370L HE3IBHMIMNdYOYMN
Jbymab gogmno. Tor-ob 8x8smdnb 8gbobgd dgandenom
3903M v, Y3 3s, IM3emg MmMA 3ng3s0:, b 3ndoMmnsgL
093960 HM3R03L LydMEMMM EH0B6MYdNL gdsdg BMdgzstmn
33969HnbL gogemnom nby, MM sMmEgMm Fom3gnm 3969hHL
899hAB0 LoZdoMNLN NBBMMBdENs MJ3960 30BsMONL O
mbBbonb mgd3z960 LogddnsbMoNL 3YynbngMa goLbeM33g35¢0.

Tor-0 3obbbgszgds VPN-3sb Msdcgbndg BagjhmmMoaon.
Y39madg ¥Y6000396¢hyMns, MM nb gebLbl3Idd NBnm, MmI
3 9x3ydbgds MmMIgmndg 3Mb3Mahmo 3x69hHnb BomMosb
(MmgmmE VPN-ob 3MmgzonwgmMn).

EFF-0b 809 390039600 gL gMoBnzn YA39690L gobLbbzsegzg0sL
bHMonEnym VPN-L s Tor-b dmMab.

Tor-ab g3odmygb9dnb ydsmbnzgLn gdos Tor-ob 396-0MandgMa.

JLa@MNbMYdNL OE3s NbHMBYH3N

0L 3935mdL, MmgmM3 6700LANgMn BMmIsyMo dMaYdYMN,
39Mv 0d0bs, MM nb 3ndsMN 3L HMdxN3L Tor-nb Jugm3on.
3930dmnso hsdmbznmaomm Tor-ob dMondgMma Windows-nb,
Mac-0U, Linux-0b 86 Android-ob dmBymanmmdgdnLmM3nL.
3obbmggm, MmA3 Tor-ob dMsydgMNL godmyngBgdnLOL NEOZ3M
dbmenme 06xMM3oENsL, MMBgmdY3 3odzom B3mas
0M1B9M30 8935mOLLL. L 8M PYBMYHIIMYMBL Msndy
053390 bbgo 8300 06 ABMAHZNMNYIN B3NYONLOMINL,
MmMAmgodnE GgLsdmms gabbbvm (3839 MJ396L
9mBymMdnmMMOsd0. sLY3g gobbm3zgm, MmA3 Tor-0 o ogyMo3L
09396L HMayn3L, s8nthmad - VPN-ab godmygb500b dbasgLbow
- $9M3(3 8603369mM360s dMOPYDNBZNLLL FodMNYIbM
3N3MYdYmn 3900Mng3s, MmammaEos HTTPS-n.

0y 3LyMHN gooGBsMmnmzmm Tor-ob s6MBNTYMMANL s(330L
LYY 700 dNENIBIE NJ39bL 3MB30YHM:NSO
09005M™90530, H996030LM36 BgzgmMoOMym dmMAbIsM9dgmbL
899dm0s odNbLEHIMNMML Tor-0, MmgmM3 bobEHgdYMo
060h9MBgH-39390Mn 96 godmMnygbmbL Tails-ob M3gMoE0N
LobHYds, MMIgeNNE Y3oMMAME dndsMMOZL dngbL
BHMoxn3L Tor-nb gogmno. Android-ob 3m3b3sMgdgmL vbY39
d99dm0s g3odmnygbmL v3n Orbot-0, Moms 03x3smL Tor-o 3obo
9mBymdnmmoOnb dogenn nb6dgMbyh-hMoxznldnb s yzgms
330Ls3nL. Anybgsgza NBnbY, My MMEmMM nygbgdm Tor-b,
09603369cmm35608 0(3MEYm, MMA dnbn dgodmygbgdnbob mg3gbn
06hgMmbBgh 3Mm3snaMn 39M bxogb MmBgm 390339M©IOL
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9639300, 001339, ,899dm0s" dNBsbmb, MmA, Mmamm3
3bgmN, 0ygbgdm Tor-b. VPN-0bL godmyg6900L dLES3LY,
8006 dgbodemms 8603369mM 36500 s8domemmbL mgd3z960
mM3sabndoENaL MNLIN, M3EEED Tor-n0 sMod 3xHo BsMNME
393ME9mMgdYm0n nbLHMYIZOHN s, ¥3Y65, 3odMnMAY3>
99(h™J9900bdNZ0L, MMAMYgdNE GgLadmmms 8BsMIM9dw696
0J3960 06hgMbyH-hMoxn3nb BmbahmMnbaL.

30339M00, 960 godmMnygbmb mg3z963s MMagsbndsEnsd Tor-0?
3sbybn: goshbno. MabLZNL J398 dYyMBn MMEO6NDBS(30900L

3MLYIMAL MONDY nDBn, MOL godm(
oM 9600 godm3znygb6mo VPN-0 36 Tor-0?

3oM Ma3HoEnoLb oM3gmb VPN-0L bgM30LNL Bgbobgd dRMmznLY,
3oL Z3MNLBNBYOMIE YNnwILN 86n8369eMOL vg3L BnndyMmMOL
0y 3Ms VPN-0L o6 Tor-0b godmygbgds sMobsbyM3gm YyMmamgdob
36, DmangMmomn 306mM63xdmMmMdNL RBaMamgodn, §6nbssmdgagds
0y 3Ms 0b 3obMBL. Bnybgsgza NBnby, MM ;mJ396L ISP-L oM
93M©NBYds MmMBgm 300339MgdL 963090 sbndbyma byMznbdNL
398mYyq6900LLL, Fom gxdmnsm sNbabmb, MMAB AsMoyn
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199(h9bMONLMZNL, babm VPN-0, MMIYbLSE Ymzgmmngnb
LEMMO odMNY9690L Bgmn 3gMLbMBsMN, YbS NYML
9083MmHn39LN, dogbndomyMao dmbobgMbydgmn s, VPN-0L
3MMO3MYM30 B3MM gadmyg6900L Loy3nbgdn, bo3mMado
96005 0JMB0mML LOEY6ZETM LNgbomgdN. MYIEY, 1Y Lobom
VPN-0 dgnfmns 00g396m30L o6 393omdo gomgdmdn, bowsi VPN-
900, A3919m9dM0g, N0eM3gds, Tor-0 3gbademms 3oMagn MBS
0ymbL, 306mMB0gMgdnL 898mbzn3980, NZSMMISNbL gogmgbnb
99007900300L O MBMLNB (396DYMNL M¥3nEL6 vENEMYdAL
90d6000.

399301 Tor-0 96 VPN-0. 03 gL 3396mbms ng, booE 8x3smdb mg3960
mM3bndsENd 96 dgbodenmo 3nndyMmb dghn YyMowmgds o6
BomMmIMAZsL Aghn ML, 3nMg YOMamMe Jugmdn AsMmnzsd
LHBMHYMmMN HTTPS-00 O EsB0RMYEN DNS-0m, sedsm VPN-0
86, 3obLogYMgdam, Tor-0 (MMIYNNE oENEYdN0 B3 3Mg0s©
399mM0ny969ds 09, 3809065, YRM™M 8o ,L8gebzsBMs") vf
BoMIMoagbL LBEMM 3MAY356L MJ3360 MMBIBNBIEFNNLOMZNL. MYBAY,
M3809Bos3 VPN-0L godmynbgos 3gmm Loymzgmosm bgds, gb
3BMM 63390300 3ob3sbbze390gmMn BoghmMns. VPN-ob ymzgmongnb
6339emnbbIY3900 godmynbgds BoMIMSZ9bL Loy3gcgbm sMAY336L,
0y 9L FoMEMDdMBngMo o GgaLadmgdgn..
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398m0nygbgo s3hmMobhghamo 0Maydamn, MmammnEss Chrome-n,
Firefox-n, Brave-n, Safari-n, Edge-n o6 Tor Browser-n. MmgmMm3 Chrome-o,
abg Firefox-0 89¢)o BoMoME godmnygbgds o 8339603Msco 38smob
3LaGMNbMyONL MZoLIBMOLNM. DMENYMMNN Y3nMabhgbmdsL Firefox-b
360390L 3MbBNEI6ENIMYMMESDY MMNgBHNMIONMMANL godm.
6900b3ngM 890mbzg308n, 36n836gMM3860s, MM dgoMYdNc b3nfMo
3903 30MHmMo nLbnbo s MmJ3360 3MB3nyHaMo ;md3z960 dMYdYMNL
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MHmgmM 0J39300,
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3o60bgonL 8ndBNm. MY PONbHgMaLYdYMN baMmm dMoydyML
396930900L FgoMgdnm, nb. Freedom of the Press Foundation-nb gb
Mabymbo. 30ybgozo dMaydgMabLy, db39 39MaN sdMNY godmnygbmm
39030MNMYds 86 odohgds, MmamMmnEss Privacy Badger-n, uBlock
Origin-n 06 DuckDuckGo’s Privacy Essentials-0, mm3amgdn@ 890hgMgdL
99(h™J9900L s bbgs 8xLodg BbsMnb IMMNZsNZsmgqdnb ngfM ndnb
SmMNEbzoL, 0y Lo Bobgzgnm s MMBgm 390339MEIOL 963070,
bmenm 06¢)gMbyH3n dMaydnbZNLLBL gooMmmgm Jugmdn mgdzgbo
60g3mnbbdg3n dngds Google-ob DuckDuckGo-dg, Startpage-dg

96 3MBRNI6(300MYMMONL V(339 Lbgs budngdm LobhHYdsdy.
bLY6YOYMN BOWSMMNIS P33gb3MYOIM BghMI9g0nb o FgLsdY
9bsMmnb AMMNZOMNZ3Mgq0nL FgdMY3930(3.

0M39%90630L I3YMMOS MYomyMm badysMmadn

Ladmgomogdm LadMaEMYdNL HNdgHIMBS 8gHn30LHYOS
3960390090 89(h939 2021 6. EILYBYNLAN F33096MSO
9mxy0dM9dmn 0MandgML LOBNIBM sbsd3¢HNm, MMBYMBS3
9mM03oMs 3300 J-BMLBHS O OMYdNBZNL dMBs(399900.
360830, MMBMNL EsLbYMYdS3 ,BMgdnb gobsbmgdnl
3MA3mMbgbHn” nym, BoMganbs 3m3bdaMgdmgdl, MmMBmadni3

JLa@MNbMYdNL OE3s NbHMBYH3N

96303696 ¥03n6ayM genbBgMnmgddg 8nddyem 390LsNHIOL.
3Mbn36YMN dMOYDBYMNL FoGBsMoM9dnm 86 sbsdohnm
89(h93900 89Lodemmo NbY39 PIT3DNB6YOIMN NYML, MMaMM3
LOBNIBM 3MMEMITs, FodN3MYOYIN YFPsMME BN3nbBIYMN
AdM®H30MM3700L 06 Lbgs 3MMaMaTYmn YdMYB3xMmMYymMey3NnL
LadYoyoNO.
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bmEodMYMn 35c0nnb HLIRMNbMydS

019396L MMZo60BOENOL Fgydemnd Zoodgma3z6mbL
093M0 M0 - O bobobob gobdMobymdg dgho -
bmEndMYM 39080 3MLEHYOAL o 3MIY6HoMYxdAL
Lodyomydnon.

096900 gL Facebook-n, Twitter-n, Instagram-n, YouTube-0 o0y
M93nmbBoLMZNL Vdsbobnsmydgenn bmEnomyMmn 8gnnb
390339M9d0, MmamMozss Vkontakte-o oo Odnoklassniki-n, 8300
36000 oR0IMgn M 3MLAHL ByMo O sBIMIMMO YLoGRMNbMYdNL
Y39ms bgmdnbobzoman 3sMadghmab bBEmMo 3MbBNgyMs3Ns. gL
90MmxdPmNS 3Mo Fbmeme mgd3960 MMEabndsENnL MynEnsmyMo
339M©900nL, sM18g0, dMagngMo d98mbzn3zedn, 39MLMBIENL s dscn
m30bg00bL s 893MOMYdL 30Mdn 3MMBNMIONLOMNZNLYE.

LegnayMmo 39cnab JLORMNbMYds O LadmJomogm

LOBM3zoM900

JLaGMNbMYONL 3mennhn3nb sMJmbab dgdmbzggzedn
adsemn Mabgnb 8gmby MMasbndsnsE 3n 8gndmgds gabglb
LMENSMYM 89Nd30 M1303LLANL s )360L MONgHn. 2018
6. 9m(3991 3sgsmnm3n, 3bMz9mgdnb vfMs3MBgM30YEBo
00399L08M3S YN3LMONM PMMSMN O BboMEsddgmn
©933M30 8oL 3990098, M3 3MIPYRYOIIMLNDS 3MMBNENL
3003060LHMBHMMTS godoMmms Bnbs6LHdNL IMJINgdNL

Yomon 30838600, bmenm 3emshBymmMmasdy 3edmhbebgb

006098MMIMYd30 0030L godLOMYdYMN Yoemdn 3MHmMPnYdN.

0y 36390900 08 dMBdBy 3036, MM NdM3Mb M1dy60dY
303b0 EMEMSMN (3bM39mYdnL M1389LOBMAL EsbdsmMydno,
8930dmnsm B3MIMNgnbmm dnsbn, MmMIgemnE 8gbodmmo
9mohebmb dmbgMmbgdymads 8ghmdggods, oy 3nnmgdgb

64 3009M9LORMNbMYdAL LobymMBdM3s6mMM

6300mM3sb MmJ3960 MMB6NB3NNL 3MMBNMYddY 06
65M33H0YMO FosbaMxdg6 M13L MJ396L MMBEBNBdS3NSCO.
3oM© 3MMBNEIOnL go?hgbznLs, Lodmgsmagm
LEBdMBOEMYONL F39BION S NbENZNEHIMYMN BMBbIsMydgmn
30939 366 LMENVMYM B7Nddn gedmdzaybadymn
3MBH96M0L 390093900L B0Bs8g BM1Zem J39Ysbsdn.
00300030, 2020 6. 35800330 3MENNENST od3dHNTMS

15 6emab dmbLBs3mMy Facebook-nb 3mbH3n 3MYdNYBHNL
3000M3 s 30emnbB3BYONL godm. 153830, MMIYMBsi3 3Mbho
RLY3EMBNBN; Fodmag39ybs, N0I6HNBNENMIOYEN ngbo
LIMYZOLAHMOENME godmMYxbxdmN HYMaBMBbAL BMIMNO O
90Lo 06hgMBH-3MHmMBMIMb (IP-0) Bobodsmmono.
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LMBNITIMN 3ILNNL
MM36N0%3BNILN 3MLNON3NL
93983993009

BoMIMngnbgm, MmA 6300L3ngMN 3MbH bMENnsmYM dgEnodn

dgLbodemos 0g39L bogsmm gobEbsYdd s gLodsdnby,

89989600 bEgnogyMn 890nL MMEIBNBIBZNYMN 3MEnnhngo.

bbb PV 3oLYbmdIL 898z 30NbzxdL: 30L 8g3L

6300mM3s bMENsMYM 8xN0dn MJ396L 3MMBNEMYdDY? 3nbL oJ3L

3808 338mMagd39y6mL 3mbhxdn o 30L HbagnMmmMads 3MbHdNL

©0303LHYMYOS? MO NBRMMI(300 YB/3M YV godnsMwaL

LMENSMYM 890Nd3N? MY ©J39Y6900 BMEBHMYOL, cmM3s300L gbsbyd

06mMM33300L 06 Lb3s LONYBHNBNISEM NBRMMIS3NOL MY3960

39MLMBINL, 3oMBHBNMMIONL 86 MMBNLANYOSDY E8BLBEMgM

99Lobgd, bobmzggo dsm HYOSMMNZO s FoNNZOMNLBENBYL o,

M0L3Y0n? goMs MmJ3960 3memnhnznb 89838539000 o oL

39MLMBINLZNL obTsMBHxdnLY, PBMYB3gMYsgznm Mg39bn

3MBR00096(300eYMMANL s OE30L (bdnMO ,YLBMNbMYdSE”

bLY6gOYMN) 30M1BgHMYONL LEMMN 3MBBRNZYMSENS. DMZNngMMN

LO3306dM 30;bgs, MMIYMNE YOS YL’ LBZYMSM MB3L, Moms

89006Y30HM 3MBRNI6ENIMYMMANL s JLogMmbmgdab MmAgmn

39Modg(hHM9d0s Y8mazMgbn Mg3960 30Man s MMasbnds3NmMN

3MHmMBRNM7gdnbam3znL, dMn3s3L:

. LagoMmmMe gLyMo, goodnsmmao mgd3za6n 3MLHJON Yy Fbmenme
30003056m8 3MB3MYHY dns 96 oMy 33RNV6?

. 3600 399denmbL 306890 OBgMML 3MBg6¢HsMN, 3obybn o6
865M3MML 06 gMag 300 M7g3906L Fghymdnb9xd9ddg 86 3MLH]0dY?

. 36000 899demL bognblb 3mgdgdbmb mg396 vb mgdzqbn
mM3abndsEns m7g3360 gem-gmbhNL BobodsmmnbL 86 HymaBmbalL
B6mMAMNL godmygbg00m (30Man 01y LudbobyMgmomngn)?

. 3LyM MJ3960 M 3dENNL odNMYdS v3HMTdHYMIL 3MLEHYdNL
B9MmoLOL?

. 3L PsdMMZMO 36 odMYMNM dxhymdnbydgon
3M339000eMag066ymonm 3MmBnemgodL?

. 3Ly EPsdMMZMo 3Mb3MgHmo bohyzgdn o6 398¢93900?

LbmMENOMYMN 8xNNL MNMMYYM 390339MOL gooRbny
3MBx8300096(3000MHMONL s YLOBMNbMYd0L gobLbbgzsezqdnmn
30M0dghHM9d0n, P339, dMZsn 3MB3IBENION 3ozMEIMmMIdYMNy
36039MbOMYMO. 50BNT6YMN 3000b3zxdnb 89895 NLOMZIdIMIN
89000930 98ms3MaLN 3eM3HBMMBJONL 3MNZdHYMONL Jgbabyod
LabgmMAdm3zebgmmgdnm: Facebook-n, Twitter-n, Instagram-o o
YouTube-0. 3gMdmg, Facebook-0030L yyMamgods 8nodi3090 mg39gbb
3MB800096(3000yMMONL 8MAY336L Groups-0ob dndsMmmyosdn.
Facebook Groups 3m33nmaMmymn sanmns Asmongzgnb, dbsMmoodggmab
05 N6EMM3dENNL godnoMdnLb MzgsmbLdMNLNM, MYd3s,
890dmY©a3 $39BIOL Yzgams Fgbodmmes 3gggMmEaL. ,gomon”
3MHMRNMgdnLaN3nL AZ9YMI0MNZ0 8308300 BOMAMSANEMB Mazn
M90YM 583N8690000, Mms 3gombnmMb abyMYM $3BYd3N s
339007 bmMmENVMYM 370Nd3N. 88Y63®, Y9MOMION NYS300
,093MOMMONL” s ,,8300MBYMNL” BxM™MZ33DJONL E3ILEHYMYONLOL.
3obbmzggm, MM3 M g3960 MMobadsE3NNL 3MHMBNEgdN bMENsYM
099000080 s3Mns dbmemme N8YBs, MBYBdWV(3 WIEYNS
000006 ,,00039380M707m0" 3MMBNM7dN. gb ZobLLNNMYONM
0603369mmM3060s gobbmMgwgm Facebook-0b 898mbz93580, LoLE
073960 mM3sbnds3nnb gzgmen 8gbademmo ndoMmmydmogb 30635L
909 30030 30M30 3MMBNENNESH.

JLa@MNbMYdNL OE3s NbHMBYH3N

3LoggMmbmydab 20d03YMo MHmgmM 0J39300,
03339 N6hgMByH3n JLsyMnbmydnb (330 MmEs L8 VWIS
M63N6 ©I369

LL3BYbIMME, 3MmIMNN MMZIBNBIENS 3oBNENL 3608369(MM30
mBanb 0g360L, gobLLIYNMYdNM, bMmEnseYM dgnsdn. dsbNBBYMN
009369 b3nMace yRMM demngMns Jomgodab o 3oMgnbomndgdnmn
9mbLObMgMANL dndoMmm. 39MdIM, MBEMSN6 dogomdsd

Joengddy dgbodenmes 894abob Mo gomMgdm, MmAgmnE 06393L
0300(396DyM3L 86 oMb 3mmnhngnM 0y badmgomagm nbsgyMLd].
0060b83sc NDI-L Gender, Women, and Democracy-0b $39%300
3630MN3nLo Tweets that Chill, MmEs 3993900 3mennhngnMoo
3JH0yM0 Jogonb 6060533 bMmMENgmEIds MBsnb, bmEnsenyma
09900000 oMM 63c0M3s8 Bgbademmos godafMmomb ©)360L s
}LogmeMaNYMo BIBMENL gx399H0 bamymABL M Jomgdnb 3nfMan
JLeBMNbMydnL 3MIEMOLL N3 LOTYseNgdgdnM, MMBMOLY3
0000393000 oM gobnEnvb.

093960 mM3sbndoEnnb dngM bmEnomymn dgnnb 3Mmenbhninb
8909303900b 3980098 86083690mM38600 3oMao NE3BMdIN
bLY67OYM ENB33NZSL. 6YMZ0 YLoBMNbmgdnb mg3z9gbn 3gads,
MmMImob dndsbns 08 39MLMBsNL BboMsgams, MM3gmni3

009dL B6330(HNYM dghymdnbgxdgdL, BgyMoEbymeoL s dydsmalb
LMENMYM 89000580 godmMAENboMg MMEMME Bomn LBBLLbYMNLB,
0bg 30M30n 3bmzMYdncsb. 3908939390 ©©I360L LOBNBs3MBI3M
06xmMbBHMYIDHYM 0J3960 MMBEBNDBSE3NNL BoMamgddn, oo dmMNL,
365MIMY LB ZYNIMN 39MLMBENL 333, MM gongmm MmamMM
9mMJ990090Lb MBEsnb 360 Bomdy s 397dbsc LEMsRN MsgnfMgdnlb
38980, MO0 o9b3oMMm 39MLMBIML VdadYM bnhysEnyddn.

PEN America-nb .06o06 ¢09360bL bozgmg Lobgmddmzsbgenm”
0b939 NdmYg3s WHDHIMYM MY3MTYHL(3090L, MY MMmamM 8ggndmasm
©s9bdsmmon ©)360L gobaEIm 39MLMBsMmL. 0y !MJ3960 3gMLbmMBsMn
3MIgmMmbyma 0gMdbmdL ms3L 88 3MmEgLdn, 8g3ndmosm,
©69MamMm ©9360L 398mb39390H9 N6RMMINMYd0LLL 86/
3MmMOmMYdnM v630MN3YH0Dg NBBMMmBnMIdNL (Mg3MMEHNB3NL) 3MagdHngs
393390ME 3MhBRMMIZONSO.

03 39MLMBOMMVB YMNNYMOMONLLL, MMIZEnE MBEVNG (00
MgoenyMm LadysMman) 8x3n06MmMYdnL BbbzgM3mn, 8608369mMmM35600
0ymon 8gMdbmadnamy. mobsbdo Association for Progressive
Communications-ob Women' s Rights Programme-nb Take Back the
Tech-8a bsdgabdymons, 36w 3gLaMEm, MMB EsdIMIMgdYML
d9Ladmms 3ngmM HMO33s Y 3(36MdNYMYdEIM, MMB donomdy
(MBonb 0y MBMnB) sfMobMmb BoMBMIa)bL sdsMsmMgdYmnL
0Mamb. 1OMYB37mMYsz30m sLycn 3MMOMYIgonL Bs3MBY30L o
3906bnem3znL 8gLodmgdmmods (Y 39MLMBEL vMs 5J3L 88oLbMOD
Mondg 3MHMOMYTs) 3MBBNIBENMYM O YLoGMMbM goMmgdmadn
36mBn3PMmMANL s330L 3MAY306MBb gMmo. s 8gnhebym

093960 MM3sb0dSE00L YhoxrMmbmadab gngdadn nd saNMOMN3N
3MmMBgLOMBEYONL, MMBOB6ND(3NYONL s LOTIMNBNEID(339M0
36Yy90900L Lns, MMIMYOLLE, bognMmmydnb dgdmbzg3s8n, 8xandmNdcm
©3339380MmMon 39MHLMBsN LadsMmnydMngn, LuByNEN6M,
8LNJ03M0 s HYJbngIMn ob3oMYdNL BnLMYdS. sBshonmMN
06x3MMIs(300LsM30L nb. Feminist Frequency-0L ,.mb6monb
JLORMHNbMgoab bobymddmzsbgyomm®.
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x0d03Mo
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MmamM nd39300),
MmEs L8 VWIS

03960 390339Mn M6eMON6 M9 500d0n

3°Mo 06(hgMB6(Hdg nLoGBMMbM 63c0MANL MJ3960
99LodMydMMANL 3300V, dLY39 3603365MM30600
Y39moa39M0 oo 3500Mo, Mams ndMY639mymm
073960 mMgobndo3N0L 390339M©Y0dg 0y
MgLYMLYODY Lb3zxd0b 63c0MI(3.

LMENMYM 89000330 339MEIOMSHB BnBoMmMY033n, 3tbNABYMN
39enbbdmdL bbyBdYMN 3MHMBRNEgdNL EOE3L demngMn, YbngsmyMo
30MMEMYONm s 3YNJbHYMMONL MMBsJhHMMyma dgdmBIJ0n0.
093960 390339M0L3NZNL G gYMOLLAMOL gohabanLageb dnb
053390 o bgM3nLBY 89(H93900L BMagMNYdL. Distributed Denial of
Service-nb (DDoS-n) 89(H9390L vENMNL 0J3L, MmEs 3M3307yHgMIdnL
00 33530 9MHNEMMYMI© AnmMg3Lb Mg396L LoM3xML LodNIBM
HM3x30330. 07 B3MIMO©E7000 Ladmgomogm LadmgsmydMmng
mM3obndENSL V6 VM ZMBgME3NYM MMZEBNDBS(300L, VNN BEdSIMONN
8930dmM030 YRsLME donmmo DDOS-3ob o33 - M3 dgtho©
399M0ymaob dxhmdab md3360 330339M©NL gocNI3sL. MeBw9bndg
mQENs 3MnEagLb 898093 LyM3anLgdL: Cloudflare-nb Project Galileo-n,
Google-nb Project Shield-o o6 eQualitie-nb Deflect-n.

03960 mM3360d5300L 3903390 AL JLoRMNbM 3MLEHN630

3903390900 3sbmagbgdymns 3m33nyHaMaodn - nbnbo 30
amByzmans 3039M700bL dndsmo dYLHO nbY, Mmamm3
0393960 bogymaMn BMBYMONMAYdN. Y dgbadmgdgemns,
0939635 MM3ob6ndoEN33d Pbs NLMEgOMML 8MLYOdYMN
3mbHnba-bgMznbgdnm, MMgmMnzos Wordpress.com-n,

Wix-0 96 bb3ggon, MM3mydnE BoM3sMmmozgb 33gMwnb
JLa@MNbMyxdNL Yyzgms bognmbb MmJzgbL dogngMac. oy
3000bymmoo 6n0bs8gdsmy bobgmaddmzgabymmb, ;mgdzgbL
mMzgabnds3n5L, LugaMIYME, sLY39 YBRMJOS 8J3L dnommb
Wordpress-0b 3gobm o ybogMonbm 3mbHnban eQualitie-Bg
8000 eQPress Hosting service-obbydyomgono. gb dd39609Mn
mgEnss Wordpress-ob sMbydymo 339Madnm dmbaMagdmy
Ladmgamagm MM3sb0dSE3N100LOMNZNL 86 Yy ;MJ396L
mMzgobnds3n0L gobdMobymn vg3L d9d86obL sbomn g3gMmeon.
0y 73960 390339M©NL LagnMmmMyxdgdn YBMM 3MI3mgdLbyMmos
36 0y 3gLagnMmgdsm mg3360 390339M©NL M350 3MLHNBZN,
3MB396HMENs dMobnbgm mgd3960 m3gMognymo bobHhgdnb
9 390-3mbhnbznL 3MmamMsdymn YdMY63gmMYyma3nL 3dng
3963bmgdsdg dYLha nby, MmgmMmE Md3g60 3gMbmbBseyMn
3MA30yh9Mmab dgdmbgzg3s3n. gonmzamnbbnbyom smnofMgodyma

66 3009M9LORMNbMYdAL LobymMBdM3s6mMM

Jomoyn-3mbhnbgnb 08 3MM3snIMIONL godmygbgody,
MmammnEss Amazon Web Services-o (AWS-n), Microsoft Azure-o
o6 Greenhost-nb eclips.is-0, HMIMIO03 33Ns39dMO6
JLa@MNbmMyxdnb godmngMmgdym MPE3NJ0L dom 3mbHNB3L
00739809065M7g09@n 390330MVIONLENZNL. BNYLIPIZI©
080bs, oy MMBgen nbLAHMYT6HIOL nygbgd Mgd3960
390839Mnb 3MLbHNB3NLLMZNL, PBMYB63gEYsz3nm, MMA
3M6(H96hnL MysgbhnMmgdedyg 63c0m3nL 8mbg BgdnbBngMa
3MHMBNMO s 3MBRNZYM3300L 30M33xHMYd0 IEIMN nYmML
danngMmo 30MmM@gonm s syMY6HYMMONL MMBsJHmMmMymn
d90mbB3g000.

0y 07d3960 MmM3gsbadsEns Lo 3dsMbs Hgdbn3oLMB-
993MOMYmNs bizymsmMn 390339MwNL 3MLHNBaNLMZNL
99LodmyOMANLMZNL, nBngMgm 9.6. ,bHognmbomymo
Lanhb” 86 sMmILHMYIHMYMN 390339M©NL vMAY3oD].
396Lb30390000 EPNB3N3YMN 390339MPIONLLRSL, sBNABYMN
1H030L banhgdn YdEnMaxdL 3039Mx0L 39ha30L 60LEL s
89(h93900L1AN YRMM agMowL beonb MJ396L 390339MOL.


https://www.cloudflare.com/galileo/
https://projectshield.withgoogle.com/landing
https://deflect.ca/
https://equalit.ie/
https://deflect.ca/solutions/hosting/
https://eclips.is/
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030333000 ®¢J3960 WiFi JLyemo

y39mo 360367mn 630030 390-HM3R030L of 05393064090 bagydzmyon, MMaMMEss dmngma dsHmmab
0135M035mMNb o (335%35)0[)0605 ©obS(303500 (00 3Md YOMmamm 3oMmMNL) 3odmygbgds mg396L WiFi-ob
MHGIMdY (MYHIMI0BY), M@ YOMY63gmYMBL MJ3g6L Jugmdy
6608353@“)3‘)500' mna(jo, 0b0bo oM 505)3(*)0(9335[) 9bmonme yBmYds3mMbnmn 3mBbAsMmdemnb B3c0mM3sb bdnMmsc
mq}nban o b‘)b@an LodSBNALM dbﬂﬁ'l'mb 3300 33Mmennm s 739060 Ybawgbm MyHaMgonL bogymnsmn
PLORMNbMmxdnbL denHgMmbodngzol. LM SBMMNLO §3Mo60L 88YTs390s. 0bY3g, dsBnbomgo Mg3g6L
mxnb3n bhydMmgdnLZgNL gubiymazboenn JugmnbL VYg6xdsdY, 1Y
34930 30d0hmMgdn, MmMImgdnE 890M©0sb s 3onsb 396mdnsb s
04969096 06haMByHL.

3LORMNbMYO0L o33 N6(h)M69@H3A0

0 d60M3AMgm 39MLMBoab MygymaMmymn HMmYbnb3zn 3906-3LoRMNbMxdAL MBNLJINYdxdNL
396bmMmzngmgdnb 36033690MO0L Lo 3nNbdDY.

990bLY690 39MLMBIML 8D 363MAMML O0MYBN630 HTTPS-000 OV OTNGBMYen DNS-no.

ambobm3zgom 39MLMBIML MYgMmaMYMI gowsh30MnmbL dnbn dMOYBYMYdn gobobenydgdnb
06LHIMIENNLIMNZNDL.

0 Boobomabym 3M6x3006(303cMYMMONL (3390 3MBYBYMYANL O FoRBIMNMYd50abL
399my9b6300.

o 01 VPN-0 39Lo3gmabns 03960 mMmgobadonob 3mb6hgjLddn, snMAngm 3oMan Ma3nHoEnab
99dmby, 060MAMYn 39MLMBOENL HMY6n630 AL godmygbgdab Lo 3nMbyddY O
796M)6375mMYys300 dnbo 3dn3z0 godmyygbgodo.

0 39900930390 o goo3M(EgImM90 bamgmn MMmgobadsnynmo 3mmoahogs bmEnsmyma 850ab
38°9myg6906abL Jgbobyo.

o RAoMmogo 3m6xna6303mMYMMANL o YLOBMNbMYOaL 3oMIBgdHgdn bmEnomyMa 9gcnab
Y39mo 3Mmae3nedn.

0 3o936mMongMyo MBbmMonb vg360L gozeMx6o o BBV NYo300 dboMa oyFnMmo 3306MmgdYMm
39MLMbBoMU.

0 87039385390 00 d03NMMMOMNZ0 3MMBILNMBIMYONL, MMZob0dIENYONL o
LOToMMNVONED(339M0 YP6YJ3900L Lo, MMIMYALL(3, LognMmmgdnb 393mbz93030, Iggndmaom
00939330MM0o 39MLbMBIMN LadoMmonmydMmngzn, RLOJ03YM0 O HYJ6039M0 EObIdMYdabL
90LOMY0O MBMON6 ©)360L 3obLYboco.

3°9mnb6yMgo DDOS-0bL (339 3960 390339M©OLOIMNZNL.
399m0ny965m 390-3mLEHN630L LOBM, Londgm 3Mm3sngMa.
3°9m0ny965m demngmo 3aMmmenn s bhydMab Jugmo ;3960 MxabOL WiFi-ongab.
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9yoMmn bogyydzgenn: SRR

Ubé%ﬁﬁ(’i’bf‘l%o‘;? | a‘f’smﬁg?s?%b O@:b 3MmB96035300 O
39 OYML ©69M33 J @ogéb J 8m65(338700L BgBbZo

086083690mMM35600 0309031M30 VI3 dgNMSL
89060bmm 013960 dMBYMONMMOgdNn. gobbm3zgm,
MM Bnd03YMo JLogMmnbmyds bnmgds
90Mocme 3mMBYymMongmodgdL o Y6s dmazozwgb
LHMODH3NOL EN(E30M Y39MORBgMn EsbsMAY6N

L¥3BYbIMME, BNBNINMN M330LLAJON Ladmgomogm
LBMZOEMYOMNZN MMZIBNDS(3090DY OM1s NBZNVMN Y bdnMusc
96038369mmM3960 B9g03tmM b 8g3L MmamMMmE BndngnMn,

0Ly N6EBMMISENYN JLOBMNbMYONL MZsbOdMNLNO.
99(HMJ9900nL dngM godmygbgdymn gfhcnn bogMom hoghngs
CS0-900L LOJBN6MONL ASLELAMOS dMNEO3L MBNLYdTN
893Mob o abyM3oL - 39MLMBIENL MMEMME PsBNBYOLL,
0Ly, dmgngMmo 870mb3zg3080, NbBMMBdE00L o Hgdbngymn
3m3nM300mMONL JyMmomdsb o6 3MbRNLZSENL. bLybydYMN
LagMMNbggdn bdnMac dndsMmmymns YBENMILMOJONL

008 900030060 PRMIYOJO0L 8FE3IIN F3YIRIONL Y

R0d039M0 YJLOBMNbMYdNL OE3S

JLoyMonbmyonb b.?n;t‘;ft?:%nb MmamM nd39300),
0o33d NbhgMBY(H3n 9 g§?083°0 MmEs L8 VWIS

093960 LOIYsMMIn. 360NI6YMN IMNE3L 6odgd
©m31396(h90L; 3960 mMzs60d3(300L MOLL Y
Lo3Y3om LN3zMEY9x0L; Y, Mo MJdo P6s, MJ376L
39MbMBoL o AmboagmabygdL.

01390M0N33¢MN, (3969960 O LOIMGJomogm LOBMgaEmM)dd

©093m3MahnnL o 3dsMMN3genmMonb bngM3gdn AMI3Y3ogzy
CS0-900L B0b6o0MAYE. dogomnmoc, LGBT+ Rights Ghana
39650 (L¥dmgomogm mMmasbnds3ny, MMBgmasE3 2021 6.
©aboBYnLAN J39906530 obLB 3nM3gen LadMagsMydMngn
396 M0 LGBTQI+ bodmgsamydnbsmznb) mxnbyddn dnnmgb
©06300L 33gofMs, bodmmmme 30 8501 3MmoEas ogbbs
053b 00 abyms 0baba. 58335M0 M030sLLbAJON dMJBYIOL
s dbmenme MMZsbndoENnL BndiyM M3gM3nYddY,
3387900 JgLadeMs OY3eMaML 39MLMBML YLOGMNbMgdL
3Mdbmds.
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https://www.bbc.com/news/newsbeat-56325310
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063mM30300L o330L Y3603369¢MM3569LA
3M33mMb56(hHno AMbBYmMdnmmdxonb BndagnMo
LoyMbmyods.

39 3MByMOnmmMOnb JyMomadnm godmb3gymn d9ao3emgdnl
d9LYLHYONLY 93MBAL dEMMINMYONL O SoMMEMgdnL godmygbgdnm,
©0L3NL LMY EITNBIMNM S PALHIBENYMO Ba8mnb BY6J3nNL
AsMmongnm, 330M39magL ymzmnbes, o139 Y6 nBngMmo MmamM3
303300 bbYBgOMN AMBYMONEMOJd0 JnMEMONLOZsh. JyMomdnb
3oLIMMYIMPOMOE, EI3BMBHJIN FYPZon bdZIHION (VS BISWYN
0bnbn 39MLMBsMNL BxE3mMNLOL) MBNLEN 86/d Labendn. oMo
330bs, ngngdmgo my3HmM3nb bYnGAL 86 AsLLIGHN oMsnL Yn3sdy
mBYMONMdg00L M300 EOLBEVZV. JLOBMMNbMYdNL 3odgMgon
09608369cmmM36500 gon3xB© s omn babmmdn godmboygbgdgmon
9oMHN30n 35M036(H00 IBMM BoMmonmss bgmadnbobzomadn.
30608673y 3099M1d 86 dMdIMamMdnL LybLbmMymA3s Labhgdsd
LOMO3LMYdNL goMBg3m Bgbadmmo EV3BNJLOMML s 8gohgmmb
}0d03YMn dgdMo o JyMomds. Babgo mg396L Jzgysbsdn
bgm0nLebzEMAn 3MERNWI6ENMYMMONL 3330 MBENS

9 PE0MOME 30MANg 03 babm 3M33560900L BngM
890mmo30d907mn 3089MJd0, MMIMIdLYE 8Mv 030 NbhgMaLn,
30000bE96 IMBs(398900 O NBFMMBsENd 3MMabEnyM BghmdaL.

. g x0dogyMo mamm adian
‘]lx\xqgmmbr?()éﬂt{ 9bsHobmgdnb ) mmomm/nk]bgoom,
0339 0bhgMbBy(H3n ©333 MmEs L8 VWIS

0y 390mgMmnb 96 MBNLYY M33wLLANL MALZN domamny,

89060bgo mMm3abndsEnnL yzgmedg LHBLOHNYM BMBEYIgON
mgynbL goMgo Jenoywdg Ybogmobme gbsbgzno (MmgmM3
3obbomymns B93Mm) 96 M83sLbANL B 3mgds Jgbodenm
30030Mdg BNBNZYMO goa(hobno. oy d3zgm dmMBYymonmmogddg oMb
06@MM3s(3ns, MMIJMOE F9M3 VOEYMNS Fomdy, MydEs, smsm
309mny9690ds, ngngdMmgo 80b Bodmody - Wirecutter-ob dmEgdnemao
Lobgmaddmgzgobgmm Fgbobndbozn MabyMLNS NBNLY, Oy MMamM Y6
393900390 gb MvbsdgMmm3zy IMBYMONMMOdL Ydghgbmosdn.

01 0733960 030MoHxdnL Bodems Jgxdmgdgemny, 8g3ndmnsm
}0d03YMI© 3osbaanMmm nbNbn. 380LLMZNL YdoMmHnzaLon,

09030 33MYBML 3(E30L MZOMLIBMALNO BMILOLYMZgmN gdso
9mBymMdnemmM0ogdnL sdH3Ma3s s domn dysmn nbzgonL Asgyhno
©s8Lb3gM93s. bobabsb dzgmn dgomn 59MoE Loy3gmabma!
bbyBgdYmMN H9g6n39Mn 650035700L BnbOE 30 ONTg MM
mMzgobndoE0nL dngma smgymMznmmonb 063960 oMNdIENLL. 01y

3 30930 Yzgmo mg3960 3mBymodnmmonbL Lo, yBMm Moymoo

080L 0MEbgs, Y MO EOFS3MEIM JMM-gMnnb JyMomdnb
d90mbgggedn.

03960 Lo 3YNIMO MARALAL EI(330L LALHYINL godoMmn3d

0y mB0obOL LMY EsE30L LALHITS 39M INRIMYdS
073960 mMasbnds3n0b d039(Hn0 s gobLygnMMgdom
8993Mmm90mn baMmo 3MbxNI6ENsMyMmMdNL Lognmnbmsb
0839380690001, 89303030 LEZSEMO 3MPSHNHYINO MB(30Y,
Mmagmmo@Ess Guardian 3Mmgddnb s30 Haven-o, MM3gmo3
3936Md900 MxrnLbdn dgbsadmm dgdmab Bgbobgd. Haven-n
65MIMO396L LAsMHBMBNL v3L, MMIYbYE Bgydenno
3930mbL 6300LBngMN dBEMMNENL HymgBmMbn dmdMsmonb,
b3o9MnL, 300M3300L S LNBIMEMNL gHITHMM.
8930dmnam godaMonmMo 830 Mod)60d9 N8 sBMMNENL

70 3009M9LORMNbMYdAL LobymMBdM3s6mMM

9mBymMdNmMMOsdg MBnLNL bb3zssbbgs ByMmdHnmadn, Moms
3936MOM® s ssgngLoMmam 67300L3ngMN dMYEMEBYN
o 3M3bbYM3zgmn 3ndnhmMa. s30 Haven-o dgbodmms

L9339 LabLLMExOMM nymML LaLAHYIMML BMB3gMBn 6 dnBsBN
©a3mbho79000, 00 3abnEnm dM3ghadm MabL. yggmody
390300 LMY JLoBMbmyxdnb LobHTs, MYIEY, Y AL vMS
bgemdnbebzman s gbymo 8ghnb Bghymads, oy Mmamm
398mnygbma 30 Haven-n, 893ndennsoc 9630mo 3Mmmagghob
390339600.


https://play.google.com/store/apps/details?id=org.havenapp.main&hl=en_US&gl=US
https://guardianproject.github.io/haven/
https://guardianproject.github.io/haven/
https://www.nytimes.com/wirecutter/guides/how-to-securely-wipe-your-computer-devices/
https://www.nytimes.com/wirecutter/guides/how-to-securely-wipe-your-computer-devices/
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JLagMnbmydnb
39 hIM0b ©o6yMa3o

MY 3JYMAO) 93LI6 JOXLIX©L?

3MLYOMOL NN 3EMO3MMOY, MMB 1J396L MMZsbndOENSL FooRbgL
NN MEIB6MONM NBBMMBSENS, MMBZMNE EOIFLONMNS JoMdd],
AoBgMmmNe denm3bmAgddn 86 AoBnbHmNs bhngzgMYody. dmangMon
0503960 89Lodmo dgho LagMmmbnenm nymb: 00YFgHOL v8MBIdg3gdN,
9mBoBnemgg0nbL LNYdN, bgbLhNyMN ByMnegdn EMBMMydNLLZSE

o 8960336900 3MBRBNYBENSMmYMN ghymonbgdgdnsb. sbY3Y
096038369mm30600 330bLM3L bLYBYOYMN NERMMT3300L YLaBMMbMYds.
007 393090 3gbagnmgdom bybLbnGHnYMn NbRMMIs300L
59Mb1d7%00 dLENgdNL xBob3y, YBMYDB39EYs300, MMA nb YLoRMmbmeo
063b70mM©aL Ad3gHnMm 39M1adn 86 LBIS WOEY 3ZgNML. By
©o(hHM3900 M1ndy 3MnZsdhIm o6 LBLOMHNYM NERMMBSENVL (B0 BMMNL,
30MmYdL) 3ognsdy 3ndMBROBHHML 86 AoByMnmb 3MgdgbhoEngdnL
©ox3007. 0 80gshbnom, MM ;3960 MMZabndoEns dobninb dggMal

96 003000Lb3NL N MNLZL, 8gnbobyom 860B36mMM3Ba LYBLNEHNYMN
063MM33(308 M53005LLANL B 3EYOVE IMLIMEPBYM BEEFNNDY.
00009650003 FgLadmMgdgMNs, (330 IMNEFNEMMO SMLanfMM
063MM33300L ¥8MB30gEdN. gabbmMzgo: gydemgdgmns ndob
9M3M30, M3 3 3og3m. osb6gLYM MMBBNBSENYMN dMEnhngo
50mb6sd9300 89608369007 30LbLAZYdgMN 3nMAL BgLobyd s
9dMY639tmMYs300 dogmn 39MLMBIENNLEZE6 BydNLANYMN BYMEFMNL
28m@9ds, 3 nLNBN M3306MN 86 MMZoBNdLENNL FoobyzghnmgdnL
LOEYd39mMBY, E3HMZ9d96 MMZBNBIENLL, PNOdMYBIM B0
0603MM33308 330356 (dYLHOE NLY, MMFMME SBMOMYdNN
mMgabndo300b 309 3oEgdnm 3ma3nyhHamb o6 ) (HgmaBMBL. Mo30s6
9mnEnmgo bbLbnhNYMN Jomomadn, Mobm3nLE 8gndgbo baMnbbNod
Jomambodmgmb. mgd396L 39MLbMBN™MSb 330MNL dMML MBoLJNYBSL
99Ladenms 15 By0nsbn 89L396900 ILENMEIL, MM Jomamonlb
LagMgmdn goobaayMmo gobyma 330fMab BxdNLANgMN BaMAZBN o
50mbsd9d000 LyBLNGHNYMN 39603300.

MBALOL 3MNNONS3Y

90bgs3s00 030LY, MM3 COVID-19-0b 386009)800L O6Y9d0L 899093
0603369mmM3bo00 390330 8Magaenn ,LomBnLy” Bgbo, 3960
mM3sbndENNLOVMZNL 33mog 86n8369mMM35600 ooAbEIL Bomgmn
3mmohngo ML sd3900L dgbabgo. bLybxdymn 3Mmntn3ncm
36000 3osbygb bogzebdm bognmbgdn, Bom mMabL, oy 306 o
MmEnb sMnb sd390mn MBbLAEN, 30b 8g3L B3M3s MBNLAL
MgLYMLYODY (Bog. WiFi JLYMDBY) s MMBYM BoNgobdY o MMaMM
9mM0gd(390 bhyIMYOMV6 NB3M:MYdSTN.

doMmbHngn, mydEo 8603369tmmz060 3nmbgzss 30L Y6 3dmMbBgL
mg30bLOL oLYMYdN. obomgdn Pbs 3gmbrab Fbmenme Lubom
39MLMBIMDL, bmem LB 3IHIO0 YOS NEZMIOMEIL, MMES
39MLMB3MN BnNL 86/ goM3zgnmn 39MMEYMMONO.

0L 3ob63s3emM0O30, Y39ems Ady3ahogn 3oMn Ybws nymbL
mM3sbndsENNLYMZNL Lubm 30MnL dbgzammdNL 8Madn. s1Y39
©038309M0m LdBEM YMNNIMNMOS 5J3L MY sMd MMEEBNBIENSL
mg30bOL 3odgnM13909MM M6 MY T3 ]0MYdM3b. nBngMamn
MM3gen 06ymMMIs300D9 06 IMBYMONEMOdY ooRbns B3oMads

88 bagnbb o PdMYB37MmYd300 Bomn (339, gobLLZYNMgdN,

0y LOBEM PYMNNYIMNMOS 5 og3m. 30LE 3 Y6 Foshbgb
6300m3s, 306379 LLBM FYEINZs Y6 NYML odMYymynmn MBNLbdYg
990008b70039MdNLZNL, vLY39, YOMYB3gIYs3n AMBYMONEMAGONL
LEMMOE (330 MNL OMEML goLgmMdY.

20003900 JLoBRMNbMYONL V(330

Logmobmyonb b?nzz;sba:‘:)nb MmamM nd39300),
03639 06¢)9MBIH30 & 9@08303 BmEs bogdy GIES©ss

0503390006 MxynLbIn LHHAMIYON? 0y VLY., YBMYB3gYs30m, MM
900 3 goshbgm B3coMas (96, byem 8E0MY, P3MBBHMMeNM B3lMBs)
9mBymMdNmMOgddY 96 LYBLOHNYMN dMBS399900L 38MBOYIYODY].
0 9MLYOMOAL LagnMMYds 86 MmN, MM3 LhydMgdL 3ndahNLOL
9969050 6300m3s NBHgMbHdY, NbS godsMmmmo ,Lhydmab”

Jbamo by, MMA bLybgdY LhBMgdL 8fM Bggdmmon mg3zg60
M93ym@omymn HMognznb dmbBohMmMnbzn. DMLY, JLYMdY o
4LgmEb BMBYMONEMMOYODY, MmagmMnEss 3MnbhgMgodn, B3coMABs Pbs
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LOLHYB9OdY B3MBs dggdema BbmenmMe LLBEM dEdN6YOL.

©J3b3dMI 3IMLMBITN VY
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093960 MM3sbndoE00L BndIYMN YLOoBMNbMYdNL bogmMmbgygdds
99Ladmmy go3mgbs ngmbBomb Mg396L 39MLMBMDBYE. LMENsMYM
4L xd8n 360L LEZLO®, BNBNIZYMN JLogMmbmgdnb bbybgdymn
LagMMNbygdn bdnMago vMs3MmM3MM307ma IMJF9IOL Joengddg o
90M3nbamnddYm LOBMZSEMYOSDY. gL 3MBd YOMIME Zohgbomn
R063M900 o IM33Mymo ma3hmM3gdn. nd3nMn 0y bojbysmyMo
domamanb 8doMad, bagMmbygdds oy 8xdmbz93903s, Mysbymads
doaMOdd S M83000LbNL ndds Bgbadmms byMomdymo
6930h0YM0 dozmgbs ngmbombL 39MLMBsMNL 3bmzMadady.
mM3ob6nds(3nYd0LOMZNL, MMIMYdN3 BomMAL 3mennhn3yMa
3JH0PM Jomgdmob vb 8boMb yggmL dom, NDI-L #Think10-0b Safety
Planning Tool-0 8gbsdgms LabaMaggdmm MxbyMLN nymbL Fomm3znb
90LOBMEYOMI, 30633 BgLadmms 3obnENEIL AMB3HYOYE MNLIL
LB 3YNMN LBJBN3BMONL FggasC.

39MLMBINL 39NN MM 88 30Mo 8603369mMmM3sbn sghHnzns
00300 3300300, MMEMM3 3nMmM3690500LOMZNL, MYI3s, JL

3L939 3MnHn3ymn 9emgxdabhns FO6LOMN S 30Mga IMTYTogz)
mM3o60d33NNLOMZNLYE. 88 FNTMMYd8N, NRNIMIN M OT3HIONMN
MaLbyMLYONO Fg3ndNNsm PYOMYB3gEYMm 39MLMBIMN Tom
©3LOEOZOW V3, BNBNZNMN Y 30BMYMN M8303LbANL Bydmbzgy3s30,
9000 M7300mnH3(300L 3ndBNM. MMgMME BgIMm 8Nbndby
606590900M7 LobyMBdmM3369mMmMBn, 8BNTBYIN FYENLLAMBL,

Ly 83nMy, Nd MxLYMLYONL LNNL Bggabob, MMIMYOLYES,
LagnMmM9OnL g8mbz9x3080, BxgndeNOM s 3033nMMmM 3gMLMBsNN
LoBsMNEMYOMNZ0, bLd8gnENbm, BLndn3yMn s Hgdbnznmo
©abdsMy00L nLLMYOSE. 300093 gMmnbgm, PEN America-0b ,.m6emonb
093600 bozgmg bobgmaddmzabgemm” mnEegL NEHJOL, oy MmamMm
999dmnsc MMEabnds(3090L BboMa aYFNMMB 39MLMBLML 3MNdNALNL
MmL s 8nL 89893, bmenm Tactical Tech-0L .30 ZamMabogob
003005(330b bobgmddm3zsbgemm” dmnEogb dgbsdsdnb 3MbHhabHL, 0y
Mmamm Mgo30M7096 bdnMao MMZsbndoENgdn nbHabLYMa bogmmbab
MmbL.
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mM3a60d3305L aRNIMEIL FMadoYMmMANL YLaBMMNbmgdL
LB 3306dM LB 3NMbgddY, MMAgMDY 03 AMEYANMNS of.


https://cdn.ttc.io/s/ourdataourselves.tacticaltech.org/ActivityBook/Travel_and_Our_Data_Baggage.pdf
https://portablepowersupplies.co.uk/product/usb-data-blocker
https://portablepowersupplies.co.uk/product/usb-data-blocker

x0dogyMo
2LoxgMnbmgyodnb
0332

03960 20%03M0 JLoRMNbMyxdnb o33

990bLY690 39MLMBIML B3 BNBNIYMI IEYIMO 0JMBNML dMBYMdINEMAYON.
09903mMB639 (0O EONE300 Y39t LOTYIMYdS, MMBMam s bagmbds Fgbodenmo JgamombombL
09396L LogzM3930 - 30MYO0 O BO6FM9dN.
0990379353900 mBabLAL bH3MaL S Es33900L 3mmoadngo.
3°9mM0ny9690 39139m0 LOZIHYO0 O E330MY69/333tMg0 nLNBN LagnMmmMydnbodgdm.
©ox30jMEno 3o035M75060L 36 MRNLAL bb3d YLoGRMbMxdab LaLHITNL OY9690007.
0gdmb0go o godmnygbgom Jomomenb bagMmgmmon.

e 399myYyo300 b3gEnamyMma EMm 39MLMBIML N8 68MBOBYFN PmMIY3xbHIdnL

3oLObOEYMIOMO, MMBMYdnE dg0303L LYBLNGHNYM NBBMMBSENVL.

© 0 o o

0 39900930390 00 330MMOMNZ0 3MMRBJLOMBIMYdNL, MMZ360D30900L O
LOJOMNVONED(339tM0 Y6YJ3900L Lo, MMIMYALL(3, LagnMmmgdnb 393mb3z93030, Iggndmaom
00039330MMo 39MLbMBIMN badoMmonmgdMmngn, L3YENEN6M o BLOJn Mo EobdoMmydnb
90LoMY0O BNDNIYM0 133EaLLANL Y bogMmmbygdab 3obyboco.

0990397303900 LOAMZBOYMM MMZO6adI(30YMN SMEMohn 3.
79M)639mMYys300, MMI 35MLMBIMAS NEMEIL M Zoo390ML JJLHMYTdeMYM 306MMd)030
9mgdonMmodnbob, 300 ImMmab, IMdBsEY 39MbMBIMA AoLBY, 0y MmagmMm dmagi3aL
LOBMZOMDY 06 deNM3-3MLEHDY IghgMmgdabLob.

o 6900bL3ngMn dEzNMMOMNZN, J39Y60L BoMgmxddn 01y Lodm3zaMmagoMgo dMgdoyMmanL
606 390bLY6g 39MLMBIEML BxdMYEML AMBYMAINEMMOd30 Fgbobymn n6xMMId>ENNL
Momegbmodo.

0 M 3306y IT3(HJOnmMn AMBO(393900, MMAMYdnE 0136900 S godNOMEYO
9mgdonMmmonb 00y mmMmb6oLJNgd900b MMmZgo60d9d0LSL.

80d03M0 YLOBMNbMYdNL o33 73



famgm

0333300,
fam@o LOJdy

EH]URTCEE

dysfmn boxwydzgemo: LaMNbm 0d03yMo MemagmM o 0o,
JLsgMmnbmyodnl 3MMx0mMIdnL s dmgnﬁaoem o JLbogmmbmydnb o ° s

LagMmbmyonb MmmEs bogdg
0L EsbgMma3s  OMBYMONEMOgonL 9335 06hgMByH3n 4
RNIWION] ©569M33 S dmbs(390900L Bgbobgs P332 06(HIMBYH 0330 )



dyoMmn boxyydzgmon:

3MMRNmYdnbL s

9mBymMoONgMOy00L
©339

JboxyMobm
3M396030300 O
9mbBo398900L dgbobgs

JLagMnbmydnb
39 hyMb ©s69M33s

09339Ma00, 03000 MMZmMM P6cd dmn7j;390 bEmMaco.
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3003MY01mn 3Maghn3nb Lo 3nmbyddy. dnbysgzac
bLY6gdYMN MY LoJdnbs, BghHo LogoMoyM,
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b0g0s. 88 EMML, Y8603369tmMMZ569LNS LBYMZNEN NYML
8900b393509 Myog3nMaonbL 39ads. 398mbzn3z0dg Mgognfgds mdzgbo
mM3sbndOENNL YLoGBMMNbMYdnL 3gadnL 3Mnhngnmn, s bdnMaow
3LV 3BMNLE OROLYOdJNN BBNNY, M3EZEB Tgbodenmy
3MLYOMAEAL Lb3MOd MJ3960 MMZsBNdSENNL MY3HaENnL
038563M939em 89()935L s 3ddY YLnddMZbM EoMmbYdsb FmMAbL.
3obbm3zgm, MMB 3x8mbza3sdg MYognmMgds 8ggndemnocm dbmenme
90806, MmMEo 0(3nm 0L 8gLobyd. Jomamn MMasbodsnymn
PLIRMNbMYONL 3PHYMNL SMLYOIMAS s 39MLMBIMNL Babomnbgyods
89653bomML 3MmMdmMY8x0nL gLsbgd Fghac 86n836gmmM3zsbns.
330(hMBss 1390900 PIFNMEM3IL YLOBMNbMYONL NZLIdMOLNN
LEMMN 3939, 30MY PINLFML B 3MM35690900 0y BgEEMBYdN.
by 8603369cMMZ0600 godmnbshmb 9d3smns s 398mBAIL
39MLMBIMNL 3gmnmeMgmds 8om 8ngM nb3nIBbHNL Fghymonbydal
d9Lobnd. 51739, 39MLMBIEBS SYYM3690N3 PO FoEBMOMM
1030639M 39Hymonby0530 ©sb303Y6903mn 33mnb, IM3sMmymo
Hamaumbob 00y bmEnseyM 830880 gohgbomo 3Mmeznmab
d9Lobad - 6y nYyMYdsb690m 3633MHNBLEMMYONL BnBnL 86 BboMaggMab
603emg0mMONL godm. bodmenmm 39330, 06(30096Hdg MYognMgds
BLHO© nLY, MMamME BnBsdIdSMY ,LobgmBdM3sbgMML” bbgo
139309080 obbogymo 3gLLHdNL bhMsbhgangdn, BoMBMa)bL
mM3sbndOENYn MBL dognbbdnzob.

. MoLMZNL YOS JaBIPMM? gMmn bnhyznom, YzgmsRMoLbm3zNL,
M3 30 gLadems AMbYL. 8mBNB6YMN ZobLb3szgdymn ngbgds
00000MIY MMEabnds3n0LMZNL, MY EY, bogMom 3ncmbzgodon,
MmMImg0d 30bLYb3nE aggbBaMgdsm N630YBHDY MysagnmMmadnlL
39809, IMnEo3L:

. MmmamM 30939300, 01y gohgbgb A39b0 3Mmxnmgdn o6
300830Mw0n?

. MmmamM 309333000, 0y 30639 1363539690L BNINbgnM gun-
89(hymonbgosdY 06 0y dMBYMOnmmMdS nJ3930 bLoggame?

. MmamM 309439300, 0y 3960 gm-8ghymonbgdgdn o6 LybLbnhnyMo
M 39896(h90nL 399HLMOS dMN33MIL s 3oTYMO3bs?

. MmamM 30339300, 0y 9MN-9Monn Azgbn EoLJdxdmn Bmbgs
30d03960M LOURMMNbYTN 86 183939L? 86 MY NLNbN goMd3zno6
LAHMILL o FMYLZgBMMOLL bLYBgOdYMN LagMmbygdnb godm?

. MmamM 309393000, 00y MBNLO 8BNVBES bobdMAb,
6YomnEMOnL 6 LhndoymMo Yd9gEYMYdNL EMML?

. MmamM 309333000, 03 036533MMIMNL 3MB30YyhHgMo o6
HaaBMb0 ongsMas b dmndsfmgLb?

30bybgdn 3636 o bbgo 30Mb3zq0dg obLbzezgdymn ngdbyos
mMasabndoEnnb 8nbggnm, ;mydEs, 86n8369mm3z0600 gMos
30304MM0o 8300 LBTYIJONM S BINMBE gob333bdM™M Y
3939dn3fMmo 3gads nby, MM Mg396L MMZsbndsE3N3BN Yyzgmes 8dS©
0ymb 0dmgdgmb syymbydmng dnobnb dgdmy3nL dndbno.
Tactical Tech-ab ,,4M3mM0bAMIE39m0 YboRMmnbmgdab
LobgMAdM336xMML” M6V, N630IBHDY MasgnMmadalb

MHmgmM 04393000, MMEs Loddg 39O

JLoyMonbmyonb
0339 0bhgMbBy(H3n

20d03YMo
JLsyMnbmydnb (330

MmamM nd39300,
MmmEs Logdg 3y

393090L sbLOBYIdS 30M3n 3MdNENSS MJ3960 MMBBNBIENNL
3MbhaddLAn NbENIbHNL b gdHMgdsmmyma 3nmsmgdnb
3906LOdM3Ms. oaBY3nhgm My 3MabL ,9dLHMYTsMYMO 30N3MYOS”

- 06y, dm36hn, MM3gmBnE Y6 s306YMo o3x33nn BMIYdNL
90909 o 3bhn3MNdALYMN MMBALANYBY0NL FobbmMENgEYdL. gb
96038369mmmM30609, 30306 bobsbab nb 8 ngbgds Bacmgmmn - oy
BoMIMN3g6m LEZYBSML, MMaMMNEss 30380MNL MM393s bbgs
3M9390m06 Lggmyg dnbNALLL; MBEI6 bobL gMEgdnm
LBgeb390M LOMYSENNL odMELIYO3BY? DML v LML ByBgdHo
300M7 36Y90s, Y33, BYIYHo© IMESE 8gLadMs ELIMY339MM0
0ymbL dmgngMmom goMmydmndsdn.

2bY39 9608369mmM3860s OMMMBEY gonsdMmo ByonbdngMn
MSQF)O(!)O:]@O 65003900(3. 330LMY0 NNOIMYYE 30ML Bascngmn
MHmob GgbMmgds, MMIgdyE Nb NBRMMINMYOYNS S MLV
B06sLBSM - 53BN F7od30MYOL YVDMMBI6NDIEFNSL S 306035L
06300096¢h0L 393mbz93980. MMy LuGMnbab dgd8mbznzedn
390m35emnbB0BgM NL Lb3dELLbZS MMEMYdn, MMIMgonE LabyM3zgmns,
MM 030LMHMO 38 LogsbagdM LnthsENadg MYoaNMxONLOZNL. S
LOgEB390M LNdYSENSDY MIogNMIONL 3Mogdhngnmn db3ggHgon.
LLEY63OM LnhYoENg0nL bLYbYdYMN 3603369mmmMz60 LHMSMHIannL
RoM3mgdn IMnEa3L 3bsMmEadgagmn Jugenb dgbhngzoENsL

- 9mg30330M9900L oMM Jbgamn, MmMBgmnE gbademms

9mMnEo309L 393MOMIOL s MFSbL, LudMBEEMYdSL, saNMOMNZ
9mMg3s380M990L, LadmogMmmodm MaLyMLYOL s IM3szdnfMgadL
9Mm36m 0y LugMMsBMMNLM EMB]DY, MMEMMNES dMILYTMOZMMOM
mM3gobndo30900 s JPMbamnbHgdn. Mmamm dgndmnoc mgd3gbL
9mM30380M990L 93960 FbsMmEodgMa? N6 8Y39380MgmM Fom
B065LBsM NBNL oEOLBBMBEIYOM, MMA oo ggdbgosm byMznmn
0339b35MMB LgebaxdM LNhYSENV3N O BEBMOM™M Boc ML Jemncm
000306?

LBEY63OM LnhYoENOdY MYsgnMadnbab ddsMe 36n336xmMMASL

0dg6L 9899HM0 3MBY60303300. 3od6Y30(Hg0 nnmmgym dmdgdgo
30006 3M3Y6035300L MMBYEO FogdLNBSMYMS OEYNN S
989JHIMO LBTYSY0900 89NL LbzaLLbZs LEgBsMIn o
9mMabnbgm LamssMNgM LEBYIMYO700L NEYBHNBNIOENY.

03MEI0, MM LBZEHZIOM LNHYSENYONLEMZNL Fgbadenms
LaLOMZIOMMM nYML nFMBoMo Bacngmn BncnnMYd70n FobdY, Y

M9 0099398 xd3MMUL (S 3M 8739005 03MML) 3MBYB03ZoENSL,
MmEob s6oMIMmm 3M3YB603oEns, MMIgmn sfMmbgdn godmnygbmm
LO3MIYBNISEMEP S 30LMSB YBS VBMIMM™ 3MBYBnZoEns.

3L939 33NMNZOMNLBNBYM LBZEH3IOM LoGHYSENNL MY3yDHaEoymn
393960 3396L MMZebNdSENBY o 3B NYo3000 FgLYBdNLS
M9030M700L8NZNE. OMBEIYBEN, MM MMZOBNBS3NNL 3MBYBNZoENNL
bgeddmzsbgmmos (dmangmor mMgsbndoEnsdn gb dgbadmmms nymb
30M3cnmMe nb, 30633 FoMM13L 339MoL Facebook-8n 86 3MMNL
Twitter-8n) n6gmmM3nMgdymns Logsbagdm bnhysEnnb gbsbyd s
899dm0s Mm35MY1nMn 8x36ML 3MHB3NYM gozemgbal bmEnsyMm
99000580 o bbgs 39000080. nbNb0 vbY3g 3D Ybws NYy3696, Y3sLybmb
LBdMZIEMYONL 86 7NNL dgbodemm 3nmbzgdL Lgebzgdm bodhyoEnab
d9Lobg0. gL obLLIYNMYdNmM 8608367tmMM38B0d 3MHbENYMN
6930h0YM0 930900L 36 Ma3YHoENYIn Bn3BL BNbLEMgONLSNZNL.
90bgszsc n8nLY, MM MMM LBZsB3IOM LodYSENS O
3MBOaJLAHN 3obLL3ZIOYNY, FYWBMBIIMN . oBF30MIowY
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